Journal of The Korea Society of Computer and Information
Vol. 21 No. 4, pp. 31-38, April 2016

www ksci.re.kr
http://dx.doi.org/10.9708/jksci.2016.21.4.031

User Authentication Technology using Multiple SSO in the Cloud

Computing Environment

Min-Hee Cho*,

Eun-Gyeom Jang™*, Yong-Rak Choi***

Abstract

The interface between servers and clients and system management in the cloud computing

environment is different from the existing computing environment. The technology for information

protection. Management and user authentication has become an important issue. For providing a more

convenient service to users, SSO technology is applied to this cloud computing service. In the SSO

service environment, system access using a single key facilitates access to several servers at the

same time. This SSO authentication service technology is vulnerable to security of several systems,

once the key is exposed.

In this paper, we propose a technology to solve problems, which might be caused by single key

authentication in SSO-based cloud computing access. This is a distributed agent authentication

technology using a multiple SSO agent to reinforce user authentication using a single key in the SSO

service environment. For user authentication reinforcement, phased access is applied and trackable

log information is used when there is a security problem in system to provide a safe cloud computing

service.
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[l. Literature Review

1. Cloud Computing
1.1 Main Characteristics and Models of Cloud
Comput ing
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1.2 Cloud Computing Security Threats

s HAFE A= BE HolH 2 AZXEYT}
T ATt welHr] i AAEe] Fo TNl
2 g Ak s AFE Het a9 *}6“’ =Es %EH
CSAA Zehs-= 558 748
[6]. &I D S99= AFH ﬂ
g 2) EeHdS el Ho] 8 &8 Eil?ﬂ“& HEE R
A 3) dgHA UFAL I D 71 5 A4, I8 5 tﬂ

o]

olf] A E= =, (91 6) A T e~ s



User Authentication Technology using Multiple SSO in the Cloud Computing Environment 33

CINDCRRIELCLELE D

FE9E Az A28 B2 918 A4S B PaaSel
HeAolh g & Aol FeheE Auls g
P9l PaaS 71 Au1~E AZE) AANE A7k ol §
Aol IT x}fa of Hzeha, AHl2E ol §F 5 LS 1y

o2 T M
oFgtrh[7

- ?lz Dotolt/F e QIF, MM S T AT T
< o] &3le] ARgAl] digh A EQls st e
A5 W= 2 3o 9t FAHL U9l Alo]Eg} T}
9] MH|~E F3Hel58= SSO(Single Sign—-On) e
9 AF V&S Bl AT & Qlth

- EA) AR AR QTS Sk 4 9 T
Ela=dimicia=}
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IV. Performance Test and Analysis
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