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Detecting the HTTP-GET Flood Attacks Based on the Access Behavior of
Inline Objects in a Web—page Using NetFlow Data

Koo-Hong Kang*

Abstract

Nowadays, distributed denial of service (DDoS) attacks on web sites reward attackers financially or

politically because our daily lifes tightly depends on web services such as on-line banking, e-mail,

and e-commerce. One of DDoS attacks to web servers is called HTTP-GET flood attack which is

becoming more serious. Most existing techniques are running on the application layer because these

attack packets use legitimate network protocols and HTTP payloads; that is, network-level intrusion

detection systems cannot distinguish legitimate HTTP-GET requests and malicious requests. In this

paper, we propose a practical detection technique against HTTP-GET flood attacks, based on the

access behavior of inline objects in a webpage using NetFlow data. In particular, our proposed

scheme is working on the network layer without any application—specific deep packet inspections. We

implement the proposed detection technique and evaluate the ability of attack detection on a simple

test environment using NetBot attacker.

Moreover,

we also show that our approach must be

applicable to real field by showing the test profile captured on a well-known e-commerce site. The
results show that our technique can detect the HTTP-GET flood attack effectively.

» Keyword : HTTP-GET flood attack, Internet security, NetFlow
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Table 1. Some important fields of NetFlow record
Field _

. o byfies) Description

srcaddr(4), -

dstaddr(4) source and destination IP addresses

dPkts (4) packets in the flow

dOctets (4) total number of layer 3 bytes in the
packets of the flow

first(4), last(4) SysUptime at start and end of low

Zsrt;:rtc()zr)t(z) * | source and destination port numbers

proto(1) IP protocol type

IV. The Proposed Scheme
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Fig. 2. An example of HTTP GET request sessions for
requesting the Web—page and its inline objects
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Fig. 3. Zoom in on Fig. 2 around 11:24:00 (An example
of HTTP GET request sessions for requesting the
Web-page and its inline objects)
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Fig. 4. Zoom in on Fig. 2 around 11:27:30 (An example
of HTTP GET request sessions for requesting the
Web—-page and its inline objects)

3. Detection algorithm
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V. Experimental Results
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HTTPGETflood_detection ()
{
# Initialization
webserverlPlist[[={}
inlineObjectiPlist[]1={ };

while(true) {
sleep until a NetFlow record W which has any destination IP address in
webserverlPlist] ] and destination port=80;

while (session time interval of W) {
if (any NetFlow records { which have any destination
IP addresses ininlineObject!Plist] ] and destination port=80)
declare flow W is valid;
else
declare flowW is a HTTP GET flood attack;
1/ end of while
1/ end of outer while
1/l end HTTPGETflood_detection

Fig. 5. A pseudo—code of the proposed detection algorithm
for HTTP GET flood attacks using NetFlow data



6 Journal of The Korea Society of Computer and Information

7]  HTIP GetFlood Attack Q
e Cemms——

i e -
- e é___ff’# " Iombie
Web Sefver ——— &7 i
Y Command &
=) ) control
- X
I I'R_IOb' 1 b
n-line Objec
Webserver KB Server

Fig. 6. Testbed for HTTP GET flood Attacks using NetBot
Attacker

Table 2. Experimental parameters

Field Parameters
NetFlow malcnve‘ timer = 15 §ec
active timer = 30 min
Number of threads = 10
Netoot - C&C |\ \mber of HTTP GET request
Server = 10/s

A8 AU 9% F] AERZRE HTTP GET flood 37
Edf A A AME s vl s e
2ol AlE=3t3lt.

- Y ZAEC QEY oAERY P HIAS Y

- C&C AHE 97 Aojste] FH] T 2E7F 223 HTTP

GET flood 374 A%

- 283 34 F9
U e

- 287 37 F9 F, En) 204 44 24 3
=

a9 7 4% AuEed 6 d2E Wedd S

NetFlow AHE Alg3lo] FH] ST2E0A oF YEYIR
HAE RE ERE HolEth a9S T ¥ 5 kol
H] 32E& C&C AW R zRale] EA1E 47 S8 77
=2 ﬁH?LO_ ;q_/.:fs]_r/}_ EE;:‘J_ C&C H‘ﬂiyf‘a ::17:] 7\]1-:_ Ué

Al HH A FEWSE AL FTReUA S a
Hii A4 Q1 HTTP GET 8% #i7l& A Hr} o] &,
a4 Ay Lol Fake] 28 A3 v v e A4S Aledt
A gk mpA o R 15 7oA AJZF 89400000 EE (31
AR 0 7R dExE Yehd)el FH] SAERYH A
A9 A S geled 4 gl

2 ot
> e o mi

Qe407 —T T T T
! | s~ Tormal Accees
£0e407 [ ] = —
—E |# C&C Server Accoss
0 88407 [ R _
3 e | 1T ' -
H #7407 | n B
—_— — l il
]
g 26e407 [ |, 1 B
- HTTF SET Flood ttacks
g §3e407 | : .
(5] — I 1
E4eH0T [— E
_ f |
83c407 — L L 1 1
1000 2000 000 4000 3000
Sowrce Fort Mumber

Fig. 7. Generated traffic from the zombie host (plotting
using NetFlow data)

219 83} 1% 9% HTTP GET flood 34 Egi= 3
ol I H EHFS NetFlow dlo]ele] 7]uk &}ol
71 91 19 75 skl UEhigith 21 99 A5
YA HD), Xl HIQl Ao AE THA 7] Qe
93} wjel # W Well EAlete Qlekel gwﬂz—%
ﬁ’%ﬂ EfFE FAE 5 Qv S FEgeAE [l
Alske] 3 Ao QlEel SHAES FAgHo R 7}X% Q
u‘r olel wkate], 182l A-(HTTP GET flood ¥4), 3}
S ARk FAPEAQ) request EF o] EAjgk A

Gl 4 gl

_:L -
2T o oo
fo |m ox El ox

S S O e )

o
2L

y
X

NIO oX, rﬂ

28407 T T L T
_"-\-
iy W
B OETIed0T [
5 CRC Berver Acceis
— L
o 8.7eH0T [ T T
: .
1
g 1]
I “ B
¥ 865407 [ . ‘. ' |
i - — =
£Ee4H07 L L I 1
1200 1300 1400 1300 1600 1700

Soure FortMumber
Fig. 8. Zoom in on Fig.7 (HTTP GET flood attacks)

95407 T T T T
@
H £945e407 [ B
2 In-line Ohject Aocess
% I’ X‘
T gdedT [ N :
. o ',-)
'E Web Pape Aocess
=]
-
u 8035407 | E
L
805407 L L L L
1000 1010 1920 1930
Source Fort Mfumber
Fig. 9. Zoom in on Fig. 7 (Normal Web access)



Detecting the HTTP-GET Flood Attacks Based on the Access Behavior of
Inline Objects in a Web—-page Using NetFlow Data 7

VI. Conclusions
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