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Reversible data hiding algorithm using spatial locality and the surface

characteristics of image
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Abstract

In this paper, we propose a very efficient reversible data hiding algorithm using spatial locality and

the surface characteristics of image. Spacial locality and a variety of surface characteristics are

present in natural images. So, it is possible to precisely predict the pixel value using the locality and

surface characteristics of image. Therefore, the frequency is increased significantly at the peak point

of the difference histogram using the precisely predicted pixel values. Thus, it is possible to increase

the amount of data to be embedded in image using the spatial locality and surface characteristics of

image. By using the proposed reversible data hiding algorithm, visually high quality stego—image can

be generated, the embedded data and the original cover image can be extracted without distortion

from the stego-image, and the embedding data are much greater than that of the previous algorithm.

The experimental results show the superiority of the proposed algorithm.
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Il. Adjacent Pixel Difference(APD)
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Fig. 3. The embedding process of APD
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Fig. 4. The extraction process of APD
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Fig. 5 Data embedding process of APD
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Fig. 6. Data extraction and cover image recovery process of APD
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processt Fig. 99} a1, Aetd 7oA 2] data extraction

processi= Fig. 103} 2t}

Step 1. diZ oA 9] 9] 27 7} 9 7} 27 4]

2 A ojm|A o] JA %k*o* o= AREsE

, AS oA ] YA JFA 7t o= Tk
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Step 1.1 A1 A o5 A gk Vis 2 (9)el whet AL

Step 1.2 Al A o A 3 viT 79 A G5
HxHden)E A (10l we} ALk

Step 1.3 if (dev>=8) then AW olu|x] W 3 $Jx]|
Ao A k& BARSHe] o5 o|w]A] AA.

Step 1.4 else if ((dev<B8) && (AAFH or ¥W)) then
2] (15)8 A&ste] 78 A2 YA 45 24 3
Vog o5 A gho & dfo] oS ofn|x] AA.

Step 1.5 else Vi& dF A Lo = dlo] o= o)X

2373,

AW ofu|A| e} o= o]u|X|(prediction image)|

A S A FHFA F0=2, SJolA olEF e
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HER FAEE A ouA] AJF2 Co} oF ofv|

A Ads P AA.

Step 3. 7H ouA] A Co oS o] A] AJFL PE A}
&3t 2 (17)e] wet 2t Ald2 D AAL

=

o2 K 8

Step 2.

C; ifi=0
D ={C,—P; elseifdZ Az AL (17)
Ci_, —C; otherwise (o & I A gk 1] AL-§)
Step 4. ZHE A2 Dol Wit | ~E 158 45t PPy,
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Fig. 9. Data embedding process of the proposed algorithm

Step 5. FZE A
Step 6.
Step 7.

Step 8.

s-%(inverse s-order)o. & ~Hal




Reversible data hiding algorithm using spatial locality and the surface characteristics of image 7

Step 1.

Step 2.

Mode 1: 24 ofn|xe] 49 27) el siFst= 45

Mode 2: @A Ao1A <5 Fto] AH-E 35 4 (6)=
Al

Ci=RPi+ AV; (18)

C, =S —sd if C, ,—S, € [PP, +sd,CZP,]

AV — 1 1 ] 1 : 1 ] ] ]
L [ OFIIFIE otherwise

Mode 3: o] $]A]ol|A o=

Step 3.

Step 4.

ZH|AL on| |9 A Zhe HFolA $50%, 9
oA olgfEo R o s-F(inverse s-order)O.=
scandto] IA GFER FAEE AEH I oju]A] Al
A= S ABA.

Co=So DEy=Co

i #5271 AI71EA, FA gk oS 7s 999UA
e A gk oAS ks 99 -l Fig. 99
step 1.1~1.59] #AE Fasto], T XA
o] HA gho] AH ofux|e] JA Fho] ALEH U=
A & oS HA o] ALEJEAE datd]
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2 39,
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(19)

4 gol AHgHo, @

A AR A A glo] AHEEA o
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A3k, 4] (2002 AHgte] Au ojul) A7
X

CE 53tk AV, = 4 (19l oJsir] ALtd
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C=RPi-1- AV, (20)

quld A1zl 7 24 DE o g 4 (8)S 4

HE F&.
EAH AW ou|X] AP CE scandte] <

s=
(inverse s—order)o.= ¥ AW o|u|A|E A,

Fig. 10. Data extraction process

of the proposed algorithm
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V. Experimental Results

B emo) A Aok APDLS 7)Mol A% \7hah] 9lehe]
512x512 gray scale 973l Lenna, sail-boat, Barbara,
Elaines 7AW o|WAZ ARE3le] A& 3Gt £ w=i
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0.298% 35t 4 (16)o14¢] A (B )& 283t 4
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S 33 437} Table 191 YeY ok

PAA(LIE 022 FH, oF on|x|:= AY o|uA| e} F
AstAl et weba] A ojuA] Al CoF oS o]n|A] A
A2~ P7F s4sHA "k 282 A (B )e] 091 A5l
AF 712 APD7IH ¥} SUsHA F2hett

A KB )Io] ADTE A5 Fdsh= A7 S
Eo] o & ojuA|e] of& A gro] @o] AREE|o], oS o]v]
2| A2 Poll B oS JA ghEe] 28EA Hrk K
A gk dlSol Agatd, dF A grol A8% 399 D @k
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=3

AA TGS 0FE 357H4 F7MAIZIH 2H L ofn|A] €]
PSNR g2 7HashA|Rt, 2~glaL ojw]A]ef] 71 do]E7} &Y
HolQEA] RS AZHH o7 Biel] g AR 2H L
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oJHE &Ystd, 2H L ojnx| 9] A A[AH R AH o]
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Y= = BEF7E APD7IHe) Blste] Ao 25.9% 57t &F3ich

Aokl APDLS 719S A-&35pd, AW olu|xof t}afah &l

2 714 delHE &4 & 4 vk 3 I o] v A 2 5-E

Q3 712 dolesh Q¥ AW o|uAE &4 glo] s
B8 5 glo] o5, #Y, Y goluele) 5o Sl

of wlg- f85A AR 4 ek,

(a-5) APDLS(25) (a-6) APDLS(35)
Fig. 13. Lenna image & stego-images(2~6)

E & e =
(b-1) cover image,

sail-boat

(b-3) APDLS(5) (b-4) APDLS(15)
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(b-5) APDLS(25) " (b-6) APDLS(35)

Fig. 14. sail-boat image & stego-images(2~6)

-1 i s
(c-1) cover image (c-2) APD = APDLS(0)
Barbara

(c-3) APDLS(5) (c-4) APDLS(15)

(c-5) APDLS(25)
Fig. 15. Barbara image & stego-images(2~6)

(c-6) APDLS(35)

(d-5) APDLS(25) (d-6) APDLS(35)
Fig. 16. Elaine image & stego-images(2~6)
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Table 1. The experimental results of the proposed algorithm
: 2y | PSNR | g=t g% [wEs
L L T I D s ‘2‘4 B 7
(e
APD 48424 48.60 X X X X
APDLS(0) 48424 48.56 X X X X
APDLS(5) 48705] 47.58 | 27.47| 1.28 3112 0.6
APDLS(10) | 52447| 39.82 | 20.23| 1.64 | 54367 8.3
Lenna |[APDLS(15) | 56369| 36.31 | 18.29| 1.82 |112861] 16.4
APDLS(20) 57985 34.73 | 17.25| 1.96 | 143593| 19.7
APDLS(25) | 59246| 33.67 | 16.49| 2.10 | 162581] 22.3
APDLS(30) | 60257| 32.83 | 15.98 | 2.21 | 176288 24.4
APDLS(35) | 60985 32.11 | 15.58 | 2.33 | 187023| 25.9
APD 30880| 48.42 X X X X
APDLS(0) 30880| 48.42 X X X X
APDLS(5) 31140, 47.60 | 31.35| 1.02 3777 0.8
sail APDLS(10) | 32701| 42.98 | 23.12| 1.54 | 21900 5.9
APDLS(15) | 34272 38.31 | 18.15| 2.05 | 46552 11.0
boat 'APDLS(20) | 35587 34.80 | 15.06 | 2.57 | 72686 15.2
APDLS(25) | 36563 32.28 | 13.20| 3.01 98555 18.4
APDLS(30) | 37229 30.61 | 12.02| 3.35 | 121069 20.6
APDLS(35) | 37497 29.42 | 11.24| 3.64 | 139059 21.4
APD 33113| 48.44 X X X X
APDLS(0) 33113| 48.44 X X X X
APDLS(5) 33246| 47.88 | 19.60| 1.57 1260 0.4
Bar— APDLS(10) | 36079 41.09 | 18.26| 1.73 | 34199 9.0
APDLS(15) | 38603 37.39 | 16.70| 1.93 | 75647 16.6
bara [APDLS(20) | 39906| 35.69 | 15.67| 2.10 | 100018/ 20.5
APDLS(25) | 40563| 34.64 | 14.99| 2.25 | 114407 22.5
APDLS(30) | 40895 33.83 | 14.49| 2.38 | 124187 23.5
APDLS(35) | 41112 33.08 | 14.05| 2.52 | 131723 24.2
APD 30487 48.42 X X X X
APDLS(0) 30487 48.42 X X X X
APDLS(5) 30539| 48.11 | 59.53| 0.66 1853 0.2
Ela- APDLS(10) | 30846| 45.18 | 29.48 | 1.44 10414 1.2
; APDLS(15) | 31266 40.10 | 19.56 | 2.29 24221 2.6
me 1APDLS(20) | 31891] 35.37 | 14.19| 3.09 | 48404 4.6
APDLS(25) | 32664| 31.89 | 11.32| 3.71 81479 7.1
APDLS(30) | 33498 29.50 | 9.86 | 4.15 | 117891 9.9
APDLS(35) | 34245 27.89 | 8.95 | 4.48 | 151365 12.3

V. Conclusions
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