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Evaluation of Safeness and Functionality in Applied Technologies for
Mobile Messengers

Gyu-Sang Cho*

Abstract

Recently, KakaoTalk users seek secure messengers with fears of ‘possible’ censorship over a
mobile messenger. Instead German messenger “Telegram” is gaining popularity in South Korea. Are
the known as secure messengers actually secure? In this paper, we evaluate secure mobile
messengers in terms of private information protection. We establish the fourteen criteria to evaluate
the functionality of messenger apps including communication encryption in transit, the possibility of
leakage of decrypted messages via server, an encryption algorithm, a key exchange algorithm, an
ephemeral message application, etc. Line, Telegram, Snapchat, WhatsApp, Wickr, Facebook Messenger
and KakaoTalk, which have many worldwide and domestic users, are to be targeted. Wickr is ranked
at the top of the evaluation, followed by Telegram and Line but KakaoTalk and Snapchat are ranked

at the bottom of the evaluation list.

» Keyword : End-to-End Encryption, Mobile Messenger App, Wickr, Telegram, WhatsApp, Line,
Facebook Messnger, KakaoTalk, Snapchat
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[1l. Features and Cryptography of the
Mobile Messengers
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Fig. 1. DH Key Share Method[19]
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Fig. 2. Letter Sealing Encryption Procedure[19]
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256-Bit

Padding
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Note:
Payload contains length
and sequence numbers to be

Secret Chat key
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regenerated for PFS
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after decryption,

AES IGE Encryption

embedded into an outer layer of client-server (cloud) MTProto encryption,
then into the transport protocol (TCP,HTTP, .)
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NB: after decryption, msg_key must be equal to SHA-1 of data thus obtained

Fig. 3. Schematic diagram of ‘Secret chat’ [10]
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‘Encrypting normal snaps

All standard media (read: picture and video) data
sent to Snapchat is:

Padded using PKCS#5.

Encrypted using AES/ECB with a single synchronous
key: M02cnQ51Ji97vwT4

Encrypting stories

Stories are:Padded using PKCS#7.

Encrypted using AES/CBC with a unique IV and key
per piece of the story (i.e, there isn't a single key/IV
you can use).

You can find a media_key and media_iv deep within
the return values of a request to /bg/stories.

The server does the AES/CBC encryption -
segments are sent to the server using the normal
AES/ECB (M02c..) encryption.
StoryEncryptionAlgorithm#encrypt just
SnapEncryptionAlgorithm#encrypt.

calls

Here's a rough idea of how to decrypt them:

# To find “media_key" and
/ba/stories documentation

import requests

import base64

import mcrypt

“media_iv’, see!

res = requests.post(...) # POST /ba/stories and
ensure res is a dict.

data = requests.get(...) #
/ba/story_blob?story_id=XXXXX from result
key = base64.b64decode(resl|...]["media_key"])
iv = base64.b64decode(res[...]["media_iv"])

GET

m = mcrypt. MCRYPT("rijndael-128", "cbc")
m.init(key, iv)
dedata = m.decrypt(data) # Boom.

Fig. 4.Procedure of Encryption of Snapchat[16]
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Table 1. Evaluation of Functionality and Safeness of Mobile Messengers
Line Telegram Snapchat Wickr WhatsApp FB Msg KakaoTalk
Encrypted in transit O O O @) O O O
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read it? O O X @] O O O
Verification of contacts’
identities O O * © © © ©
Perfect Forward Secrecy O AN X @) O O ?
Source code open X O X < A A X
Documentation O O X @] O O x
Code audit O O O O O O VAN
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