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Improvements of a Group key Management based on (2,2) Secret Sharing

Seunglim Yong *

Abstract

In 2014, Wuu et al proposed a group key management scheme based on (2,2) secret sharing.

They asserted that their scheme satisfies security requirements and mutual authentication. But this

paper pointed out that their scheme does not satisfy mutual authentication and impersonating attack.

In this paper, we describe the reasons and processes that a malicious group member can impersonate

the Group Key Distributor. To fill the gaps, we discuss the problems, and propose an improved

protocol.
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[I. Preliminaries

1. Related works
1.1 The group key management scheme

1
o of
N
i
o,
ox
ol
o,
rir
=
i
o
ok
oL
ol
=2,
ol
ol
T
rir
N
Mo
=
2,
o,

al
%% 157] ¥ 7% (Centralized Group Key Management
Scheme)& F¢] 7] 2l A7} RE OF WS 9]5}d]
7] A A8k BE AW EY 715 #AestA "6, 7].
a8 a%7] #El 7)1¥(Distributed  Group  Key
Management Scheme)< 159 E& WHEo| A2l Ik
(share)& AFdte] 257 ARl sz shte] W7t
aF71E At o2 MW B A 2uiEe 7gelth 1F
Diffie-Hellman 7] % I2&F =g4 7] AF +x 52
A7 ATHB,91.

ZdEAE 287 B 7] (Decentralized Group Key
Management)< shHbe] 15 # AP} AAQ] 25S #aEls)
A L shte] OFS TR £94% Bk A5 O R et
agar e wshyh A o) s 5] 1E7] AN ¢
JES abe WAolth10,11] sfvhe] 158 v SyAR
3k9 o= o] 1F7] 73S Wi o] Wyt dojd 3
e 1F QAR SHA SR o]Fold F QTS i)

1.2 Requirements of the group key management
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[ll. Group Key Management of Wuu’s
Scheme

1. Wuu’s group key management scheme
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Fig.1 Impersonating attack
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V. The Proposed Scheme
1. Proposed group key management scheme
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1.2. Group creation
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