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A Certificate Revocation List Distribution Scheme over the eMBMS for

Vehicular Networks
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Abstract

To verify the trustworthiness of messages,

public key certificates and certificate revocation

list(CRL) has been standardized for vehicular networks. However, timely distribution of large CRLs

to vehicles should be more elaborated with low bandwidth utilization from a practical point of

view. To address this concern, we propose a CRL distribution scheme using

evolution(LTE) point-to-multicast

transmission,

long term

namely the enhanced multimedia broadcast

multicast service(eMBMS). The schem is much more resource efficient than the existing unicast

CRL distribution schemes for vehicular networks and

it allows realizing the regional CRL

distribution schemes efficiently in LTE network. By means of ns-3 simulation, we analyze the

performance,

latency, and execution time of the scheme in terms of varying coverage of the

multimedia broadcast multicast service over single frequency network (MBFSN).
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Cell of MBSFN[11]
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2. MBSFN Region Assignment
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Fig. 3. An Example of MBSFN Region Assignment
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1. Simulation Environment and Method
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Fig. 5. Simulation with varying coverage of MBFSN
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Table 2. ns—3 Simulation Parameter

Value
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Throughput vs Coverage of MBSFN
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Fig. 6. Throughput vs Coverage of MBSFN

3. Latency vs Coverage of MBSFN
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