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Abstract

In this paper, we classified the weaknesses of C/C++ programs listed in CWE based on the

diagnostic information produced at each stage of program compilation. Our classification identifies

which stages should be responsible for analyzing the weaknesses.

We also present algorithmic

frameworks for detecting typical weaknesses belonging to the classes to demonstrate validness of our

scheme. For the weaknesses that cannot be analyzed by using the diagnostic information, we

separated them as a group that are often detectable by the analyses that simulate program execution,

for instance,

symbolic execution and abstract interpretation.

We expect that -classification of

weaknesses, and diagnostic information accordingly, would contribute to systematic development of

static analyzers that minimizes false positives and negatives.

» Keyword :Security, Weakness, Static Analysis, Diagnostic Information, Analysis Method

[. Introduction

AR A28 A A e FHo § 4% A9 )
Aol AgEe] A2 Ametel] HE 277 Sl

]:]E]_

9;\

= agolth, oleld 97 Wslol Wl szl Aua Su
Q14

3

=

M= AlFtel =Y TS F4ske] AEElefof gtk <
o] k=3,
o] = qict.
olo] whe} s o] HFOFHo] EAIEEA FE
a17] gk AAEA] =l tigk A7 GislAl 7
th R EgojollA UE=s Hek FoFHe] A|&A o
ataL lar ef] whel AL ok BeteRH & wigkslal glom e
AABX TP olo| upe} x4 o7 wWalsieiof s}, ule}
Al BeteRHe] figte] g WS V|Este] Frlele WS
At =750 EAE, o) sty YeME W
H HAE g 28 WY tEe] B
gk A 2je] I g3t

A FReIAE olF AAE] AR =T AL

w2 A C/C++ AT 24 dAlelA Helke)
Qlate] o 2jo] FrHH o R FagA| o gk AT
o2 YA CWE[1]olA C/C++ T B ekepd
S RE ngo s Hokeky vt dagh JHE &
I ER wet Agtde|e] 7 dAA FEE 5 s A
Wilol tiske] AFEkGIth S SAMATE[2]00|A] Al&-38k=

g B =T Wl ulA2] Juliet BIAE 2 [3]014 FHALeH=
tato] 2ALEIGITE ek A R EFA ZIE 773
< gs7] Qe ’\}%’75}% A dofol] digte] A8
A e 7(]‘943}5 T3 Al o]
(RDL, Rule Description Language) 619} HPS| Fortify
SCA (Static Code Analyaer)[7]e]4] ]°1 sk e 113 7]
< el giste] AT HAE 7lEsy] AE doje B
FoF s fgk JRE FAEE, o]2jgt dojrt 2t
= AE gk A4S Sto] Btk zlthe] ARl AR

SecurityPrism[4 ] A

* First Author: Kyungsook Han, Corresponding Author:

Changwoo Pyo

*Kyungsook Han(khan@kpu.ac.kr) Dept. of Computer Engineering, Korea Polytechnic University
**Damho Lee(damhol104@gmail.com) Dept. of Computer Engineering, Hongik University
***Changwoo Pyo(pyo@hongik.ac.kr) Dept. of Computer Engineering, Hongik University
* Received: 2017. 03. 09, Revised: 2017. 03. 14, Accepted: 2017. 03. 23.
* This work was supported by the core technology R&D project of the Agency for Defense Development of Korea

(UD160013ED)



82 Journal of The Korea Society of Computer and Information

S
o o oy
ey o
N R
m! o%
of fo oE
-%t: & tjo
oo P
ey
TR
lOll HU _‘>‘
t fo ¥2
£ b
oo
o
Ho
i o
Sh
ro1x
)
°
2&
rir

-

e e N

fo o ogh X
>
o
fil
==
e
-
N
olf
_O|L
B
rEI
=,
o

o N
—

>
>

op
e
10

o

5

—O# r.{g
9
o
2
2
~
=
s
)
[ol
ol
o
ot
ke
ol
ob
N

du o o o o U 2 qfr

Ao <P 2 R o

R

S
9,
L=z oo
o o 1x
o,
e
2,
=
o
>.
N
=
fru
4
a1
o
o Mo
1%
_O‘L
rir
K3)
o
=2
v

ol
ol
2

il

oF ke dlolEle] Fist AP S AFT & ek
oA Bed ARE T Bw, n
Ang sl LY.
FEOR, o7 RAIIY TR
AL AAssiths A% olnlg,
£ ARE o Fohe ovol ‘g
w9 £FNN TT 5 e B 4us
o kol M9 QS ABslel 488 5 Ak @
i B eolele] ghol that #410] Basie o
E

x q

J‘[j r_{m
MEo1x [oh

1
-
n
FN

o

o

=
e
o,

R

M © oo o N o

N
o d

(e}

)

2= 1x ook o Y Mo
o

fu
o

2

rlo

ol

4

Sha

1

o [-ﬂ
-
=
2
o
v

=g

f

O

-0,

_]O

X

N rlo

1k
Ty
E

[I. Related Works

HRoR ek W) gk A= T2 AA TAET
I FRAzte] o] Fojx| 3 Q. mEbA B =EddAE A E Y]
SecurityPrismell Al A ak= 1+ HWA o]k HP9| Fortify
SCAdA A sl A 113 7]s whgel diste] 41813tk
e AH #AETE Wk 9% wAeaE ARREE

Juliet F=of] tdle] HA1819T

2.1 Rule Description Language (RDL)

A Dol AFs= RDLE e ey} 52 wjEl,
A2 PR AR 98 Ang AT 75 7]
£ BNF gel2 Aosisiod[6], o|& T3] AA
g #g3p7] 98 A9 7148 F slek ROLE o

o 2
9 2 oo

0

oo M

4 2
i

]_

[¢]

Mo
£
()
K
fol
i
£
i)

YAE Aeshs tHe 27

S, A4 ETAAE HE B

AHe 574 Boluh FEY o, 9AE FAY 5 Y0 &
:é—_a o

el e 2 ol Alofst el

o He

o] A V|EAH o7 HelFdS &S] =]
2 19 7Fed ARE ZF3] A% AAE & Lo =
7 3

o2 Helth & djdla} 55 oz A 2k
o _ _

gl wARe AN Ag RIS ASHES B,
T EG R HOE WA £ YRS g

Qo)A Ashs T Juo BE Jusk FHske v
7} olst fAbshThL @ 4 Qlouk, B =Rol A ks W
& Askde) WA et Bl Aut gk F4 el o )
£2 BAT &, o] Sl /=0 FHA g
WAL AFHhE HolA Aol glek

[es!
(@]
=
=
SN
N
] >
T
EE

ol
Tg rir
O {
=% 3
2N
rJ

=X Ji tjo H

@ s

n lo oz
mlo HU ok
off ko flo
o B 2
o £ 8 B

g H
Jzoox v >

- o
o222 Tood g b op

N
o X o 2 Q@

o
>
Al
Jol
o
—
BN
2
)
i
[N
=i
rlet
o
o,
=
N
N
4 o =
30,

>
ol
9‘2’
=
30
o
i

—

e =

2,

SO
N

= ]
BN
)
o
frtl
N

X
%

oX rlo

30 T by -
T

RN

e 2
U
BN
‘:o ﬂllﬂl
o

[
|

o
=
Y
o
ftl
o
%

A

o%
%oz

N
=
&
=

i

rir

o
|

o

o 2

T2y

o
s
=2
1o,
:(I}l:l

rE |r
&
rir
)
o,
N
N
%0,
v
t
- ok ok

T
W oL 3O 30

e ok b

jaki} il
,
e,
v
o

N
N
_OrL
o
fo, iy

%

frork

¢
=2
>

N e
G A
e
02‘:,"

[o
4 e

o un yo i
r
X
Iy
L
~
>
2o

it _m ,
e

MU
o
T
N
41 e
2
o
)
=]
ol
ot
o
=

Y

I

ol

ol

k1

S

) =
mV)
o%

Lo

=2
>
e r
[
ot
X,
ol
K=
e,
v
N
>

2.3 Juliet test suite

Juliet H|I2E 22L-[12]L n)= Z7lokw 3+9] CAS (Center
for Assured Software)oll A 7fE= et vl= FHEZV =
TadA A 24719 des Frke] Ae AdIAER &
gl HAE 28-S Al Juliet BIAE 238 CWE 3=
5o 9o, she] CWE a5 WelAk giE =
TR SRt At weba A% E4719] H 2
Ao 7 HE HE ASE WU § 9o, gE HA
A2 A% HAE 7HsskAl @l Juliet HIZE
S 7Y CWEE 7|WHe & JAVASL C/C++ =
th H2E 8t} sk Hekekd d5o] e A4S



Classification of Diagnostic Information and Analysis Methods for Weaknesses in C/C++ Programs 83

o7 # 437) =9 HA
Z

A 99 o Jus LR

lll. Representation of Diagnostic Algorithms

B mEoAe HkoRde] digh ' dayEs 1¥st
AaNA Thdek PAdeer 22 FElE ARGt 43 T
EZ(AST, Abstract Syntax Tree)[81[9]19} A 5 29
(CFG, Control Flow Graph)[ 1091, dolg &8 28 =(DFG,
Data Flow Graph)[8][9]7} &A%ttt 714 6} li‘ﬂ"lﬁi 2
Sl d8% JHE 7]53}31‘4. ok fAabek B4
G o] 59 1ol Aol lrkal M4 skaL %‘ HAE A
a5 om, gk A0l o wAS flste] Fhel HSE ¥
T AEE FGITE 2 wtellA AREShE WA o= ddH
Fejo] ol ofym, HekoRe] AaHhE S xdsy] 91
e AREEAT & 4 9l

il
N

ul

ols
4
[SAch|

N

ot

ru

N
)
B
rr
et

3.1 Syntax Representation

T ¥82 ofF(lexical) oA A 4 A= A
T Ed(syntax tree) %7} 23 ARE H3
«1 wgt}, 29 39 41 “ﬁ_% A& Atxd
I Aofok B, i FRE HAAE T
HE 1y 0}7] <93l v o] Qg 3lt} o] 2 93
, By sl g E el 5 ol 7S,
1] a7l 9 ARE TFY F glofok

eIl A4 s 5 A ok

oL,
Oﬂ > i)
% 5 m1o
&

rlo o_.>i
ﬂl

ot 2

o [ _g nlm
EOI'
Mo lo o <y > 2 o o fo

_>\i
©
N
S

i) ﬁ e S
N ol
t
ol M
o
4 lo

n°1'
L
re 4
ind
_L
mi
flo
ri‘i
N
il
=5
e
ol
rlr
ol
o X

B
=5
o

2

o

ol

ol

2

(o3

o

(o o MR
oy

o,
]

ol

oy

R
Lo L

=

1

por
o

[
o
=

ol
EY
o rIF
U
o
x
S
Iul
ACH
o,
T
i
=]
r‘BE
%
N
N

1o
i

. |m
o
1o,
b
Iy

-
>

oX,
ox
.
i
-
}:,
o
QL
Ev)
2
]
il
2
Ach
[
(i

< o
) i
b

)
% m
QL

o
o
i
re o
r)f
X
S
el
op
&
my,
o,
Sh
b= i
o
N

fuj
jincs
o,
1o o
=)
fitl
=
—
=
ko)
o)
ko
[
Ll
>
op
(<0
2
fuj
o,
_|>~_1,

ot

12 o
o
it
B e
my

r_e(_"

T S

N,
o)
2ot
<
ko]
o
ol
r
o
it
o
U

s

p

My
)
e
FK

AKX 2l name, X}*‘ s
Eglo A AMgsh= X
A s Jdﬂ T AAY
=

value 4% *}30}“5}

P

o b
[4‘9‘_1’
2&
Ir
(@]
=
=

F.O_
EE

s
L
4
o
4
ot

=
N
>
B o
et >
uo Rl
2 ox

NN

olf

“”O 2

ANopol pok oY, o to Hm ok lo mm U off
4 P =

S Qe FASAT w= Au} Bsto] AHgT 4 3
< ¥ 1.3 #y
Table 1. Node Attributes of Abstract Syntax Tree
Name Meaning
nTvpe Information for node classification.
YP€ | Names such as ASSIGN, CALL
type The type of node
Information expressed as a string, such as a
name ) )
function or variable name
child Child node in abstract syntax tree
If the value can be expressed directly, the
value
value
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3.3 Representation for Grouping
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3.4 Other Additional Expressions
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V. Weaknesses and Diagnostic Method

4.1 Diagnosis by Syntax Informations
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4.2 Diagnosis by Flow Informations
AH= XJM ?fE ‘j“# go

Assignment of a Fixed 1’st child (LHS) node

a constant value

Weakness Diagnostic Algorithm Algorithm Representation
1) Check the assign operation on the AST L
CWE-587: 2) Check whether the pointer type is used at the match (n.nType == ASSIGN)

Address to a Pointer 3) Check whether 2'nd child (RHS) node contains

where (n.child(0).type == pointer)
and (n.child(1).kind == CONST)
return n

Missing Default Case
in Switch Statement

CWE-478: 1) Check the switch statement on the AST
2) Check the label of last child node

3) Check whether the label is not “default”

match (n.nType == SWITCH)
where(n.child(last).name != “default”)
return n
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Table 3. Diagnosis using Flow Information

Weakness Diagnostic Algorithm Algorithm Representation
match (n.nType == CALL)
where (n.name == “free”)
match (m.nType == CALL)
1) Check that function call named free where (m.name == “free)
. 2) Check the first parameter of that function match (s.nType == CALL)
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used for variable definition matches
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Table 4. Diagnosis using Type Information
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CWE-197:
Numeric

Truncation Error = For Type Casting

or real type

the range of the operand.

1) Check the assign operation on the AST
2) Check whether the data type of LHS is integer type or

3) Check whether the data type of RHS is integer type or

4) If both are true, check the range of the LHS and RHS.
5) Check whether the range of the LHS is narrower.

1) Check the cast operation on the AST
2) Check whether cast type is integer type or real type
3) Check whether the data type of operand is integer type

4) If both are true, check the range of the cast type and

5) Check whether the range of the cast type is narrower.

match (n.nType == ASSIGN)
or (n.nType == CAST)
where (n.child(0).type in numeric)
and (n.child(1).type in numeric)
and !wide(n.child(0).type,
n.child(1).type)
return n

b
[

N
e Ll

0o ® o

oX it =
)

f
e,
R
i
3!
rir
ot
E
et
=2
>
>
fau
o

_O,L
rr
>
i
ofl
rlo
=
o
3
o
=
o
v
e o
I
izt
o o
o
o,
it
k1
I
o il

o33 FAT of ) widets Y4 ]
WA stebile st £ WA stehiE u ko] ool
sulake Relrk. o F stebile wE S 3
99l A9l A Festel, AAZ EASE @
7t obd Sulg Age] A1g 94 Bee] wdelth

M ol oft
o
\
ot T-
fetl
=

flo rlo r
tjo

Yool BT oML 10 2 ot
QL
e
>
i
o
0,

4.4 Diagnosis using Value Analysis Information
A A4 Heokd o RE Hder] fste] ofd A A
ol A W Ei= o] b £ Qe ghel W
o] 2% A4S JmFth ghol tiF 24>
ojvf Azt AN AF el gk A+
o, S gt ol Ad AN dE
23R 74 Aol dadt dygoz &
olo] sFatiz motepdel ol EW, AAS
(CWE-125)1} ‘%) 3ol A1e] 1] eWE24(C

o)

1o
ol
L

o

— N

Ar oX

1%
g o rr
fo %0 ol W

oxl
T
i
ne
tlo

BN
%9,
rir
o
o
i

r
L
i)
%

P

o 3o
T O

271

22) ¢}

s
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5) If the index is a variable,

1) Checks whether a memory allocation function is

2) If memory allocation size is constant, set the size

check whether the
range of the value is between 0 and max. If the
range is unknown, set the index to infinite.

6) Check if the value is out of range at 4) or 5)

match (n.nType == CALL)
where (n.name in memAlloc)

to max value. Set the value to 0 if the variable it (n.name ::. malloc”)
max = n.child(1),value
can not be evaluated else if (n.name == “calloc”)
CWE-122: 3) Check the variable usage according to data flow o ) .
) ) max = n.child(1).value * n.child(2).value
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and !m.child(x).index in [0..max]
return m
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