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Abstract

Research on the Development of EPUB SCP(Secure Content Protection) Technical Specification and

International Standardization has been carried out as a R&D project granted by the Korea Copyright

Commission since 2014. The research aims to build a standard framework for the EPUB DRM(Digital
Rights Management) based on the Readium LCP(Licensed Content Protection) and KS EPUB DRM

specifications,

to develop element technologies for the framework, and to standardize it as an

IDPF(International Digital Publishing Forum) industrial standard. One of the essential features of the
EPUB DRM developed though this study is to support the lending model of the digital library. This

paper introduces LSD(License Status Document) specification which is a DRM license management

protocol for the digital library lending process, and also represents a model which can automatically

test the implemented entities of the LSD specification, test scenarios and test materials.
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[I. Readium LCP and LSD

1. Overview of Readium LCP and LSD Specification
Readium LCP WA+ IDPF(International Digital
Publishing Forum)[6]e|4 #17d$t EPUB 3.0[1] A& ¥
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2. Summary of License Status Document
LSD WAA e ohdh o] 37HA4 8485 digt AyS
E3hetal 9= JSON EA =2 Hof gl

Table 1. Components of License Status Document

Specification[4]

Content

License status information which
are Status, Timestamps, Links and
Potential Rights and Events

Possible interactions between
Reading System and Content
Service Provider

A way to connect to a Readium
LCP License Document

Iltem

Status Document

Interactions

Relationship to
LCP

2.1. Status Document

Status Documenti= LCP2}o]X 29l HAAE ARE 714
3 Jom thed o] e, ERIARIE ) glo]d s 9] F7}
=

189 e old Aug Egsh 9

R -

Table 2. Sub—components of Status Document'*!

Object Content
License status which is marked as one
Status of ready, active, revoked, returned,
cancelled, and expired
Timestamps Updated time of License and Status
Links Link information to the License or

Interactions server

Potential Rights Potential expiration date of the License

Ordered list of events related to the

Events change in status

AFE|(Status) AEE glolX o] #A) el We} ready(F
H]), active(Z4), revoked(M]E&A),  returned(¥hd),
cancelled(F4), expired(t1 713t 7|7HER) 2 FEE o] 7)<
= &= 9lv} B} 2B E(Timestamps)oll & ##E o] T
= LSD7F A8 AR RI} 71t gho]d 2 YA (Links)
o= LSDe} Ayt LCP Foldxe] #3 AR
interaction /o] E&= Aue] F3 AR} rEdc) A
3H(Potential Rights) gho]Axe] WFE771S AUpA ALE=
A Al BEdA AEIE 7lsHrh o] 94 E(Events)dl
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2.2. Interactions
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Table 3. Interactions of Status Documentm
Interaction Meaning
To provide the server with an
Register information how many clients(devices)
have accessed to the License
Return To return publication early in order to
get access to a new loan
Renew E%erenew load for an extended period
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2.3. Interation Protocol

Register, Return, RenewZ I3+ Anje}e] Jazhe-28 9
& H&sh Mnje] Ar 9 T2 gga AYEojof =
g E 9] FH = Fig. 13} 2o] Status Document®] Links &
Hof @A glow Fulo|dES] QA 2 Awe] §H, 1g
A S wE SEo|AES] W] tigk A=
Table 49} #th
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Table 4. Interaction Protocol
ltem Server Behavior Client Behavior
* Register the
. device Do not attempt to
Register | , Set the status register again
as active
¢ Download an
Return an updated updated License
_ Status Document
Inter Return whose status is Document
action « » ¢ Do not allow the
returned” or i th
“canceled” user to open the
publication
Return an updated
Download an
Renew Status Document updated License
whose status is Document
“active”
« Update
timestamps
Common ¢ Add new event
in the events
object
"links": [
{"rel": "register",
"href": "http://example.org/license/1234/register{ ?id,name}",
{rel™ "return",
"href": "http://example.org/license/1234/return{?id,name}",
Trel": "renew",
"href": "http://example.org/license/1234/renew(?end,id,name)",
]
}
Fig. 1. Connection Server Information for Each Interaction*!
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Table 5. Return HTTP Code from LSD Serverm

Return .

Meaning

Code

200 Requested interaction was successful

400 Server does not work properly for the requested
interaction
Requested interaction was not successful

4083 because of expected error. e.g., requested
parameter is not proper

Bxx Requested interaction was not successful due to
the unexpected error

3. Example Flow of LSD
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Fig. 2. Conceptual Flow of Readium LSD
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{
"id": "234-5435-3453-345354",
"status": "returned",
"message": "Your license currently has been returned.",

"updated": {
"license": "2016-12-05T00:00:00Z",
) "status": "2016-12-08T00:00:00Z2"

"links": [
{"rel": "license",
"href": "http://example.org/license/35d9b2d6"},
{"rel": "register",
"href": "http://example.org/li-12/register{?id,name}",
"templated": true},
{"rel": "retun",
"href": "http://example.org/li-12/return{?id,name}",
"templated": true},
{"rel": "renew",
"href": "http://example.org/li-12/renew",
"type": "text/html"},
{"rel": "renew",
"href": "http://example.org/li-12/renew{?end,id,name}",
"templated": true}

"hotential_rights": {
"end": "2014-09-13T00:00:00Z2"

: "activate", "name": "eBook App (Android)",
"timestamp": "2016-07-14T00:00:00Z", "id":
'709e1380-3528-11e5-a2ch—0800200c9a66"}

}
Fig. 3. A Sample of the LSD™

4, General Compliance Test Scenarios
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4.3. Protocol Test
PAAME 7]k 2 Azt ZEo]AES} AWt X
[e)

3]
FN

2ZES EFPNAEe &
S A9 FisEo] BEe| RPHEA AN AFFOEA
S WAT 5 A Avlsh FeelEste] HlEE BAIE A}
Aol HAT 4 ek,

AWZZe A5 dlolE AF M5 oo 9F W
Az AelR EF T2ESS AFA JAHE A0S 4
Fa womd AP F7E FABTh wH FeolAEAS
o Aol 715 AFT HAF WHOR AL AW H2E
AB7t A HEANE ol gatel i Feel A=A 4y
49§42 S olg Selsks ol Agu

[ll. The Proposed Model of the Automatic
Compliance Test System for LSD Protocol
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Fig. 4. Conceptual Architecture of Compliance Test System
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1. LSD Server Test

LSD A®= LSD ZREZ #5719 74} LSD Zeho]dE
of &) H~E Hh olW 7MY LSD FetoldEL: HAE )
Abo] ¥ LSDAH Y] X ARZ etojof shr}. dubaol xTw
EF AU A3 WS A% i AHAERE H2E Sl
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7HA 3 90 EPUB LCP AAH AZARE Fa] 730 o+
oA EF st 9t}
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Table 494 A o]¥ Register, Return, Renew Z}zto] tijaf A
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1.1. Test Materials for LSD Server Test
LSD AuE H2EF7| 93 A5AaE HAE g4 LSD
AH SollA AAE Alve e tj 2 EPUB DRM A4 %Wﬁ
AZtEo] LSD Z2EF AZS7|2 AlFHh LSD A H
g HeARE A M FFRE RS, EE}O]‘HEJ
Interaction 8% Z2EFS A4Ho 2 x%a]a 1 g A
DR Al ¥gctel ke sl
AAFsl7] $18F Normal Interaction
E9] Qo5 AHds diAHE }
Expected Error &% 18]l
BARE AFtes Hof %t
Control &0 2 FRFL}
Table 62 LSDMHY #H5S
s At

Normal Status Needed

A% 97l AEAESE ALY

Table 6. How To Make Test Materials for LSD Server Test

Type How to make
1. An EPUB with a license whose status document
links to the Testee Server for a successful register
interaction

Normal 2. An EPUB with a license whose status document

Interaction links to the Testee Server for a successful return
interaction
3. An EPUB with a license whose status document
links to the Testee Server for a successful renew
interaction
4. An EPUB with a license whose status document
links to the Testee Server for a return interaction

Expected | Which is supposed to be rejected

Error 5. An EPUB with a license whose status document
links to the Testee Server for a renew interaction
which is supposed to be rejected

6. An EPUB with a license whose status document
links to the Testee Server for a revoked status

Normal 7. An EPUB with a license whose status document
Status links to the Testee Server for a returned status
Needed | 8. An EPUB with a license whose status document
Control links to the Testee Server for a cancelled status

9. An EPUB with a license whose status document
links to the Testee Server for an expired status

AR (Normal Interaction)S 93+ HAE=A8E &9
AR e 5=, g N 7)eS AAAH R AHYshe
AMARZE 3 HA5E ARS onsla, AHE oF

(Expected Error)oll A+ whdat 74xlo] ARE RS Ashe
MAUARE 23 A58 WA ARPHE VEsta Je
w, ZREZ o|Fd MM AL Aojrt I
Status Needed Control) 7]'5E°l W3t HSA R
& g e BRE 2l ‘th A58 A

A,

1.2. Test Scenario And Expected Results for LSD
Server Test

A= | 2E thato] = LSD M) FH] Ak
stal H2AE #AEA8E 7MY LSD E'—a].o]ohzoﬂ ol
of BaES AP Al g TR
7 Mule o g Aol H-3ah=A] 0:1‘“ s3f A
o} A9 o Ak 55, i, 72%* S7gel uhe} A7t

2~

3w o

AR OF 4Rl HH3 thgaheA o E et v
SR A} ol9)e] FAolt PG AL AT 3
o %o Ta LSDAW WA Asle 49 BE
ZES HAE HFolol o B AFH AFALE 7}
A3 b gefelddEe] o8 AF o Aauch

Table 7. Test Scenarios and Expected Results for LSD
Server Test

Expected Server’s

Type # Test Scenarios :
Reactions
1 Registering the device
Normal 2 Issuing the returned LSD
Interaction and expired License

3 Issuing the active LSD

Click the test and extended License
button for —
4 | Automated Rejecting the return
Expected sending request
Error 5 | messages to the Rejecting the return
server renew
Normal !
Issuing the revoked,
Status 67, returned, cancelled and
Needed 8.9 expired LSD
Control

2. LSD Client Test

LSD E¢}o]dEE LSD TR ES HZ7]¢] 74 LSD AH
o ol&f H2~E ¥t} oju] HAE tito] = LSD ol
Ex o] 7]5& X8t e HAHE Fojrt Hn] LSDEZEE
Z A3 AT ASARE 4T o) Fo odEE
LSD olflEet o] Azglol wje} FEto|AETL 443 whg
SteA] o f-E EQlshs HHOoR o]Fofint ofuf HFAR
= 73 LSD AW 9] XA RS 9al 9 EPUB LCP AAHH
ojojo} g}, o]o] th3 AR = LSD TEET HZ7] AujoA
AF3 = EPUB LCP A4 Feje] ASARE &3 A%
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2.1. Test Materials for the LSD Client Test

LSD AH& H~Es] $18 H5A%= EPUB DRM %7
A e 2 A HEEE 3= 7 LSDAY Sl A]
A4 Adeledz Agse] BAE el He LD 22
oJAER Azt 7 LSD AH % DRM AH& HZE o
SR EA TAAT|E HAES LSD o|HlEd uwet
AgA 0w v Y Qust wasolokely] Wi, U@
AZARE B0 LSD Feo|dES B3 5 v welA
AFABE HAE o] B LSD FetoldEs} WHH o
mheh 2132 A slofof gk,

LSD ZeolE H5S A8 AFAR TR 44wy
Table 69] LSD A¥4 25429} §ASA R 254 145
olof Bh= Alule] F27} 7PEAEE Slolglolof Jtke ol
),

2.2. Test Scenario And Expected Results for the
LSD Client Test

AAAE HZE fiito] HE= L
A4 folg EHlela HAES Hff& AEAE
2 AZANERY AL 0L oF A
OF BT A2l 0ol e dasg A

£ Table 894 7]&8 ZejolddEe] ow% @ﬂroﬂ

53s #Z] ARE B3 wuE. S ME 2]
© STl AET}L A7) 2 B uhgste] Ao m
SteA] of - B o AEE QF Sl A digete
-5 on|git}, v o e A3 o]9]e FAfo|u FA g v
AAE Aol Heatd sl gl digk LSD Skl E 7
AAE AsjE g BE HAES HAE AdEolil
et Ak AleE AR} 7 A el A wAAE 7}
A|aL ApA el o el Zl sy,

}v] &

Table 8. Test Scenarios and Expected Results for LSD
Client Test

. Expected Client’s
Type # | Test Scenarios

Reactions
1 Open the test Successfully open the
EPUB EPUB

> Return the test | Not allow opening the
EPUB EPUB

Normal
Interaction

3 Renew the Successfully open the
test EPUB U
Display the error message
4 ngén the test and successfully open the
Expected EPUB
Error Display the error message
5 Sez?eévpbhg and not allowing opening
the EPUB
Normal
Status 6,7,| Open the test Not allow opening the
Needed 8,9 | EPUB EPUB
Control

IV. The Implemented System and Test
Readium LSD Z2EZF| g 2lsshd A7) A28
A FAoNA MEHZE B8l AT 5 A=F T 7

wol] ARgE AT ESo] 872 Table 99 2t}

Table 9. S/W Environment for the Implemented System

Part Technology/Environment

Web Page Apache tomcat, JSON, jQuery, ZipArchieve,

(Front—-end) HTML, CSS, Javascript

Virtual LSD | 50N XML, ZipArchieve, Python, RDBMS,
Client/Server Solite3

(Back—end) a

Test Materials | OpenSSL, JSON, LibXML, ZipArchieve

1. LSD Server Test using Virtual LSD Client
LSD Aol tigt A5e ASAEES LSD =
g = 7 LSD E8|dE AfolEd] i st
ES AdEstd 3 Ho] 502 o] FofzIth Fi
EPUB LCP #1215 f&she shd 5t A A5t
HojErh

E mlo

pN

E
A )

}.
& Fa v 23 Fds

Compliance Test
for Readium LCP v1.0

LSD Server Test

+ This pa

Select Test Type

@Al @Registration @ Returning @ Renewing [ Status issuing

Test Type Epub File
SelectFile
SelectFile
Select File
SelectFile
Select File
SelectFile
Select File
Select File
SelectFile
Select File
SelectFile
SelectFile
Select File

Status Issuing

ation will be used when printing the result report

R
EMail aroh@drminside.com|
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LSD Content
Compliance Test
Hast Address Test Result
hetpifflcp.crminside.com/
W succ B ——
TestDate
8 92
2016-12.23711:50:37+08:00
« Requester Information
Requester Name Company. E-bail
20 EEEERLE scoh@drminiside.com
= Resuit
Test Number Scenario Result Reason

Document Behaviors

m LEP Sarver

2321

23210 Ul Registratio Succass

23212 Rejecting Registration Suecess

- Alresdy Returned

ing Renewing - Incorract renewal period

23243 Cancelled status Succass
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Fig. 5. LSD Server Test Screen

2. LSD Client Test using Virtual LSD Server
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Compliance Test
for Readium LCP ¥1.0

Test Material

5 materials for the compiiance Test Scenarios are used function confarmarce t2sting of the Readium LCP Reader Entity
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Description
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flar Readium LEP !

LSD Client Test
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23.1.53. Cancelled status
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2.3.1. Redium LCP Reading System

Fig.6. LSD Client Test Screen

V. Conclusions
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Readium LCP A+ Fel= ‘% REEYLSD Z2EZ o
o 33 AF AlUEl 9 AT dolE Z]Elte] 1=
th[7] o}&el o] FAE ﬁﬂ EPUB SCP7|¢] =1l KS A
A3 DRM EFo 7 S525¢lom Readium Foundation®
LCP¢} LSD9] F=3}o 722 2 AeE v 931, 20160 AR
Readium LCP9| o]/ 73] EDRLab#e] YL &3l
Readium LSDell ojgh 35 Avtegle 9 /s 35o= X3
3kaL gtk

Az At 2 % Aol whHrE]=H IDPFe]
Readium Z2AEZ 8] A AA AA=
e HA &5 FAAH DRM A9 EES
W AxE HE 7| gk oA
o} [7][10]
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