Journal of The Korea Society of Computer and Information
Vol. 22 No. 5, pp. 11-19, May 2017

www ksci.re.kr
https://doi.org/10.9708/jksci.2017.22.05.011

A Hypervisor for ARM based Embedded Systems

Sunghoon Son*

Abstract

In this paper, we propose a hypervisor for embedded systems based on ARM microprocessor. The

proposed hypervisor makes it possible to run several real-time Kkernels concurrently on a single

embedded system by virtualizing its microprocessor. With assistance of MMU, it supports virtual

memory which enables each guest operating system has its own address space. Exploiting the fact

that most embedded systems use memory-mapped I/O device, it provides a mechanism to distribute

an external interrupt to virtual machines properly. It also achieves load balancing through live

migration which moves a running virtual

machine to other embedded system. Unlike other

para-virtualization techniques, minor modifications are needed to run it on the hypervisor. Extensive

performance measurement studies are conducted to show that the proposed hypervisor has enough

potentiality of its real-world application.

» Keyword: Hypervisor, embedded system, virtual machine

[. Introduction

bgshe AFY Aol olsl §E, B e Ao
Fol 7lge Agete] F4ae sbdel A HPL ATS
4e dBet M 1% 485 shtel B4 2
S 5 o) o)) SAAAE FAle AeiA o

g 7 =

[e)

%

“

& olEdol sk Ao 7hs sl
TEAM Y 2
/\]7}x4 [e) 7

T —

e L 1o om
=)
344 od

o |
o

Hlele 7le, x86719 TR /‘ﬂ/ﬂ A8 %7301]*1 RM

- =

Wt

=
ol
ol
)
L
é
| o
ik
1o
m\l
0
OH
)
_‘>i
e
o

£ R 56 S sl o e 29

B s Azl AR shusle] s Aol AlolA 7]elg.
SN g E AAE g TRANG A 25%
F o aalaL, SoCE Bal FW AAE Aojsemy us) FAL
% zhaev, DSPel Tgtow WEWTo} A7 2L A o
W yRe 9 5ol Homs s AxsldNel FgEt

R EERCE

QTS A28 T et )

o ZRAN B4E TEsH AU Sol UEA A HUATIE AN AHIsshs g, Bl uits sheale] 3

8t 7jzolgtar & 4 nk of9f e TPEEl 719 o] 82
g

[e]
e 2858 o @ & slon] A

g A

Eo

2 o
w2
JL_(

ol

s

o

(N
=
£ £
go)
(@)
offt
I ok
oo
ol
En
v
>
>.,
i)
o
=4
o

ox
By
N
2

-+ 0oy
fre ol
o,
1 ok
o 32 i

ox M
>
I =TS

=

I Kok} obgAde] FHAAMLE B o]d

e ooxe
rlI,
=
jake
=
a
[
ol
=
o, T
ot
o
=
2
o
R
0%

o b

A g el R i £RAAEES BAG A0

RN
A OEE oS R Ak (1], AE Hol, 2vhEEd o
2 G AA} Pl Hek s
o

2ol 9
1 gabAel g T2 AT W
‘l_ =]

b A s AHEE  AES AL, QhERolse} 7] E
A 4TE AAN LAAE BA AAAA F)E Azr—:gn
5 ol2 47 AN8eE A9 Fol AdA Aol (11614

o % e upe} o] T 7}x] AbEl 25 BYOD (Brmg Your
Hl Own Device) 71'd<] 3 2

* First Author: Sunghoon Son, Corresponding Author:

Sunghoon Son

*Sunghoon Son (shson@smu.ac.kr), Dept. of Computer Science, Sangmyung University
* Received: 2017. 03. 29, Revised: 2017. 04. 07, Accepted: 2017. 04. 18.



12 Journal of The Korea Society of Computer and Information

S el A9l HFY B ARE ARG 849 =
2% P2 FeaA sol 3719 hedlole] sase w1
& Agee wah ol

B A $AANE ek QU= Azge] A
G 54 oM te A2E B0 7] o) A9l
o #8527} e Holth, oleld SRolA] A 1S Fal
3 A} oME Tsl o)sAL gA] Q& A
SN BASRE EEAY A fF S B 89
AR S FuF 5 Q] W Ade] BEES %Y
%7} ik, w3k o] Sgel A Ul Al zwe] $3), B,
o a0l 29 571 o, ol ArE A5 F ¢ A

oﬁ
o
=2
o &
ol

28 o] olg] 7je] oMt = A AES 983l
o7k

2Lt 7114 HE AR 9% 7HEE 7S it =
Alz=gle] a2 A&she A2 EAZE Atk 71E9] 7Pt &
FAES QW AR AL VIEH o R Hold A 12 oMY
e AwstAt, duit = Alxge] tiiE SoCE AHE-EH]
w1 AR ] Ao WAje] Mg AlARH vEvs A
Al AdS 7R Y= Al AESE Ee vl aEsEelu A
Hlo] T3 Apdg 7P shal /PEE Rt A, M8 M A
2] ~AE e ey Al BaE A AT
itk & o5 adsle o 7€ W8 AaEE 7HdE 71
& Gt = Alzsgle] iR Ageks AL oy

el M = Al Ao THEkE Aldehs dtel
suo] A& Alteitt. Agke stolntel A= -4 @l who

AZZRAMAM o] Zfe] AARE FIAA L] TS A
E} o] flsl st=slojek EFAA Abolel] stolutol A AlS
& aL, of sfeluutel A7E 22 AES v =]l A
AEZ AFAe 24 A2E FAAA ) FFeto M st
=e 49 A3E Aol v 2GAAE s A
T oAz Z R AN
Baiol M ARE A 7t
s E*Po}ﬂ% °olE B3l TGAA 1
WS E%}%}E% shoith w3k wlol o] dE S vE
Hﬂ*u U gHi = AlARoR T wale <
& bl gems 5ol 7Fe s o}‘iit‘r 5
71 el Vi evhs g ARE 94 AL
4 §lo] Aol 7hesls shgith. AARE £FAAT 2t
& st QlE ‘ES’Jr ARl Tl sfolsuto] A 7k
o= AT TEE 2ol 7 Pl satehA
AA L] $4o] =2 30} | skal
W e A v i
A skl eltl= A5E &
W A Ayl ey
slo] A S T sk A 71e]l o9] A, 7H Al wel, &
A, W] #e, vpolaold Sol teld Medith 43
A= stolsutolA o] des 7HEBHA B Al

549] o)

}

;]_ 1z4

e %n

SN T
o2 B Jm M pok

+

ok

i) o
Ho

w4 vt o R 5ellA AR mEehal o] = 3
AEH T ks mAgc)

[I. Related Works

ZAE 7PEst 7P A WEs (paravirtualization),
ZA7P33K(full virtualization) 2 Wa = itk w7 dsiet 71
st AT SloA FFshE ARE $FAAE sto|Hute] A of
gl AR SAse] B S ek E o2 A
sk Q) 7P s Al CPUS RS st=solE &
TEYojH oz oEolAsALY, Intel? Intel-VT 53 2

dlojy oz At 58 V)5S Al 7dstd

AREE I lE VMware
AelA F2she SFAAE
sto]#uto] Aolt}t. VMwaret
MS-Windows$} Linux £ Uﬂoﬂ/ﬂ Sg ZgaNorn F
Agtt, ALE $RAA] $2 &8 2 dACA F
et e, 54 Ao WEHAES 5] A shelHute]

Workstation® x867]4 «]
4 flo] FRAA 4 9l

|
A7} tute] 2~ =dtolW® FAEHA ®th. VMwared] 34
A ARE C’ﬂ—“— shte] = GAA Sl T F@AA A
Al SREZRIAPS FIATIAY, LGAA oA o

W7 sl7] Y3t & wo] AlgE )

T O O}O]ﬂ‘ﬂ}o]ﬂii WpsE ARgate Xenol
o} Xend F &E& st ET AR AFHAA o 79
AHE Sl A2 A 2Bl HA Ae#E Foli
H-8-& A3t skl Q)

BochsE x867]4k :rLZOH A A ARE 3AAE &
GAA ] F4 glol F2AI7IE WAl ol EdelElo|t}h Bochs
= HlaA gegh o gdo] S a7 wiitel Al #Ee] &
SRS YWAete §E2 Wol AREEA T Adso] tE
7133t Tles AREEE stolHutol A HIE| w] ufite] AA]
A2E o749 AL Hatalx] o).

dHte A2ES 7Pdststd shuke] QlH
o] AATE FGAAE Al APsh= Flo

]‘qt A28 7H3ssh thdek ol A



A Hypervisor for ARM based Embedded Systems 13

AL A 5 g)\r/}

oX
u
2
2
O

g}

c
N
T -
o

fr

X

T
4,
N
rix

i
=
[t

o

3890 £ glo] ASE F ek 4 W
Mg 228 4 ook GPLe] A48 Linuxe] Sefoln] =

5 AR sEs GPLE mepok shxgh, 7HE mAl AdoilA
LinuxE 3stal =2bo]w S AHg-ebd GPLS whEx] il 2}
old2E HeE 4 vk dHti= AlzHlelA T Ve
ARESH 7] A o' v EElAR) A 2RE shvE B
T 7] wiel Fuj el FAZE hAget diEe] AAIRE |lul
te A|2EE 9 oiEE Ythe|thr} o[flET} e 7
9 1 ARE st AAE Sk 2otk AAZE )
e A28 7133t & A9, 9 oWEE Y|t Y]
AIZE Ft T2 A A 7] wiEel] Alxsle] &8
A3l ARg-o] 7hs3ltt

a7k =glo] s ] Aleke] AuitiE ARl 7Hdst
&  7lEERe Fo]  Apdely,  ARM  virtualization

extensions[3], Intel*}e] VT[4]1} AMDALS] AMD-v 53
Zo] o] giFE vlo| AR ZZ AT} AlFsE st=dlo] 7t
23} 87 (hardware virtualization extension) 7)%5% 283}
A Y= A 2"l M= s At §lo] 71dErt 7hs ettt
HZoe det= A 2gls B3 ¢ 7]’*0@} A=l of
& A77F e X f’ﬂﬂi At [5, 6]. Eupd A 59
71t dgk 71& sl T 35101 At 53 o
AT = =urd ;8'7(]’] npo] R IR AN, W], §lE
A2 = 71— 3}1: 01]01 jru\-l 2~ W=z 7}/\13—} H al,
7y 7pdsl 719 /98 g Jr7t At Zﬂ*]ﬂ‘iiﬂr
[7]elA &= ‘1&7}’2}5} 71l 7S F IHtE AAES
Ag e 7Y Al BUEE Atk 9l | Al2Ele
ZRAA 7PEEl JEHE JWdsl st e 1 58§
3 72t AZE SQAANA 7H3skE stedo]E AT et
B A s dulitE A&F9] 7HdEE 9l A= 3§t

]/\a

ojsutol A AT, Ak sfolHulo| A= plojARZ R
A MMU 71%5& &8, 71 vixel gl 718 mile] &
254 o2 ARE SGAA 7o =HAS RASIEE
stk T vhol1elold /)5S ATH] bYW FA
o15-g Psskl Sk Ea AN LA EHL e
3ol SIEHES} A7te] ojs) stolsiutol 47k AH o AT
e £28 Fhol W S B 4 S
A ST Aka sol

o] BLQ
of 7WHS F 1

EH/J'Q

IntelA}e] PXA255 A& 343 /g BES
ato] & E AT lo]Hulke] A= uClinux, uC/0S-1I

off
o,

AR FRAAE AZE FFAAR A dgt,

[Il. Design and Implementation of
Hypervisor

1. System overview
B E=TolA AlgkslE
A Fx=

QAEIE A2EE 919 ao]sfulol

Fig. 19} 2t}
Guest OS

Event
manager

Guest OS Guest OS Guest OS

Hypervisor

VM

os
monitor

scheduler

‘ Interrupt manager

Timer
Interrupt

divider handler

Interrupt

VM
manager

Memory
manager

Fig. 1. System Architecture
SRl wi nhsh ol sheglo] ukz Slel dholsiutol A

7b $xsta, o] sholHuto] A7t HMEE], Memory-Mapped
I/O A2 T 2 AA Y AYES #HEE o) MY o

Soll Al wugit), sfolHule| A= 7Y HAES HEEM|
H?& 7V mA SR B2V iR E #Eeb] ¢
HE2g FEA}, 7 ARE FYAANA Ade JAEHES A
=@a7] e AHYHE o] T}, 7] 74 wals 2AE
‘} | 3t 71 WAl 27452, Memory-Mapped 1/0 &=
7182 98k olWlE TaEja}, 7 elolnlz pAHT)
‘ﬂ gl A o] HAAIZE FAAAE] AL Ao
glo] &2shAl fr.

m{

l

]_

M O it o
L

o,
e O>“ ol-ﬂ

1.12

2. Virtual machine management

b RalE
93] 7+ 7P ARk J_T'_s]- AH =
£ 913l Virtual CPU Info2h= A&
B AR #A2EH AR W2y JR, o

B S destES itk 7 vl %311}011/\1% 7 A
] Virtual CPU Info& ©]&3l A7, #A1A, Al A=A, AN 5

7V mAl Alojel ] VeEse FHE M "k

=

=
=
=

2.1 Managing virtual machines

ARME sto]Hutol A= 71 wAls} sto]Hutol A b Ale]
oE & S8l 7H MAE A T e AR vro] el
ok 7V st=dlol S Al = 7 CPUSH 7Hd CPU



14  Journal of The Korea Society of Computer and Information

7} ;45}7] A3 A~E 9AA Infodt

/[ Memory region T [ Guest OS ]

[ Virtual machine state } [ Exceptions ]

[ Guest OS information J [ Interrupt vector table ]

[ Virtual machine stack [ Guest OS stack ]

Virtual CPU Info Guest OS Info

Fig. 2. Virtual CPU info and guest OS info

solsfutel 4ol 27158 el g CPUelH, 271%
% A 7M§ CPU 458 313kl 7b3 CPUS| 238 olWE
U 08 whel ol £ Fol QA s wek agw
Aeo] AW 24 oMESS AL Fol A2E £
Al Info 24A1¢] CPU & EF3HA =
E g4AAle CPU 29& 879
33} 2k,

Get virtual CPU mode

Change virtual machine
state / call command
handler

Fig. 3. Virtual machine state

7 Aol B s g HAS AAE) A
S 2= glojof g}, B wFo| A 733l sho|wnfo] A
5 3 }&x}ifa 7PE el ¢ e

}E}% 24E OJél P?i il 1 M2 7}“ CPUS A4
A7 =E 0S A=Y ol
A CPU"VJE —’?—"4“’} st = A Hr
3 PUE ASAIRZTE] A& AXE
5 4 AA Information 2JAE
I Fo]A] Ho]ES xatete] e FA TS AT} A
2E $4 A7) Information 242 A& XA =, 243k

el wet ALE LGAANTE A Ak

ox Mo mz
o2 2

-

9|

2AEY &

2.2 Addressing of virtual machine
B =RoA TaE slo]wulo) A= RE A WAl A 7}

> H

4 & g, 2
A o] Ao ool el Aeael A

Aprduke) Mz e FEEoEA A TS € 5 3

Memory-mapped
/0 ewcpe Unused
0xa1200000
Hypervisor
Stack 0xa1100000
Guest OS Hypervisor
000300000 Heap 0xal000000
Guest OS
0x00200000 0x00200000
Page Pool
Guest OS
0x00100000 0xa0100000
ELF Hypervisor ELF Hypervisor
0x00000000 0xa0000000

Flash Memory (32MB) SDRAM (128MB)

(a) Memory map seen by virtual machine
monitor

Memory-mapped
/0 e\/icpep

Guest OS
Unused

ELF Hypervisor

0x00000000 0xa0000000

Flash Memory (32MB) SDRAM (128MB)

(b) Physical memory map seen by guest os
Fig. 4. Memory map of virtual machine monitor

o;

X
>
m

AA7E stolHnto| Ao ofsf SdFEA] of
A o oofE B A QS
= dEe] ¥ 54 A3 A ueA
AA7E obd A G2 vEe JHold R
|322] S Aoty sk stolsuto] Aol A o]
of Aejal = 5= ek 7 wAle] 7 CPUClA 7}
o] ARgE mRe] g3t tig Hw EF FAFT 2
e MMUE &3 71 w5

C ol dA 7P wAlel A EdE
g mre] 4

19

2
N
= 4
ot

|
|
i Mo

o
o
o

ol
)
o
=

> ol o
o
i)
[z
-2,

O;

h)
|
o I

1

flo Mo

ol
Qo
D)

o)

154

EI\I

N
N — iy
- 0 N
o_|>:, ox r—4 ?l; &’
-
S
Fol' mlm

A
o

&3, #o]A] Hlo]

= ﬂ% 7%& Uhol A74E o

R

tlo ok
ol
ofr
ol
o
&
]
=
o
_>i

3!
o
o of

S0 E ood oM E M ox
41w R
[
:
S A
=
f :
ko)
of
I
=
o
?1_,
oll
S ol
2
s
o
A



A Hypervisor for ARM based Embedded Systems 15

2.3 Address space of virtual machine I Fe dss A dY. E Oshe EEZ

AZE SGAA ] 52 A7ko] dojdo| ujg} o3 W GUEST_OS_MODEZ} l+=d], o] REdME 7Pd wile] A
gl F3re] A7] HEg Frkelr] Wil FAHOE M mAle]  AE SAAAE FEA "ok

e Fa e B 5 e dWAYF Ao 7P CPU7} GUEST_OS_MODEZ §#3h= % <lEHET}

WASHA =W sto]Fupol A elA] TG IHHE WH=E 1Y)

Unmapped Area 3tA #tk o] wf sto]ue] A7} CPUS A|ojH-E& ZHAl =,

Aol BheE ALE S B A2E LR
Information 711 48] 31 21& FalaA et sl
ol Ao}t del2s s ofe AHEE e

Guest OS

0xa0000000

Unmapped Area

UA Hi JHHE FHol tet des 4L FA $ o
Memeosmaepel (0 A AZE 2GAAC JHHES ddsiA dch
sto]Hufol Aol A JABHES] ALH A& =X Aoj7}
Unmapped Area 7P wAlo w2 dold wf, ALE FAAA AT TG <1H
FF Hypervisar / [ ] Mapped area HEV} stolsjrlo] A 25E HeH Fojgh= S A X3
o 0x00000000 [ | Unmapped area 5 dof st} sfo|Huto| A= AXRE SGAA A ALRE=
Fig. 5. Initial page table for virtual machine AHHE M Holso] 91AE A=E &FAA Information
S B3 & 7] Wi, AHYE L PR AEE AA
Fig. 5ol & = 9150l A=E £GHA Infool ? 39 5 gz A2E 99304 Context® B1A7|a, AAE ol
o]A] gol&e ALE FGAA L] o|n|A] 9] ThE F4 T3t HYE W dEaz 27474 ®k
2 oA FAdo] HA &2 A& R = Q) AXE %ngﬂ 7b¢ W 2le] HYPERVISOR MODESA] E2F 2 ol & EJ}
AZEobA dlolA] Hols IERZE el HA & MBS wigal 2w g 54 AlsE SaAle] tial vho] Lelo] A
@olol Aaeeal s dolx EE dep7k AT Hedl o cpy Algoe] 2 oglam S8 Al Al
stolFuo] A= o] A& o83 FHLoR sl W EE HYPERVISOR_MODEZ =& sl= Al7lo] Ho]uiA ). o]
FAFTNS 3 Ho|X] ZE o7} HAsHA HH, 9 N7F Eok QEPES A AW A|2Ee] wrSAo] & A3
HE M|z FRoz £7]7F Hof Alo7} OPOHH}OWE A Lyxoz Hasie) dade AAs 5 QA oo
of7b olgshAl ft. Aot MEe Fark FEFA M » ogyez  asEid. ge s o

L

dhat, srastetdl sofA FEAE ARG AR elA Hel yppryISOR MODESIA S4attiete AAEA SEHdES
= AEE AAs A go=M 7 CPUAl &34 ME2 5a) &) 2= glojo} FhT}. o] A< so|mulo] 4 1A CPUZ
Fh B G Fk dofA] HolE dEF AAo] gyt #gsl= 28729 HYPERVISOR MODEZ £z Zo]dl
T ANE A AXE FAAAE AAFOEN ALE T cpue) wule waath baa s m2le] CPU BUe B
AA= skl Jd Ads AES 5 AA Aok T8 A7) WA Ade] ®Asd s CPUS Rrt

HYPERVISOR_MODE®1A] GUEST_OS_MODESQIA & &4l &
3. Interrupt management o] AAE B o sowm E EAS olojuz 4 9

TAAE AF AAZFE JHYES & 5 glojopt  th
gt} 7t EA0lA sAee ASE SIAAE

=EAQ @l AHHE GAE FrstaL s7] Wiiel E® 4 Hardware synchronization

EZ 7PIEAA A3 2allsl € o e HAYSel d8st 7MAbe Ao A= s i) Z}"J o o] AXE £
o & ol A AR selsutol A= o] AMITIE Al oot algsl) wRe] 2ol RS tlald B8k A9
5] Memory-Mapped VOZAE AR Mol AYeE gjop gy, o)z i) stolsjulol A olel@ 3ol s 2t

o] SIEIE 13T Sk
MMUS] )4 55 715% ]3] Al 913 4R7H
=

AAL HHAE wAE s AXE FIAATL
B2 =g ool 08 S T OE ALE 2944
ool HRe] $4E S5 AN A4S T ASE X9 o) g9 a9 g uigk Aol ALe-S AskEle] AL 3
AANA G 5 FA o FEE Al 2 o ArE LA U BelAe] Ae AE wAgsT
& WA O ZA FolFute] A7t o]& FAES SIGith Fig. 62 st=9)0] %7]3ko] t]gh so]muto] A <)o) ha]F

P& wAde] EAshe RExz A T 7PAZE )l SOl 22wz @ AelA AXE $9A4 10] Device 19
sl A=A 9] kg She R HYPERVISORMODE? 3t yay w9918 23 Alse 29414l 27} Device 201 thelA
ol Al TEUE A RGAA vkl 1Al w9 A7) Bw, AsE £AAA 10] Device 29] Al0]

mﬂo

ol



16  Journal of The Korea Society of Computer and Information

Z]2-E|(Control Register)dll tist o] AR, AXE
FAA 2014 Device 1] Ao] @l 2Eol o He A
A Fr

= Ho

Device 2 Control
Register

|| Device 2 Control
Register

Device 1 Control
Register

Device 1 Control
Register

(Physical Memory) (Virtual Memory) (Virtual Memory)
" Hypervisor Guest OS 1 Guest OS 2
{ ‘ Device 1 ‘ ‘ Device 2 ‘ H/W]

Fig. 6. Hardware synchronization

olAH o] AXE LYAATE 54 FHAA A df AL

& A 2 H9 ST FHEA 9 Ao] PR 2H ] HKE]
T gk J2 AE AY AZE SGAAANANE Fofgt
o & AZE SGAAZF Ao HH sl AT ARy
of =4 dgS frAeA €t
5. Memory management

stol#uto] A= MMU 7]%55 ©]&3te] vmelE we|git.
A £ MR IS Y Fo 4A §xd we} o
2] J9Region)oZ FFFIL 7} FGE Ho|A] HolES ¢
&3t o9 7|2 o] e

Fig. 7& & virge} #o|x Helg, 18 7 7
CPU9| 7P wixg ke #AE Ao 4 & v=g
= 944 999 FolAER vt o] Ho]xEe] Ho]
< o)FaL, 49| 7t Ho|x|7} HolA| Holg lE e ul-g-gt
t}, o714 Ho|#] ol & dEZE 7} AXE SFA A 7H¢
m el o3t 2t AXE QOMMH 7V HEEE Al
E GAA e JYor BRI AXE SAGAA7) &
Hrhe 99 BE ARE & éxﬂﬂlow e FAE 2 H

o] d¥te wixe w27} 7hesiAl "k
High
Gues( oS
{\/CPU\
[ GuestOS | Operating
Regiom ter
(VCPU) Region
Hypervisor Hypervisor
Region Region
Hardware & Hardware &
Flash Flash

Physical Memory Page Tables Virtual Memory Virtual Memory

(VCPU) (VCPU)

Fig. 7. Physical memory vs. virtual memory

5.1 Data structures
sto]Fufol A= 27]8} HA oA MMUE o] &3t &2 |

majel 7pg wEe e 2713 9 A& St o] uf &
vRglel 7P} WEe o] $AE Aot A HEe #
2l & 98] G dojA] HlolE & viRE e Am 3
e 27138 F2he 33 ol % Ed] wWReE AEsy] §
3 7t & R E 71 v Ao AT oA
o] HIER 22 ] e},
stolujulo] A= Ho|x| &8 #e]y] s Heolx FPAE
ol &3lo] M2 AXE SJAAE WAL A=E 394
A B T M2z Ry FE A8 A9 ZE
o%lsﬂ H“@ A A2 HolA] &3S s "ok ®=3 uikgle
A ARE 2GAAE AAT o s Fo]A] v 9l
ﬁﬂolxl gate] F2to] o] Fojzitt,

_I

5.2 Page fault handling
WA AZE SJAA digh Ho]A] do] o]FAX =
5 5 R o] B 5 ek A WA AeAte] 24l

L A o3} & 2ol ofsf o] FojA= 497t Atk
o] Aol #olA %‘“X}*‘ S E3dte] 84S dohs 2]l
st Holx] s SAste] oA "dh 7 WA A=
EGAA 5] el uhE Z57F drk o] B9 A
= ARl A ddE =g $3t olele] w3kl sl A

Al&a}7] o] MMUE olol disl A3 1wkl o8k o]
B o] E (Data Abort) ¢€]5 WAIAIZIT], o]
sto]Hutol A= o8] AHE7|= w715 st T < LAYl
sl gk & Folx] FES] A5l thaiA oA deatE
sE3l] A HojAE Gt 7 d9E YA HHoE =
op7bA ThA] S gt

ik

5.3 Memory allocation and deal location
w0l ahga} Wiyt z}w gt gk Az oS
Fgsp7) 9la) $4 F4E 7WCPU91 %ﬁa F2 333}
HIET] Hlol&d 5
E $9AA e oln
HNeeg 9fE WA
2 92 ArTzol A HolA
HIER glo]E& ] F<l v
Ao HIEE AHEETZHHIEZL DE AR gt whebA o] &3b
I

o,
4)4
[
it

ot
ofl
ol
<,

& JPJCPUC 83 o147} 531 the ol Segelut wh
WAl SR B A9 AT 5 ek ARTE B &

Fo] Evfar v 7}*&CPU4 uﬂyﬂ 4?4 Zhﬂ-ié st
] o [

4908 S48, AL ol £efY A T
of A2E $GAA HolA B A& Saw

H2z] i Aol ukbd @4 ® Ho]x = FMCPUE A
|33l Ql=A] o FEE Fusit), ek HojAE AfEkal U9
thd B E go]EoM s Holx| QdYiE AMEIE(HIE
0oz AAgdt} weld o] Fike Hlojs AME: 7Hsd



A Hypervisor for ARM based Embedded Systems 17

6. Scheduling virtual machines
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6.2 Schedul ing mechanism
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7. Migration of virtual machines
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7.1 Precondition for migration
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7.2 Sender hypervisor
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7.3 Receiver hypervisor
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V. Performance Evaluation
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V. Conclusions
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