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Abstract

In this paper, we analyse security threats and security requirements about the designated PC

solution which restricts usable PCs that are only an user own PCs or a registered PC for online

banking or very important services. Accordingly, causable threats of the designated PC solution are

classified a process, a network layer, a software module, and an environment of platform, and we

draw security requirements based on analysed security threats.

Results of this research are

considered utilization of criteria for improving security of the designated PC solution and standards

for giving hint of imposition of the designated PC solution.
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[I. Security Threats on the Designated
PC Solution
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Table 1. Classification of security threats on the designated
PC solution
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Classification Security Threats

- Registration Process

— Methods of Application and Registration

— Output of Registration Result

— Maximum Number of Registerable PCs
+ Authentication Process

— Extraction Point of Hardware—unique Information
- Addition Process

— Method of Addition

— Authentication Method when Addition
- Termination Process

— Method of Termination

— Terminable End Terminal

— Termination of Service

Process

- Packet Sniffing

-+ Session Hijacking

Network - MITM(Man-In-The-Middle) Attack

Area - Replay Attack

- Phishing/Pharming Attack

- Authentication Information Guessing Attack

[ I R .

- Web Browser MITM Attack

Software . .
Module - Reverse Engineering
- Interface MITM Attack
Egrdminal - Memory Hacking
. - Direct Access of Hardware
Environm h
ont - Using Virtual Machine

1. Security Threats in the Process
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2.1.2. Authentication Process
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2.1.3. Addition Process
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Fig. 1. Example of request web page for changing cell

phone number

Fig. 2. Example of web page for changing cell phone

number
719k 2ol WA deiss st ASHs dE o
E% Y3 WA Asiis® st UEEr, 34
A= ol& Yo EM AFS gt o] FHL sFH A
sp ol WAd At ert ofu i Aude 7= HSet
A 7] el FHekxlo] AT

2.1.4, Termination Process
014 PC a4 A 24 15 d uel@e s, a4 71

T B, MulA A E SR

525 PCE ST 9ol sh R 7o 2eel B
AT TES o §RTHE AT AN Ea AeolA

AA7} PCE 553 Ashs Ao] AFsHne 55 v
o419 HerFS BUA Ik w3 FAA £ AL
$749] PCE A3k Ro] Thsatnz AHoR Ausg
Wolop hz ALGAQIONE Bsha Aul A WA Rahe ¥
Axle] Wy,

o a1 e e

A} ol PCE S8 35, 848 PC7L ohd 559
the PCoIA 817} Fhssheel 3719} B8 BAldol WA
s,

® AH|~ FA

of 0§ PC A4 Aula% 4T A9 ol PC A Aulx
£ Eajo] o8 Au|aso)] 7]Ee] Lojel BelsklTe
2 o) go] Tisalth. 3, 71Ee] BalsFuToR A7} 7}
etk AR ALgAe ol PC Y A AE A4 &
glom, 817k {9 Aol A § A4H PCIAT olgo] 7

ST AN AE o83 F Ak FAe] EAT.

L

M WO

-

P

N

2.2. Security Threats in the Network Area
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2.3. Security Threats in the Software Module
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2.4. Security Threats in the End Terminal
Environment
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#i GetMACAddressbyReadingBegistry

MAC Address: 00-23-54-DF-69-7F

& GeMACAddresbyluidCreate

MAC Address: 00-23-54-DF-69-7F

Fig. 4. Example of extracting MAC address UUIDCreate
function
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[Il. Security Requirements on the
Designated PC Solution
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-Driver function
Driver Status: Load

Unload Driver| Get PCI Infarmation

-PCl information
Detault information
VendorlD: 0x10ec BascAddresses:
DevicelD: 08167 [0x0]: Oxc801
Command: 0x17 [ox1]: Osdebffc0D
Status: 0x2b0 [0x2]: 0x0
RevisionlD: 0x10 [0x3]: 00
Proglf: 0x0 [0x4]: 00
SubClass: 0x0 [0x5]: 0x0
BaseClass: 0x2 cis: 0x0
CacheLineSize: 0x8 SubVendorlD: 0x1043
LatencyTimer: 040 SubSystemID: 0x820d
HeaderType: 0x0 ROMBaseAddress 0x0
BIST: 00 CapabiliticsPir: Oxde
Reservedt: 0x3b7ald
[0x0]: 0x0
[0x1]: 0x0
[0x2]: 0x0
Reserved?: 00
InterruptLine: ox12
InterruptPin: 0x1
MinimumGrant: 0x20
MaximumLatency 0x40

Type 0
0x3h798

O base address: Oxe800

MAC Address -

MAC Address: 00-23-54-DF-69-7F

Fig 5. Example of extracting MAC address using 1/0
controller

& GetMACAddressbyEEPROM g]
Unload Driver

| |iGet MAC Addr!

Driver function

Driver Status: Load

MAC Address

MAC Address: 00-23-54-DF-69-7F

Fig. 6. Example of extracting MAC address using
EEPROM

3.1. Security Requirements in the Process
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3.2. Security Requirements in the Network Area
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3.3. Security Requirements in the Software Module
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IV. Whole Model applying Security
Requirements
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