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Study on video information regulation and VPIC compliance issues in GDPR

Ki-Il Ryu*, Young-Im Cho™*

Abstract

All the personal information controllers or processors collecting, processing and storing personal
information through the entry into force of the EU GDPR (General Data Protection Regulation) are
required to provide the basic principle of privacy by design at all stages of developing products or
services throughout the organization, And to ensure that the basic rights of the subject of personal
information are protected and that internal control techniques are provided to prevent any abuse or
leakage. We will review the regulations and countermeasures required by the GDPR for video

information with serious privacy problems, and propose a solution.
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[I. Overview of GDPR

1. What is GDPR?
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[1l. Response technology proposal for GDPR
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Fig. 1. Main Provisions of Personal Information Protection Act[8].

2. Regulatory response technology
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third party along with
detailed log recording and
archiving of the
processing action so that
it can be traced in case
of privacy invasion and
outflow such as non-use
of image.
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IV. Analysis of response technology
for video information processing device

1. Response technology
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Table 39 NVT 271 AAZ B TA NVSe} Zo] FA] Access
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Table 2. NVS Log Specification
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Log type Object Specification Description
Other Reserved Reserved
User Log In User logins successful
User Log Out User Logouts succesful
User User Logln Fail User logins faile
User Logln Lock Locks on failure over specified number of logins
User Login Block/Deny  {User connects with blocked IP or user account
Manual Start(Move) User start(Move)s control of PTZ or Focus
PTZ Control
Manual Stop User stops control of PTZ or Focus
ccess Log e View Start User starts watch live video or events
Stop User stops watch live video or events
Start User start playback or search saved video
Video Playback (Search) |Stop User stop placyback or search saved video
Control (Play, FF, Rew 5) |User cotrol play, FF, REW etc. saved video
Start User start backup saved video
Video Backup Stop User stop backup saved video
Hah Generate secondary hash value for integrity
verification when backing up video
System Boot Boot system
System Shutdown Shutdown system
Other System Reboot Reboot system
System Factory Reset ~ |Reset factory of system
System Upgrade Upgrade System firmware and software
Add User Add user
Delete User Delete user
User Modifiy User Modify user
Add User Group Add user group
Delete User Group Delete user group
Modifiy User Group Modify user group
Move Start System starts PTZ control
P17 Control Mov? Stop System stops PTZ control ‘ :
Touring System control PTZ by touring setting
Presest System control PTZ by presetting
Other Change System Settings (Other Settings)
Video Change system video or audio settings
System Log Network Change system network-relate settings
Configuration Event Change system event-related settings
Time Change time-related settings such as system NTP
Storage Change storage-related settings on your system
Hash Change hash settings for integrity verification
Other Occur other event
Trouble Occur fault event
Sensor Occur sensor (input, output) event
Relay Occur relay event
Bt Motion Detection Occur motion detection event
Video Analytics Occur event by video analytics
Heart Beat Transmit heart beat periodically
Time Change time period by NTP interworking
Hash Occur forgery or modulation saved videos
Record Start or end recording
Other Occur other event
HashyForensics Create Create a hash information for the saved video file
Delete Delete a hash information for the saved video file

Table 3. NVT Log Specification

Log type Object Specification Description
Other Reserved Reserved
User Log In User logins successful
User Log Out User Logouts succesful
User User Logln Fail User logins faile
User Login Lock Locks on failure over specified number of logins
User LogIn Block/Deny User connects with blocked IP or user account
PTZ Control mz:ﬁj iaort(Move) Eser start(Move)s ‘cofmro\ of PTZ or Focus
Access Log p ser stops control of PTZ or Focus
o Start User starts watch live video or events
Live View
Stop User stops watch live video or events
Search User search saved videos
Download User backup saved videos
Remove User remove or Eject storage device
Storage -
Format User fomat Storage device
Play User start playback saved video
Stop User stop placyback saved video
System Boot Boot system
System Shutdown Shutdown system
Other System Reboot Reboot System
System Factory Reset Reset factory of system
System Upgrade Upgrade System firmware and software
Add User Add user
Delete User Delete user
User Modifiy User Modify user
Add User Group Add user group
Delete User Group Delete user group
Modifiy User Group Modify user group
Move Start System starts PTZ control
pTZ Contol Mov.e Stop System stops PTZ control : :
Touring System control PTZ by touring setting
Presest System control PTZ by presetting
System Log Other Change System Settings (Other Settings)
Video Change system video or audio settings
Network Change system network-relate settings
Configuration  [Event Change system event-related settings
Time Change time-related settings such as system NTP
Storage Change storage-related settings on your system
Hash Change hash settings for integrity verification
Other Occur other event
Trouble Occur fault event
Sensor Occur sensor (input, output) event
Relay Occur relay event
Bvent Motion Detection Occur motion detection event
Video Analytics Occur event by video analytics
Heart Beat Transmit heart beat periodically
Time Change time period by NTP interworking
Hash Occur forgery or modulation saved videos
Record Start or end recording
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Table 4. VPIC Classification of Specification Function

(lassification Function Specification

Generate hashes for integrity verification of stored
video

Forgery inspection and events on stored video
View hash creation, deletion historys for integrity
verification

Encryption function for stored video

Interworking with standard time

Automatic equipment time synchronization
Confirmation of video recording using hash

Hash information utilization function |information

(hash bank) Video verification (reverse verification) and certificate
issuance

Create and view various operational logs

Provide external audit through operational log
transfer

Verification of stored video integrity

Encryption for video storage

Digital Forensics

Time synchronization

Collection and Management
operational (activity) logs

Provide original log analysis tool

Generate information for collection log integrity
verification

Provides collection log forgery test

Provides collected log duplication management
Providing events for off-hours access

Provide events for factory reset

Provide event for user login failure or user account
lockout

Provide firmware upgrade event

Providing events when adding or changing user
accounts

Providing event when blocked or allowed IP
connection

Generate Event Image Log

Event extraction function by user rule

Provide event pop-ups

Provide push notifications

Providing SMS for event alarm

Provide event when PTZ control range is exceeded
Generate Image Log when controlling PTZ
Device access blocking function

Allow access to equipment

Authorization granularity per user account
Auditor privileges for saved video backup
Remote connection status

Video backup history

Video search history

Abuse Misuse history

Trouble history

Video Supply history

Configuration change history

Real-time video abuse audit function

Audit Management

Video information illegal collection
control function

Block or allow access to equipment

Manage permissions by user account

Transparency Report

V. Conclusion
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