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A Enhanced Security Model for Cloud Computing in SSO Environment

Eun-Gyeom Jang”

Abstract

Cloud computing is cost-effective in terms of system configuration and maintenance and does not

require special IT skills for management. Also, cloud computing provides an access control setting

where SSO is adopted to secure user convenience and availability. As the SSO user authentication

structure of cloud computing is exposed to quite a few external security threats in wire/wireless

network integrated service environment, researchers explore technologies drawing on distributed SSO

agents. Yet, although the cloud computing access control using the distributed SSO agents enhances

security, it impacts on the availability of services. That is, if any single agent responsible for

providing the authentication information fails to offer normal services, the cloud computing services

become unavailable.

To rectify the environment compromising the availability of cloud computing services, and to

protect resources, the current paper proposes a security policy that controls the authority to access

the resources for

cloud computing services by applying the authentication policy of user

authentication agents. The proposed system with its policy of the authority to access the resources

ensures seamless and secure cloud computing services for users.

» Keyword: Cloud Computing, SSO, Agent, Access Control
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[l. Literature Review

1. Cloud computing
1.1 Cloud computing service environment
ek AFEE 29 15 o] dx8E AT
Cloud$} Private Cloud® Y= 4 Sth

S}al Public

Storage

Public Cloude W84S Z= HFH AH|AE opwlEsd
= = , Private

T2 AHAR fjFRE o
Cloude= 54 9o Mu|~E A|Fse= ]_%_i $-43}]
S H My~ FeEE Zr=T2]. NISTE 57HA 2 E8H59-=
AFH F8 54& AYsta vk A AR AFso = 5
g Au2E #1)E 4= 2131(On-demand Self-Service), AH&-
2 FAE #E WAYEF HAHBroad network access), =
L AL 7HA AFEAFY] 2] A2 Aoj(Resource Pooling), A
H| 2 o] &-¢] B4 EA(Rapid elasticity), AR 2ol w2
A3zlz EA 8] 2~(Measured service)o|Th.

I:Ll

N

o= AFY AHl2 2ue 1 13 o] Saas(Cloud
PaaS(Cloud Platform as a
Service), [aaS(Cloud Infrastructure as a Service)Z 1A%

tH2,31.

Software as a Service),

Table 1. Cloud computing service model

Model

Users can use cloud service applications
SaaS for a limited environment setting,
management and control with this service.
Programming languages and tools are
supported for application development.
Users are authorized to set up the system
environment for their configured and
hosted applications although they are not
allowed to manage and control the infra,
server, network, storage and OS.

When users operate and

laaS applications or OS, the processor,
and storage services are provided.

Service

PaaS

develop
network

1.2 Security Threats in Cloud Computin

U9 S99 AFE 2ot AP YA SUES
Hola 9lt} Gartner, UC Berkely, EINSA, KISAoA+= the
3 o] W fPeRIES tHFaL ATk 241

Table 2. Cloud service's security threat

Group Name Item

An authority administrator’s access, policy,
recovery, data storage location, survey
resources, data separation and long—term
viability

Service availability, data lock—=in, data
confidentiality and surveillance, data
transmission impairment components,
uncertain performance prediction, scalable
storage, large—scale distributed system
bugs, rapid scaling, reputation sharing,
software licensing

Absence of management, difficulties of
isolation, dependence on service providers,
regulatory threats, data protection,
management interface reinforcement,
insecure data deletion, malicious insiders
Virtualization vulnerability, threats of
entrusted information disclosure, service
failure resulting from resource sharing and
centralization, information disclosure
resulting  from  diversity of  terminals,
difficulties of reinforcement resulting from
distributed processing, legal and regulatory
issues

Gartner

UC Berkely

EINASA

KISA

¥ 2004 Z+ aFHEE A S Het $1o] 4] E}_‘E_; AL
Ho|i 93 YukbHol Kol 9o w Feler AFE] oo
el ARg g, oM WRFARRA, ST f]—F g

olg] &4 B FE, A Az B st A, ELE%XI

ol FEHE HHY

T ITA Al M s & lE}.
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2. SSO system and authentication

2.1 SSO system

7] SSO A &Hle g AMEA 4%, SESAME, RSAKeon,
SuitSpote] ATHS5].

o AMEA F2 0 PKI 7[EFEREA 7] 78 FERE A
FoHA el Bl MU|AE AFET FAE TIRe R
KDCell 27]95= & = 35 sk PKINTSF S <15
Ao Y glo] AREALeE AHTTe) o] FojA|= QIS EZRE
5 &89 AHEARIT HEAS AlEsHs PKDAYY Qi
2} PKI 7|HFo. 2 Au] 27} o] o)z tfA 7)ol ek Fes

Zk71 9lom™ Legacy Al&Elo] B34
]_

Rom Legacyel tigh A= s AHX

* RSAKeon : x.509 v3 A 9] & Ao Fobo] B3
HELEA7E 7Fsst e ahal Legacy AlZ=®lol 344 &
Z2A AMZ 2 SESAME] vl&) ®ebel 25 2t ®
ok diAg7lel Fes AR AR AR AHEA ARISE
Agt A7t Baste] Qs digh TS ki 9k

+ SuitSpot @ £ 2l HZ5A, Legacy AlAE
Ao FAE 7L QLo Q15 AWE AXA gaL Ste]
AES} Mzl QlFo] 7Fedte® dA o] et FHE
AH| 27} o] H 7T},

« SESAME : AW Z 2 7)ule]] BAlE AEEA 7158 A2
alo] 71¢ke] FEe ESATh SAITE PKI 7)ke] tiA7]el tiE
PAE o3 EAst B4 A2EAE 918 Hie] 715

| Ze3int
I

5o T
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2.2 SSO authentication

SSOE ©U1E F4F o Aaw TR 44
sk AbgAe] Held e SHow AFEE sz A
3 A5 71l S DY g dojth. AP R AHEAF A ¢
ale] @ wle) madlew ofe} Alzwl ¥ A}

i+ el
JEE FTF F gt A28 FRolth EH SSO A A

T A SSO AMHlz= AREAL QISAM R SSO A He]
%L 2stu BEES 53] SSO AWE F=3eit), AjnEL
LDAP(Lightweight Directory Access Protocol)S o]&3}al
ThFataL Ak AH| 2= o] F3l7] 918 AdE dAf glo] &
JNE=F A E 0] vt EFYIERIES o] A7k 24 A~

=
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Ho

I #E 9 S Yo HEe 22 OS
MZ F7] 719ke] SSO AH A ZES A
J FE 9 7% g2y 7] AWE
=3

SS0<] Tzl M Q1FS 7MY Broker-
Based, Agent-Based, Agent-Broker—-based, Gateway-—
Basedg & 4 $tH5,6]. Broker-Based®} Agent-Broker
-based, Gateway— Based> F4 Ha2 Al2® A& T3
aa#el Bl ZHela, Agent-Based, Agent-Broker
-based 7| &8 TRIH FHo] ArtE ot} 1Y
1} Broker -Based& 7|& 58 T2 o] Haslal,
Agent -Based= AFEA} AA ], Agent-Broker-based=
TARA F7HE Bt o]#l R, Gateway-Based: o8] Al¢]
Eqo|zte] F7137F das dd S zhett

AREAF Q1 Ao whE 1T WA AT uE B QS
AE Y Ao R Um itk A3 Hae o] dET}
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3. Distributed SSO agents’ user authentication
B2F SSOE 54 HEY A g7 ckdst Z219-5 7

FYE 930 SR 1 ARE Biete] pelsh Txeln

ahte] ool Eel oEqt AHEAL Q15 3T SSO ool
Eo] ek HoR B vkl o ARgAF Au| s Aol B
TAE dod 4 glrh &4 SSO ool E: olgjet FAE
A = Y ALE FEE F9Ha J2,4.8].

T4F SSO o] E= AFEAZE Arle] Aquls s 98]
SSO dlo]HEE T ) SSO do|HEE AHEAl 55 9
3 BAtE AR 1T ARE FE8ke] AHAE ISEAL
AL Esto] Mol Agshs Muls 3 LS H2E 5
SAct.

ol2fg TxE AR 9% AH HEE SSO oo AE

Faha Itk Aolth. AT A1 AF AR FEL 99
S BabEo] Qi AHg% ANE 29
I AL Q15 99 7 o) dE
HAL W A8A AFo] o)
7] ofdehs Aolth. Fe9= ARYN FRREE I

s % FoaAT A4 AHz Bg
Aclgthe ALgAe] st 3
Apgoltt, ol gk wak A2l §
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Fig. 2. Distributed SSO agent interface

[Il. SSO agent-based user
authentication enhancement model

1. System configuration and overview

A QE A28l A2 17 33} o] ARgAFeE SSO ool HE,
MU ~2 AFsts A gdow IA vtk AREAE A
oA AFstE Aul2E W] 98 SSO o] HERZTH AF
= i B2 Q1F BAS HEstaAeh A
[e]

0w ANag ol 43T

oL
o>,

Agent 1
5 Agent 2
= 1
= 1
User :
Auth A i
Ticket g |
e 1
n 1
-
‘Ig t Agent M
>
'f?‘ . — P
User Auth_Ticket
(
I E Database Strier )
T server .E /
( ] }—

___ Rescurce el
_Server

Server T

Fig. 3. System configuration

« User : T';"':T“Jro AFE AH) 2 o] 8A
+ SSO Agent : SSO AH|2~9] 7] @] D A&} 915 E)7
< st B 0}* Al2=Hl

* Resouce Server, Web Server, Database Server, File

Server : Y95 AFH AH|2E
+ Auth_Ticket : SSO Agent2ZH-E] w5 & o= A

2. Distributed SSO agent user authentication
2.1 User level management
#2F SSO ole]HE A= AHEAE Fad el etk
A2 552 General_User, Authentication_User, Manag
ement_User® iste] #fstal A 55 Folgth AE
Ag 57 9 PRe E 33 g,

Table 3. User Level

User Level Description
Common users allowed to simply
General User ,
use multiple cloud servers
Common users allowed for
- user—specific  session management
Authentication User P . ¢
and services and secure

management of important domains
Administrators authorized to run the
system, process, OS and programs
for cloud system management and
operation

Management User

2.2 User security level ticket

(1) General User

SSO o] HEE AREAPH T
Usere tha3} 2o] AREAF 4HE Ejlslal EJZS Wagie},
General Usere {Fehst AR|AE
AL AF BEAE AT

HU
o
)
tjo
m

T
o2,
&
KW

General_Tiket Request .

S50

General_Tiket Agent

[Packets between General User and SSO Agent]

- General_Ticket Request: {UserID, SK, TS1}
- Genera_Ticket: {EG,(KG,SK || TS2 || TicketSK ||
LevelNum)}

- General_Ticket Request : General Usere| E|Z & mjZl

- General_Ticket : SSO AgentZ} General Userol| 71| gtz st o7l

- SK(Section Key), TS(Time Stamp), KG,SK(3%7|), LevelNum
(AFERF S3)

(2) Authentication User

Authentication User X 2 A|2® Aol =245 7}
7\]J_ o= A}Q—Z]—i}ﬂ }\]/\Eﬂ x%:Loﬂ Hols J?Lo]-“ xl(ﬁq. Z]—
A& M8 W General User BU} & AZRS Hojdic),

General User®] a7l Mujel] 3dste] &gate 24 3
M|z~ BAETZL FrkE T AR f AF7IE 8.

¢

F
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Authentication User?] EJ7l 2H3)& 0333} o] o] Folxit)

Authentication_Tiket Request

550
Agent

Authentication_Tiket

[Packets between Authentication User and SSO Agent]

- Authentication_Ticket Request: {UserID, SK, ListSV,
AuthK, TS1}

- Authentication_Ticket:
TicketSK || LevelNum)}

- AuthK : EA,SA[IDA, ANA, TS3]

{EA,(KASK |l TS2 ||

- Authentication_Ticket Request : Authentication Usere| E|Z &
A
- Authentication_Ticket : SSO AgentZ} Authentication Userol| 7| ¢
=t o3l

SK(Section Key), ListSv(&& AMbla~ & X
AuthK(Authentication User 2% ¢IZ 7]), TS(Time Stamp),
KA,SK(8771), LevelNum(AF2Xt S3),EA,SA)(SSO  Agentet
Authentication  User 1157|), IDA(Authentication ID), ANA
(Authentication Network Address)

2| AE),

(3) Management User

o g e AES T AREAEA P w2 B
Sgtth, 24 Aj2"e gigk J1FE Aslsta JEYA ¢
A 1FS 23 UEHT A T/ 485 EAS T
T},

Management User?d] EJZl ¥ 23S Authentication
User?] 3j7lo] 27 Zelo]dEQ] Mac Address IDE S8 A}
|29 Q15S 7r3}lslal Management User$t SSO Agent®]
FNNE ol &sto] SRS dasteto] o]F o= FF g Has)

I.II Management Tiket Request
i | SS0
Agent

Management_Tiket

[Packets between Management User and SSO Agent]

- Management_Ticket Request: {SApk[MGID, SK,
MMID, ListSV, AuthK, TS1]}

- Management_Ticket: {MPK[EM,(KM,SK || TS2 ||
SMID || TicketSK || LevelNum)]}

- AuthK : EMSA[IDM, MNM, TS3]

- Management_Ticket Request : Management Usere| E[Z 27
=EA

- Management_Ticket :
Eg A

SSO AgentZ7} Management Userof| 7 g+

SApPk(SSO  Agentel  37H7]), MGID(Management D),
MMID(Management Mac ID), MPK(Management &717]),
EM,(Management CH&7|), KM,SK(Management User2} SSO

Agent 3®7]), SMID(SSO Mac ID), MNM(Manage ment User2|
Network Address)

AL 2158 913 Bt ElS SSO Agentis Wiabar o
F3 Sl wel A HoAdshe] FojHn), 3k
LevelNume®l 9]3l] A& A FA|7} o] Fo ).

3. Service Access Model
3.1 Resource management
9T AFHE A9 AYe F 49} o] F8&= )

< vl o8 defHn

Table 4. Resource Security Level

Level contents
1 - Top level
- (Token authentication)Management User
2 - (General authentication) Management User
3 - Authentication User
- (Part authentication)Management User
- Part Authentication User
4
- General User
5 - Part General User

571409] gt o 8S 3
& Hojgth BE 2last ARl 42 4% s, A
28 9ol 913 A4 ol B Past welxel wet 9
ne A gsiel SRV AFoT o] sbsetn 4Ho] of
O R 2 HelE 99 A $9e B9 A8z $9o

e 27E We-del %
2] A Feats @ak A

Hw 2 LI L o y 1=
S AAste] HaoAds g4 4 ok
T AREAF 915 MEIAE AlFEE SSO Agent?] A
o] A&3A S 7ol Feg AR MulAE AT
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A_Auth_Ticket
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Filter 5-A
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File Server

Cloud
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Fig. 4. Security Label Access

BE AgentZH-E Q1F W& ARSARE 11 4ol|lA 9} ol
A_Auth_Ticket A o2 Q1FE v U = A5 97
S 9S Z9ol= P_Auth_Ticketo 2 915

ok Q15 A2 Het @ ol s 7
=& s8ske sk gHo] 7‘4%5“4 Eo}ﬂ]ﬁé‘o TuE A
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~
>,
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frtl

=01, dde] el7], 27] Agks 7} *F‘-’LZH % ¢l ] A3
S AT 27198 2 A4 A4S 5 slel e $Ay
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V. Testing proposed system performance

1. Performance testing

Ak 71%¢) Wit G7HE 98] shel A oS O

o] dle]HEE F8ato] A5S HAESGIL thse] de|dE
= ke do]HESA A BE QT oz AR A5
S AR A 1T AR AR e S AR g A
o7 gAEs 498 e YEYT EfEe o 1GBY
&5 SAE Ao 9 7 ndd Hgste] A AL 7
Zath HAEE 2 99 15312 7|2 UEYT 37
of Hgste] A dog] & 2 vuE 3 J|Fper 4
= 245,

s HAE A= a9 59 2k s dlo]dEs &4
3 Q153 gFe] oo]HEE &8 dFor A5e s

w2 A A E 3, oEe e

=
o] A ek AFnTh 5ol

HiF
rlo
poy

(mil)
1800

1600

1400

1200

1000 -~

—+—single Agent

~B-All Dispersion Agent  =——Part Dispersion Agent

Coun
12 3 45 6 7 8 91[)111213141515171819202122232(425

Fig. 5. Authentication processing performance

2. Experimental analysis and evaluation

Ak 7%l A HAEE B4 EdRo] AhaA G
Al HAER] A AN FEAAE ok
S50¢] Bl djolAES JlFew Bak 879 oo AES ¥

2E Husto] A7E A g
T ool Ex shte] ISA el Algste VIEHT E
¥ (Network_Traffic_Time)Z} 352  Al7HAuthenticatio
n_Time)oll 285 Al7to 2 A 2 QlEa]e] AJZHS zhar,
t}zo] 91Zx]7] 59 All Dispersion Agent: WEY A Egg
(Network_Traffic_Time)? 1532  AlZHAuthenticati
on_Time), 54X ZF(Authentication_Information_Join_
Time)ell 23 15 Ag] A]7te] Z74% ) Part Dispersion Agent
= 4 Q1 AR e o3 1% BAlS At stk %
A7He YEQ A E B Network_Traffic_Time) @ 9153]2] A
ZHAuthentication_Time), Q154 B 2% (Authentication
_Information_Join_Time), Z29]/$¢H AA A|7THQ&A_Delay
Time) o2 A B2 AF A2 Alte] 288 Hof/SHAITHA]
A AREE VES A SEPolAE AMHTte] FAldA MW7t SHE-&
szt ZEle AR R Ane] o] AAzto R AHA| Ra)

o S8 F& AU siFeh F, Aulvt gaHom A%
4] gk ASels FehololEE 450 ANl $HL 9
A AL kL 5 A WA st A0

* Single Agent : Network_Traffic_Time +
Authentication_Time

« All Dispersion Agent : Network_Traffic_Time +
Authentication_Time +
Authentication_Information_Join_ Time

» Part Dispersion Agent : Network_Traffic_Time +

Authentication_Time +

Authentication_Information_Join_Time +

Q&A_Delay Time

Part Dispersion Agent”} All Dispersion Agent ®.U} Z&
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AlZko] @9t} &% 9k All Dispersion Agent: QU5 ¢
O HE FoA shete AF HZ S YA &

AU 1F A9 ofErt DG AR ZE-E A
Au) 25 &-8352] F31t} Part Dispersion AgentE ©]
F 7ol oge AH|AE2A /1T v =R Aujs

FERAAE Pole & & ek ANz ool HE
7

&

A Al=EE g B4 SSO ool E] AlRH el 2
ok spA R Ao AR o] Ag5 o] Wt Qb o] Ashd K

(¢}
2 PJi22E 428 4 vk A7 Part Authentication
Tickets Wit AREAE A4l gase RE H3
(Read/Write/Delete/Create/Execute $)ol|A A Agtg 7]

T(Read) & Zt=th

V. Conclusions
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