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Abstract

This paper proposes a smart phone authentication method based on user's behavior and habit that

1s an authentication method against shoulder surfing attack and brute force attack. As smart phones

evolve not only storage of personal data but also a key means of financial services, the importance

of personal information security in smart phones is growing. When user authentication of smart

phone, pattern authentication method is simple to use and memorize, but it is prone to leak and

vulnerable to attack. Using the features of the smart phone pattern method of the user, the pressure

applied when touching the touch pad with the finger, the size of the area touching the finger, and the

time of completing the pattern are used as feature vectors and applied to user authentication

security. First, a smart phone user models and stores three parameter values as prototypes for each

section of the pattern. Then, when a new authentication request is made, the feature vector of the

input pattern is obtained and compared with the stored model to decide whether to approve the

access to the smart phone. The experimental results confirm that the proposed technique shows a

robust authentication security using subjective data of smart phone user based on habits and

behaviors.

» Keyword: Touch pressure, Size of contact area, Pattern input time, User habits and behaviors, smart

phone authentication

[. Introduction

hL
2
=
,ﬂﬂ

0

ol
olN
r

a8 7k = A
ol FZANGRH AgsA Hie AvEES /P (Virtual
Realityi VR)J“’Jr %71"

LZ}EZ}(Self Driving Car) 1ﬂ°1 *V\]{} %"] 9 T oY

& 2xoz Ageln k. ool W} el Auet Ao o
303 U G Qi ~ulEEe] Fa40] tg Aol

we} svlEEe 37 9

Pt e nek 477 3

WA o] B 214
shoml A8 AR 5ol £} AL, A9 2
Q) 919} 532 nole] Agtels At oiEHa k. oS
sl G BRDFE gl 54 219 A} 914,
T2 B B4 53 solsha shaeld Q12 MES 29

* First Author:
*Geum-Boon Lee (goldpalm@cst.ac.kr),

Geum-Boon Lee, Corresponding Author: Geum-Boon Lee
Dept. of Computer Security, Chosun College of Science & Technology

* Received: 2017. 08. 16, Revised: 2017. 08. 25, Accepted: 2017. 09. 18.



66  Journal of The Korea Society of Computer and Information

2lo] glom[2-5]. Eak 2oke AAo] A9 A 414
BRE, AHRRIE 71719] 914 4 58 ATl MU nES
AFESH I AHEAE Q1FRhE WS Agstel uk 45
)

B = 2uE 7S v AR 9ot F3tel V)
ukel AnfEE o1 whHo R AFdS BX§hE ALEALY] &
7kt 2ol 493 F7], 717 ekl A A 2o e
& fgate AEE aElEte] AEAE dEeE S AQt
sto 2M 217 FA(Shoulder Surfing Attack)® HAA
e F4Brute Force Attack)oll 71atal AR&Al #HolAdS

Fejsts 2PEE AY AF 1HS Aok,

B R TR ves gk 23 AT
A5 2olSE A A% EES A, 3R
ek AFgRre] B9} ol 7uke
EST, 450 AnEE ofFe Aol
}_ ol e AF A%HE welFn,
QTS AN ),

1%

Ao 7H”‘0}°4 Al
SllM = A8 3

F

rO
[0
r

0%t
i

[I. Related Works

AULEE A}EA} 0
EEEER EOEREN

=
(o)
2~
ol B 4= Qi

1% e A9

1. Biometric authentication
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2. Password and SMS authentication

AULEE o] & /\] 3 71 2 A E FHe oﬁiﬂﬂ]o] oﬂ/ﬂ
dg] AR EE 4 T SMS 05 Z=E o83 9% 1
il o2 ARgALe] st FEEHAY oolA
TE o] 46H SMS N5 W7t 7t=A7]) FAS Bt
=3 vlEo] AEHAQ Het 9Fo] &
A JH*"JEOH Wt R FAEY], Y39, AP
, 71 2A, 2Fpeldlo] ] A Hsta o]+ Eupdd
oA HAE 7]mo] s A Y22 AlAEoe] 9

{0

[¢f
i ol % 32 0 ok

0
f

oX M ¥ gl B rlo
9

FHE ool

3. Graphical password authentication
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4. Authentication based on behavioral characteristics
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Fig. 1. Smart Phone User Authentication Modeling by Pattern

Fig. 1 2~0lEE o 1% wda H40 A8
o e FEHE B o F A AFehe
vhth, AL o] 552 9lste] oel wel 2
Wol SA4L FEIIL BE AERS FHY 5 o
52510 3z AQS WET, oF ApEE o

Az Aes) vlsed B4 2396 w91 g o
7) del3 A Az s A v 7hea
F9 9 A AYE A4

3_]01

<0,
N
ol
Ir
_\|—J~
=™ 0 ol
o 1 [o rjz
o > foge fuoro

18,
o 2o

2. Authentication Process

2.1 Feature Extraction
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2.2 Pattern Authentication
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Fig. 2. Pattern comparison between user and attacker
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step 1. Refer to the enrolled pattern
=[P ST]

PATTERN LOCKER

step 2. Decide the authentication
if dist(P,p () <0
then if dist(S,s;(y))<e

then if dist(T,t;(y))<t, accept

else reject

Fig. 3. User(subject) input patterns for reference model Fig. 5. Authentication process
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Table 2. Pressure, Area, and Diff_Time for node to node

Node 1 2 5 7 8 9 Pacsate: nsatess excaume: 10
P | 0.3206 | 0.4168 | 0.4809 | 0.4809 | 0.4809 | 0.4488 w2 w2
S 25.6476 | 33.3418 | 38.4714 | 38.2714 | 38.4714 | 38.9067 pFETMEs A pFETMES 38
(a) user’s pattern (b) attacker’pattern
T 0 251 290 400 327 163

Fig. 6. Pattern authentication between user and attacker
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Table 3. Pressure, Area, and Diff_Time of user

0.3206 | 0.4809 | 0.4809 | 0.4809 | 0.4809 | 0.4488
25.6476 | 38.4714 | 38.4714 | 38.4714 | 38.4714 | 38.4714
0 311 366 434 350 217
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S
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Table 4. Pressure, Area, and Diff_Time of attacker

Node 1 2 5 7 8 9
P 1.0 1.0 1.0 1.0 1.0 1.0
S |80.0000 | 80.0000 | 80.0000 | 80.0000 | 80.0000 | 79.1542
T 0 383 400 499 334 683
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V. Conclusions
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