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Abstract

In this paper, we propose an analysis framework to capture the trends of information security

incidents and evaluate the security policy based on the incident analysis. We build a big data from

news media collecting security incidents news and policy news, identify key trends in information

security from this, and present an analytical method for evaluating policies from the point of view of

incidents. In more specific, we propose a network-based analysis model that allows us to easily

identify the trends of information security incidents and policy at a glance, and a cosine similarity

measure to find important events from incidents and policy announcements.
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[1l. The Proposed Methodology

1.1 Big—data analysis framework
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Fig. 1. Big data—based information security incident
and policy analysis model
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1.2 Policy and incident grouping
1.2.1 Keyword network

B Rt 92 HAEE 245 M9EE BE)
9I3h G2 vhold g AR A=) FEEE BB

E e AzduaAle setetr] fe agzE o839 vl

A HIEY A 4 (Network analysis) 7198& o] &3t} 7]
E

1510

1 =

AAE ¥, VETAA o8 =E(node)7t F4
=R, EAAE S seA B3

7= UEAAE 9 wAA vehd dole] JaE A



The big data analysis framework of information security policy based on security incidents 75

Asta, 7 golE ¥33k F49 TGS 7 (weigh) 2 )
= Wzt FAE AR
2-mode MEHIE FA3 &, ol& W7t HEHYIR F

key
words

1-mode network

key key
@—‘documem @
N

Z2-mode network

Fig. 2. Keyword network

1.2.2 Keyword importance
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Table 1. The cross analysis of policy vs. incidents.
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Fig. 3. Incident-related keyword network

1.1.2 Keyword extraction
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Table 3. Key words for incident groups
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Fig. 4. Policy—related keyword network

Table 4. Key words of policy group
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1.2. Trend Analysis

1.2.1 Event detection
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1.3. Policy evaluation
1.3.1 Responsiveness

Table 7. The cross analysis of

incidents and policy
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1.2.2 New trend detection
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Table 6. List of new—coming policy topic words

Month Keywords
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1.3.2 Time—gap analysis

Table 9. Sensitivity analysis of policy response over incidents
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V. Discussions
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Table 11. Randsomeware damage reports[21]

1st 2nd 3rd 4th
total
quarter quarter quarter quarter
2015 0 127 58 585 770
2016 176 353 197 712 1,438

V. Conclusions
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