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Abstract

In this paper, we propose to present a model of cloud security that has emerged as the biggest

topic of cloud computing, replacing the traditional IT environment. While cloud computing is an

extension of existing IT technology, security issues and threats can be applied to traditional security

technologies. However, the biggest difference between a typical computing environment and a cloud

computing environment is a virtualized environment with a hypervisor. Currently, there are many

weaknesses in the virtualized environment, and there are few related security products. In order for

a cloud computing environment to function as a reliable IT environment, we expect more research on

hypervisor-based security technologies, and we expect to secure safer cloud services through a

secure model over the next generation of new—based networks.
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[I. Preliminaries

1. Cloud Security Criteria Setting
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2. Cloud Security Vulnerability

2.1 Virtualization infrastructure
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2.2 Vulnerability of Virtualization infrastructure
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3.Data loss of all user at Server

1.Hypervisor Hacking 2.All 05 control for

of Hacker Hypervisor Managing guest OS
Fig. 1. Hacking of Hypervisor
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2.1 1% ion — Host OS=»Guest OS

T.Malware Infect 3.All Guest QS Infection

& All Virtual Machine Infect

Fig. 2. All guest infection for Malware

= SHEjHlolE s AR (A/V storm)] WA Aot
ol 7158 QtEutelE 2~ Ves 835t Zh 7}
o tEjute]y 2~ ofo]AET} HAHth Ao E 719
oM = tERtolg|2Eo] AT Azt oM FIE HALE
% = AR s Q7] wiie] Zt 7dm el dA]E Qe
Hholg| 2~ Fol FAldl F&E 7beAol wrk olYd A
o] HEE] FAlo] Ff t2Td = JUE
= iﬂﬁ}“ﬂ M= AAE SRR AJ2E HA| F-817) vl
£ Ejnpole] A AFolg) gir). QbEjnfole] A 2
< A THE AR A FEeE A TP AE] A
S #A3] AstAe BAE s,

A, 7 7Pdralel AXE dlo]HES] HAFE AT A
= AR FA- B oF gt sl A|2E
el &85e BE 7HHAEY] BekreEs S99t fAs

A SN 2 eG4 erelutolel g opyme
ATUAE BUSA A2 4G A8k ek old @ A
o opgas AN £ 27AE S4Y Y, T
A, ol ol Sold Fbgvialel SAA Hek $el Bilel

A wrEE A7 8

AA 7w A F2e=
38t AT, S stelntelA gl
& 5 g} stelsnte| A o] B ¥ (privileged level) Xtk
2 oA sAeks 7Rl 3} ]ﬂ‘ﬂ"]ﬂe 343 7}
&3t Als gho] glrt. whebA, 74
Al Well A E2bshe Qherkel e ] o E A= 713t A
T G0l Bt AZA7}E fr}, o] =Qls, QHEjHtele| A= o
ojsfutel A o] Ftsto] stoluutolA FEI 5 sfo|wuto] A
of AU ePda=s HAD 5 fl= A o] Sirk. spo] ot
ojA7} et el Ao FAAS G w9, T 5t
ojzfutelA ol w2l B 7MY D1£4 Aol =g "1@
SHAl H 2z sfo]suto] A9 Hek Fa3k offro|tH[2

QFEjHte] 2] o] EE 7}
xH 7]-‘*5} o grE El-;q

o TTTol-—e

LHO]] AA AE 9= A

2.3 IT resource sharing and insider threat
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2.4 Unclear security responsibilities and
complexity of policy
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3. Next Generation Network CCN
CCN(Contents Centric Network)< 7]&
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1. Request Contents
m 2. Search Contents
3. Request Contents
4 Respond Contents
3. Store Contentsin C3
D (Contents Store, Cache)
6. Respond Contents
7. Request Contents
3. Search Contentsin C§
D (Contents Store, Cache)
9 Respond Contents

Fig. 3. CCN Protocol Process
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[ll. The Proposed Scheme
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1. Analyzing cloud security measures
1.1 Security measures through integrated
security log collection and analysis
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1.2 Secur ity measures through isolation and
intensive analysis
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1.3 User security measures
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1.4 Secur ity measures with SecaaS
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2. Proposed lIsolated Cloud Security Model

Based on Next Generation Network
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users Server Profile |
!
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Fig. 4. Isolated cloud systems from outside
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Table 1. process content of Ingress packet

List Value

Identification Store with content hash value for requested ID

Method Method Value of request content

Content Real Content

Location Physical Location Info. of Requested content
Operation Service Env. & Process Info. of Content

2.1 Packet Contents Verification
o Fol| A {91 == HF& TCP/IP A7 el = AlXo] A4
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Data: Interest Packet
Result: Content Packet
while ccninterestqueue is not empty do
dequeue ccninteresiqueue;
decompose content name of Interest Packet,
/* Check in the file /WEB-INF/web.xml */ ;
if Serviet request then
parse parameters;
reconstruct content name to ccnuri;
if ccnuri is not in ccnurihashmap then
if first segment then
insert ccnuri into ccurihashmap,
assign processing thread;
write Content Packets to ccncache ;
else
L do nothing;
else

|_ fetch Content Packet in ccncache;,

else
perform cenpush algorithm or discard the
| packet;

Fig. 5. CCN get packet processing algorithm
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2.2 Registry Verification
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AzEge] FaA o,

Define of internal Host Registy
{

DWORD regid; J/ registy 1D
DWORD flags; Jf Flags (read, write, execution etc)
STRING fullpathinfo; J/ Location

STRING otherconnectino;
STRING sveobj

STRING names;

DWORD multiaccess;
DWORD ip_address,
DWORD srenefent
DWORD seclabal;
DWORD updatetime;

J/ connection information (ingress URI)
J/ semice name

// Host name

J/ concurrent access number

|/ server |P address

J/ source network object number

/| object level

J/ object update time

Fig. 6. Host Registry Structure

2.3 Profile Verification

FHoR A 2EDS Pt eshs HolEst 9g
F7HH o 22 AAE st 22 de
7h RAEE FRol nek A Aol o] Wiz of
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Fodt 2sE golstn 835 ZA2E $Y sl

e
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N

Define of Server Protection Profile

{
DWORD policyid;
DWORD action;
DWORD reserved;
DWORD flags;
STRING ifn;
STRING obijtype;
STRING srcnet;
STRING dstnet;
STRING svcobyj;
STRING ugroup;
STRING timeobj;
STRING vpnpolicy;
STRING comment;
DWORD limit_Kbps;
DWORD priarity;
DWORD dpilevel;

// Policy 1D

/i pass/denyjencrypt

Jf reserve field

J/ SPD flag

/f interface name

J# object type

// source network - egress NW Info

// destination network - ingress NW Info
/i service object — egress request Info

J/{ user group - egress user info

// time object — service request time Info
/f VPN ploicy

/f Log comments

J/f bandwidth limit

/i Traffic delay priority

Jf DRI level;

// | DLEVEL_CRITICAL, ..., dpilevel )

DWORD timeout; Jftimeout for delay attack

Fig. 7. Profile Structure

2.4 Operation Protocol
oF Aol i A dxjol] wa} Hjzle] FAIE™H CON A
o= Wghsty olwj i

-

Check Host registry and
user right for contents

Initial Request
Msg(R)

Translate to CCN

check contents in cache

Data Transfer Msg :
> Check profile info

tprofile info)

Translate to TCP/1P

Store contents in cache €« Translate to CCN contents transfer

Data Transfer Msg

Translate to TCP/IP

Fig. 8. Operation protocol flow

Receive

contents

IV. Evaluation and Result Analysis

1. Evaluation
2 E=aollA] Agke wels Hrlelr] ) Fig. 99h 22
7oA HAES s,

pil

Attacker
-Kahi Limx

——==0

|~
|

- Ubuntu Limux WEB Server
- Proposed Model - Ubuntu Limux
Chent - Monitoring - Apache-+Tomcat
- Windows 10
Fig. 9. Test Environment.
yWHdow &9AAE LinuxE AFHESFaL CCNol A v £ 3k
CCNxE 4 7Mste] HAEE Hagit], UlF-do] Anel=
I AR]AE H2ESE] $13)] Apache 941H 9} Tomcat= 3|5}

itk FefololEt A AHgAIsh B4 PCE nh Felo]
A A 3 BehAE ol ate] YAIHlo] HTalgla

FAAE Qole] 32 97 Z, Syn B ¥ £ £A9,

2. Result Analysis
2.1 Result
o=l Aol Fig. 103 ol 7IE/AGF T/
DDoS ¥4-& Flood #ZEC] FSiElo] HEHA g% 4
0] /\]ﬂﬂb SA, BE 79 TCP/IP 718k Flood HAES
5 Garbage 2 Junk #|Zl o2 B7/012 k0] Z7} 2pdsl=
7334'5 B}
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Hacker

// (in)vaild HTTF GET Flood  _
w bandwidth HTTP Dos _ _

Inte et Slowleris

DDoS attac| e
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