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Abstract

The study proposed a system that filters the data that is entered when analyzing big data such as

SNS and BLOG. Personal information includes impersonal personal information, but there is also personal

information that distinguishes it from personal information, such as religious institution, personal feelings,

thoughts, or beliefs. Define these personally

identifiable

information as sensitive information.

In order to prevent this, Article 23 of the Privacy Act has clauses on the collection and utilization of

the information. The proposed system structure is divided into two stages, including Big Data Processing

Processes and Sensitive Information Filtering Processes, and Big Data processing is analyzed and applied

in Big Data collection in four stages. Big Data Processing Processes include data collection and

storage, vocabulary analysis and parsing and semantics. Sensitive Information Filtering Processes includes

sensitive information questionnaires, establishing sensitive information DB, qualifying information, filtering

sensitive information, and reliability

analysis.

As a result, the number of Big Data performed in

the experiment was carried out at 84.13%, until 7553 of 8978 was produced to create the Ontology

Generation. There is considerable significan ce to the point that Performing a sensitive information cut

phase was carried out by 98%.

» Keyword: Big Data, Personal Information Protect,

Information Filtering System
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Fig. 1. Sensitive information processing restricted
statistical data[1]
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Il. An Analysis of Personal
Information Processing Restriction

1. Trend Analysis of Personal Information Damage
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Table 1. Scope of Personal Information.
Type Scope of personal information
Human | Name, resident registration number, address, telephone
intelligen | number, date of birth, birth date, email address, family
ce member information, family member information, etc.
. Physical information (facial, fingerprint, iris, voice, gene
Physical | . . . .
informati |nforlmat|on, height, we|ght,l etc.) .
on Medical care and health information (health status,
medical records, physical disability, strength, etc.)
Mental
informati | Such as ideas, religion, values, etc.
on
Credit | Financial transaction information (credit card number,
informati | account number, loan and savings details, real estate
on retention details, credit assessment information, etc.)
Social Education information (educational records, records,
. | qualifications, details of criminal records, etc.), legal
informati | . . A ) )
on information (records, criminal records, details of fines,
etc.), etc.
Location information such as phone calls, website access
etc. . .
details, email or telephone messages, GPS, etc.
Table. 2+ 2013L4‘:~2016L477}7<] A= 84 ANdgR
Aafalar A dardss vehd B oid 169 1] 718
A Alar /})DLO] skl Qlrke 248 & = ok AAl AR
%7 :

~2013A7HA] s
2 A2 AIAR HEge] 2011 39 299
xﬂzéEM 22 3l 9 30UNH AlFHAARE A 522 2013
d 89 65 AJdE Ao 9o EAEr4].

Table 2. Reported reports of personal information violation and

consultation by each type of year(Unit : Number)
Classification 2013 2014 2015 2016 Total
Report 2,347 2,992 2,316 1,559 9,214
Counseling 175,389 | 155,908 | 149,835 | 96,651 | 577,783
Total 177,736 | 158,900 | 152,151 | 98,210 | 586,997
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Table 3. An Analysis of receipt of report by Type of Personal Information violation(Unit : Number)
Reception Type Year ‘2013 ‘2014 ‘2015 ‘2016
Personal Information Collection Requirement 2,634 3,923 2,442 2,568
Notice of disclosure when collecting personal information 84 268 65 54
Collect excessive personal information 1,139 1,200 868 390
Use for purposes other than purpose or third party 1,988 2,242 3,585 3,141
Personal injury caused by personal information handlers 1,022 1,036 857 622
Personal information processing entrustment control 44 40 22 25
business transfer or Take over 47 54 41 41
Person responsible for personal information protection 51 39 48 123
Securing personal information safety measures 4,518 7,404 4,006 2,731
Personal information group 602 686 767 545
Right of information subject to information 674 792 957 855
Violation of inspection 510 352 381 286
Gather Children's Personal Information 36 33 34 33
Theft of personal information damage to other persons 129,103 83,126 77,598 485,57
Personal information related to stroke 35,284 57,705 60,480 38,239
Total 177,736 158,900 152,151 98,210
Table 4. Types of Personal Information and Privacy Infractions(‘06 ~’13: Rate(%))
Case A B C D E F G
10 79.9 50.0 30.0 0.0 20.0 0.0 0.0
20 65.5 41.4 32.8 8.6 121 0.0 1.7
Age 30 74.0 66.0 28.0 8.0 12.0 2.0 0.0
40 63.0 67.4 34.8 10.9 0.0 0.0 0.0
50 91.7 4.7 25.0 8.3 0.0 0.0 0.0
Gender male 70.2 52.4 35.7 14.3 7.2 0.0 0.0
female 69.6 58.7 27 1 3.3 9.8 1.1 1.1
Total Subtotal 69.9 55.7 31.2 8.5 8.5 0.6 0.6
A: Personal information leaks due to careless management of business operators
B: Use of personal information without consent for purposes other than consent
C: Collect personal information and use it for telemarketing purposes
D: No sign of website membership or economic damage due to resident registration
E: Theft items, cyber money, characters, etc. stealing game items with ID and password
F: Financial damage caused by theft of credit information / G: etc.

2. Rules for limiting sensitive information process
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3. Comparative analysis by country for Personal
information regulation
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Table 5. Apply Personal Information Regulatory per National

Nation Regulatory Information Regulatory Note
Information
Korea Pre—processing Consensual Korea
method adopted
Instructions are informed prior to | O p t — | n
EU pre—approval consent, consent | Approach in
Con arrangements, and pre—approval | the current
sont arrangements process  of
Janan Informed consent and follow-up | "@ndling
P arrangements personal
information in
US.A identified cost method the  current
" | (Prior consent of third parties) law.
Korea Mixed relations the criminal law and Korea
Administrative law L
discriminates
R EU There are no guidelines, however, | a gainst
uIZ?i the regulations are mandatory. processes by
on | Japan | Violation of breach of corrective separating
p action them from the
process of
U.S.A identified cost method treatment.
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lll. Sensitive information Filtering
strategy in Big data analytics

1. Big Data Collection and Analysis Technology
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2. Deep Learning for Big Data Classification
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Fig. 7. Ontology for Creation and Data Classification

webA Fig. 7oA vrebd dlole] A4 9 BRE 93 2554
7R gk HldlolE] A4S 3l 2EEA & Z3l
8 B(rule)3} AT} A4 2] FEo] e 4
o 2ol thite 42 vide] 9 54 24 4

Mg Faste o s ARl
ol 54 slar o] dAQl e 725 E
RDF(Resource Description Framework) 12 Z &
RDFE= el 9= Aol et wjel AxE xds|
FE o)A ARES T RHEAAZ
kv

7FeetaL, 7t o] SAARE T F3o] 7hesits].

roax
w Mo
o,

r
[e2

[e)

Im
1o,
Hu
ey
o

Mr o oY e

)
N
iy
o
>
oP
o
N

U g

ot
Ry
i o

o
rlo
Jzor

N

it

m
i)

do ko o H

ol ot
ol
S
=

2 re
X
o

ot kol
o

=2

et

SE

Just a few

Very
Serious

Serious

be small in number

Fig. 8. Creating Taxonomy of Sensitive Information

Fig. 82 Fig. 7l 2J3f wheoldl 2522 A4 9 £57 HHE
7o 2 TaxonomyS AJsHAl dtct oul] A4dE Taxonomy+=
U7 gl AW 7Nke g sk w4l BYo 8 g

[le) Rl
olEl9] AlE R WHl HAd 7HE HEshs wHew
FE-SONNE &S AI9HaL, fHefd 2dl2 SONNEES 7]ike.
2 &3 9l FE-SONNEZeltt, SONNE 22 #|= 9 (James
Bezdek)9] ##] c-means Ea1el5e] #HA WA 52& Y
B el = e I A Bl b b g R = M
07 50191 AT WHAS A Fuw shAx SeliEE
] ARE 222 AFTFE 54o] JH6, 7). wEhA] R R

Hejo|E1E 2718k5-S 53] Taxonomys AAsh= &S sk

IV. Reliability Factor and Performance
Evaluation of Sensitive Information

B Qe veolEE BAA Qs Holgs} g
%

A& sl Adstaa) sk F-ol oA, e
| F =

TR

’E‘ =
o] FE-SONN E2& Aok, o] & 4&3& uf 415
2 A5HrlE T8 B Ao eAS d5s

2 oA

A g,

£l

1. Reliability Factor of Deep Learning

AT A AFE AL TLE Sl s
o
=

Sensitive
information

Reliability

analysis

Sensitive
information filtered
Big Data

J -

[ Creating value ]

Sensitive
information

Q4 Ak ojuig A9-ehe 9914 A5k Ho} @ Yol gick
ole)g B A7) 918 =RolA Ak P e thet
Ro] 27 fiEe] JeE e ¥ A Ak ] oz
A4 Aok S BE AAsHE AF PAT F Yov,



A Strategy Study on Sensitive Information Filtering

for Personal Information Protect in Big Data Analyze 107
Table 7. Results of Big Data Processing Step Experiment
. Proportion Phased end
Phase Execute phase Experimental data Success data Success rate(%) Success rate(%)
Collection and storage Data collection 8978 8972 99.93% 99.93%
¢ Big data storage 9872 8962 90.78% 99.82%
Sentence separation 8962 8956 99.93% 99.75%
Lexical parsin Word separation 8956 8931 99.72% 99.48%
parsing Syntax_analysis 8931 7821 87.57% 87.11%
Lexical analysis 7821 7735 98.90% 86.16%
Semantic classification Semantic classification 7735 7652 98.93% 85.23%
ss Ontology creation 7652 7553 98.71% 84.13%
Results of Big Data Processing Steps 8978 7553 84.13%
Table 8. Test results of Sensitive Information Filtering Process Step
Execute Experimental proportion Phased final
Phase phase data Success data Success rate(%) Success rate(%)
Survey data analysis 3580 3580 100.00% 100.00%
Lexical and Syntax 3580 3575 99.86% 99.86%
Sensitive Information analysis
Learning Steps FE-SONN Deep 3575 3560 99.58% 99.44%
Learning
Taxonomy 3560 3550 99.72% 99.16%
Execute phase
Result o.f Sensmve. 3580 3550 98.00%
Information Prevention Steps

Z Qltk o]Alo] B w=Re] 93 ¥QlEo)y|%: st} e} AlE
Q1 4870 54 F5 gk 7kl 7P 2 g 0.93720]1
WA 2 32 0.10050] Hrk. o|2A) QlAE Aol gk A=
ZA4E A Wk AR FALe <] 1>3)F o] Ao

e —Art £
N

ANF % #)4(Reliability Factor)
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Table 6. Compare table of Reliability Factor

MAX(bit(3) | 2nd_ MAX(bit(7)) Reliability Factor
0.9372 0.1005 0.892766
0.9232 0.1409 0.847379
0.9092 0.1813 0.800594
0.8952 0.2217 0.752346
0.8812 0.2621 0.702565
0.8672 0.3025 0.651176
0.8532 0.3429 0.598101

2. Performance Evaluation and Experiment Results
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V. Conclusion
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