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Abstract

Recently, IoT and Big Data dealing with voluminous and complex sensitive information is one of

the key issues in the era of the 4th industrial revolution. There have been a lot of studies to store

the collected and processed sensitive

information safely in storage data. Especially biometric

information, if it is leaked and becomes identity theft, is hard to be corrected and results in serious

event. To fix the problem, methods such as FIDO or KFTC have been proposed. In this paper, we
propose a modified method of TTAK.KO-12.0098 according to the environment of this paper and

propose a method of safely storing the generated disposable template in a block chain. We show that

our method is better by comparing the existing method and the security analysis.
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Fig. 1. User Registration and Initiation
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Fig. 2. Standard for distributed management of biometrics(KFTC)

1.4 The others



A Secure Decentralized Storage Scheme of Private Information in Blockchain Environments 113

Asshe A 2] QIR ARE g e AEE 7 2K
YA A=EE At Aol]o] ESAQ dlo|gu]o] 2o 4
A BaS A8819E W] G4, v, A olarE A Al
2E3 vlauste] s e EA] Xk

Masayuki et., al& 5% A1H §lo] I71H E5AQ12 P2P
HESAE 7|9ho = gk 2Rl A% el oiaix AlQketsl

TH16]. AHgA dlolel Lhrold 445o] Qi P2P et
$atslo] gl7] el FARE 2okl ARAold HEL 8
= ARgAY) ARAE e S GRS s,

rl

opl

[1l. The Proposed Scheme

o] ol AR

= AR vl R E AAE FElA GET]
3

AIAAIZIT
d27)= ANE Bl F53 vl AR E ol gslo] U3
g8 EZ0TD = A8t

AYE OTTE= dele] AR A3t OTTS S
< E5AIRIE ARl AdE E}% E5AIRN A2 OTTE
HEstar,

SENSOR

W ERolA AR A4S ek BRskl B Sl

Table 1. Notations
7|5 A
{X—=Y: M} X sends the message M to Y
XH( Y) X h:.ashes Y using a strong one-way hash
function(H).
AlB concatenate A and B
AP B exclusive—or A and B
?
A B compare A with B
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U, (RNL) number from a hash function results to a
particular Block Chain.
A particular Block Chain sends the
BCH( ) sufficiently long random number from a
hash function results to User Device.
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results from User Device.
, User Device receives the sufficiently long
BCH( ) random number from a hash function
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Upy Public Key of User Devi
URK Private Key of User Device
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IV. Security Analysis
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Table 2. Security property comparison
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1.1 Privacy protection
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1.2 Replay attack prevention
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1.3 Man-in-the-middle attack prevention
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1.4 Tamper—proof of transmitting data
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V. Conclusions
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