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Abstract

In this paper, we propose a Designed and Developed home router management system. Through

the fourth industrial revolution and development of IoT technology, now people can experience a

wide range of IoT related services at their workplace or daily lives. At the industrial site, IoT

devices are used to improve productivity such as factory automation, and at home, IoT technology is

used to control home appliances from a remote distance. Usually IoT device is integrated and

controlled by the router. Home router connects different IoT devices together at home, however

when security issues arise,

it can invade personal privacy. Even though these threats exist, the

perception for home router security is still insufficient.

In this paper, we have designed and developed home router management system using DEVS
methodology to promote the safe use of home router. Through the DEVS methodology, we have

designed the system and developed the mobile application. This management system enables users to

set up security options for home router easily.
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[I. Preliminaries

1. Related works

1.1 loT Security Threats
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Table 1. loT Security Threats

Security Threat Descriptions

Abnormal manipulation of input nodes and tags
of information recognition

llegal wiretapping of data reader

llegal access of unauthorized users

loT device
vulnerability

Unlawful wiretapping at the server
Vulnerable to directory server attacks
Vulnerable to illegal acquisition of data on
servers

Data server
vulnerability

Difficult to apply and develop various security
technologies due to characteristics of sensor
network

Security of physical location and accessibility
of sensor is weak

Security issues such as illegal data
eavesdropping to sensor and physical removal
of sensor and abnormal installation attempt

sensor networks
Vulnerability

1.2 Case Study in loT Security
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[ll. Management System for Home router
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1. IDASS and AMMS Modelling

1.1 DEVS methodology
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1.2 IDASS Modelling
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Fig. 1. IDASS Model
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Fig. 2. AP List Viewer
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Fig. 3. loT Device Setting Checker
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Fig. 4. loT Device Automatic Setter
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Fig. 5. Password Checker

1.3 AMMS Model ling
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2. Development of IDASS and AMMS
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Fig. 7. Development screen of IDASS and AMMS

AP Monitoring Management System

Application Termination

2.1 Development for IDASS

IDASS(IoT Device Automatic Security Setting System)
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& &77](Home Router)
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Check Security Settings
5‘! Automatic Security Setting

Fig. 8. Development screen of IDASS

Back to Main Menu
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View WiFi List

e Start WiFi Scan

View WiFi List

e Start WiFi Scan

” Back to Main Page ” Back to Main Page

Currently connected WiFi SSID : iptime
Currently connected WiFi Encryption : Not Encrypted!

Detected WiFi List

No. 1
SSID : sehands

[WPA2-PSK-CCMP(
Safety : Secure!

No.2
SSID : sehands

Encryption : [WPA2-PSK-CCMP][WPS][ESS]
Safety : Secure!

No.3

SSID : olleh_WiFi_DD31

Encryption : [WPA-PSK-CCMP+TKIP]WPA2-PSK-
CCMP+TKIPIWPS][ESS]

Safety : Secure!

WiFi Scan Start!

No. 4
SSID : iptime
Encryption : [WPS][ESS]
Safety : Not Secure!

Fig. 9. Development screen of View WiFi List

Check Security Settings "5 A€lslA ¥W & 2u}b
EEY Add 74 TRl SRk A Aol Holdde
A& Bolo] 7l ek 719 #ElAl A A o] H o]
A Qrial FeEE ARl Al Hebd S Pardie) s

H 3 [Fig 1019} 2.

= O 83% M 2% 7:18

HomeRouter Admin Account
Confirm Message

An admin account does not exist.
Please enter admin account you
want to use.

(No spaces)

(In English)

CONFIRM

Fig. 10. Development screen of Check Security Settings
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1113} Zo] Password CheckerE %3] A4 3 WOk oS
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0\1
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Admin Account Setting
Complete

Dangerous!

Your input password is not safe!

Please mput password againt Admin Account Setting Complete.

Please restart this application.

CONFIRM CONFIRM

Fig. 11. Administrator account password setting screen
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Check Security Settings ™+ [Fig. 1219} Zo] 27]
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Check Security Settings

*) Back to Main Page

HomeRouter Admin ID : test
HomeRouter Admin PW : test123456!@#

WiFi On.

WiFi Authentication Method : No Encryption!
Authentication Method Description : Very dangerous! It
can be attacked by a hacker!

Block remote access to HomeRouter
Safe.

Deactivate SYN Flood Attack Defense Function!
Dangerous! Currently your HomeRouter is exposed to SYN
Flood Attack!

Deactivate Smurf Attack Defense Function!

Dangerous! Currently your HomeRouter is exposed to
Smurf Attack!

Deactivate IP Source Routing Attack Defense Function!
Dangerous! Currently your HomeRouter is exposed to IP
Source Routing Attack!

Deactivate IP Spoofing Attack Defense Function!

Dangerous! Currently your HomeRouter is exposed to IP
Spoofing Attack!

Fig. 12. Development screen of Check Security Settings

= [Fig. 1313 o) &4
aysm EEEEE

Automatic Security Setting ™|+
A& FH710l s X}E EO} A%
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Device Automatic Setting

HomeRouter Admin ID : test
HomeRouter Admin PW : test123456!@#

Automatic WiFi Security Setting

Automatic Router Security Setting

.

X Cancel

Fig. 13. Development screen of Automatic Security Setting

Automatic WiFi Security Setting®™|7+ +-57] Wi-Fi A

A s 72 A,

=0 100% 0 2% 12:09

=0 100% 0 2% 12:04

WiFi Setting Complete

WiFi setting is complete.

Please connect to the WiFi you have
setting up.

Press [Confirm] to exit this
application.

WiFi Hidden Setting

Would you like to hide your WiFi so
others can't find it?

NO CONFIRM

Fig. 14. Development screen of Automatic WiFi Security Setting
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Fig. 15. Screen of Router security setting
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HomeRouter Security Setting

Complete

Your HomeRouter security settings
are complete.

Please restart your application
because the HomeRouter will
restart.

Application will shutdown.

CONFIRM

Fig. 16. Development screen of Automatic Router Security
Setting
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Automatic Router Security Setting ™|+
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[Fig. 17]1¥ #°] Automatic Router Security Setting ™|+
Zol HodAge] kR EW
ZaA E1E 4= 9l

, Check Security Settings ™|+

] ru1m

20 83% M 2% 7:21 30 100% 8 2% 12:15

Check Security Settings

ﬁ Back to Main Page

Check Security Settings

ﬁ Back to Main Page

HomeRouter Admin ID : test
HomeRouter Admin PW : test123456!@#

HomeRouter Admin ID : test
HomeRouter Admin PW : test123456!@#

WiFi On. WiFi On.

WiFi Authentication Method : WPA2PSK + TKIP
Authentication Method Description : Very Safe. Please
continue to use this encryption method.

WiFi Authentication Method : No Encryption!
Authentication Method Description : Very dangerous! It
can be attacked by a hacker!

Block remote access to HomeRouter Block remote access to HomeRouter
Safe. Safe.

Deactivate SYN Flood Attack Defense Function! Activate SYN Flood Attack Defense Function...
Dangerous! Currently your HomeRouter is exposed to SYN Safe. Currently your HomeRouter is able to defend about
Flood Attack! SYN Flood Attack.

Activate Smurf Attack Defense Function.
Safe. Currently your HomeRouter is able to defend about
Smurf Attack.

Deactivate Smurf Attack Defense Function!
Dangerous! Currently your HomeRouter is exposed to
Smurf Attack!

Deactivate IP Source Routing Attack Defense Function! Activate IP Source Routing Attack Defense Function...
Dangerous! Currently your HomeRouter is exposed to IP Safe. Currently your HomeRouter is able to defend about
Source Routing Attack! IP Source Routing Attack.

Deactivate IP Spoofing Attack Defense Function! Activate IP Spoofing Attack Defense Function
Dangerous! Currently your HomeRouter is exposed to IP Safe. Currently your HomeRouter is able to defend about
Spoofing Attack! IP Spoofing Attack.

Fig. 17. Check Security Settings

2.2 Development of AMMS

AMMSE 17| #A7F 883 e AlxdolH, ¥
gtaLzt ks APECl teh ARES Fofstal, ofw Fryt of
A Wk FAE e BUHY Alx

skl sk APo] SSIDE dE o R

TEE 5 o,

o
-
£

SO 80%ML%7:50 | W =0 80% M 2% 7:50

AMMS Main

AMMS Main

a Start AP Monitoring ﬁ Back to Main Page a Start AP Monitoring ﬁ Back to Main Page

[List of AP information currently managed]

No. 1

AP SSID : iptime

Encryption : WPS

AP BSSID : 88:36:6¢:55:7a:0e

AP Signal Strength : 63

AP Channel : 7(2442), 2.4GHz

Number of AP with same channel(include your AP) : 1

[Detected AP List]

No. 1

AP SSID : iptime

Encryption : WPS

AP BSSID : 88:36:6¢:55:7a:0e
AP Signal Strength : 63

AP Channel : 7(2442), 2.4GHz

AP Monitoring Start! No.2
AP SSID : sehands

Encryption : WPA2/WPS

AP BSSID : 90:9f:33:18:e1:fe
AP Signal Strength : 40

AP Channel : 9(2452), 2.4GHz

Fig. 18. Development screen of AMMS

BUEES A8 A [Fig. 19]3 Zo] APY ARE R E
¥y o 4= 9tk FAE= AR [Table 219 24,

=0 80% 0 2% 7:49

3O 80% M 2% 7:49

Fmer AP Name

B Send x Cancel

AP Name Send

Your AP has been added. Do you
want to start monitoring? If you click
'No', you can add more routers to
manage.

NO YES
Please enter the SSID of the AP you are currently
managing.

Fig. 19. Development screen of AMMS

Table 2. Monitoring Items and Descriptions

ltems Descriptions
AP SSID SSID information provided by the router
(AP)
Encryotion Information indicating the encryption of
P WiFi provided by the router (AP)
AP BSSID Hardware address information of router

(AP)
Signal strength (strength) of the router (AP)

AP Signal Strength

Channel information provided by the router
(AP)

Number of other APs that use the same
channel as the current AP

AP Channel

Number of AP with same
channel

BUEY A2ge Ao Fueld gA5E APs 3
DAt e weld AP o AnE nelFs) Hv, 3
B RES Fo ofd urt wAHEA dAd & gk

V. Conclusions
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