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Abstract

In this research, a bit correction technique of data hiding method in timestamp of MFT entry in

NTFS file system is proposed. This method is proposed in two ways, depending on the number of

bytes of data to hide. A basic data hiding method using a bit correction technique to solve the

problems of the conventional 2-byte technique is proposed. In order to increase the capacity of the

data, a 3-byte data hiding method using an extended bit correction technique is proposed. The data

hiding method in the timestamps is based on the fact that is not revealed in the Windows explorer

window and the command prompt window even if any data is hidden in the timestamp area of less

than one second. It is shown that the validity of the proposed method through the experimental two
cases of the basic data hiding method by the bit correction method and the 3-byte data hiding

method by the extended bit correction method.
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[I. Problem Statements

1. Data Hiding in Lower 16bits of Timestamps
Chol[5]¢] A-ellA:= NTFSe] 3t e] AR E vehfl= MFT
dEZe] EojglE $STANDARD_INFORMATION 4343}
$FILE NAME 4/39] 747} 4742] BRQI2RIsE = AAAIRE 784
Zh METIER] FAAIRE H2AzE Tl 22t 12 vinke] A7t
o 2rlo] EE HlolH 7= 37k ARSSISIT ey o] By
2 2ulo|EE tlolE] #7]7]0) Edsle HAgelA oFE 2l

AT

FILETIME d"loJg +ZolME 1% mivte] AI7e dEx
(mili-second)®} Y=*(nano-second)Zt mmm:nnnnE2 &2

1071 72} E ARg-sh=l o] 21 A4k 0,000,000 ~ 9,999,999
7S ARk Zolt 5, gt 10] 10043017 wel
12+ 10,000,000h =22 FHAT[10].

1% mke] zpeje] 72k 103 4 gk 16305 ghow Mg}
H 0~0x98967F7} L}, 24HER 187153k 2xjo|t), o] <l
dlolElE 712l gtk 8HlolE 5= J7lE AlEsto] 24H|EE
ARSI g91e] 7 HIECA PRl Fo] i Asy] mitel
gulo] & 2719] Hlo[HE ARg-3to] QBHaHA| BRI Qhof o]
BE w71 S AR Zlolth

Tt BRIARIEE ¥k ks 101 A 99I= ARkl
ofFol Itk 100nseieict 14 S7keh=s Aeaks Fdsh] v
o 1zl AlRke vehdi=tl 89 168]E djoll fofv]gh =
grol 33k = Slvk. HlEYS)e] A hahA| VpeAA] St
= AolA EA7E AR

AT =
2018-08-31  03:34:56(UTC)e] A5l  AF
131,801,600,960,000,000 F&Hc} o] 2 & 167152 HdshA
0x01D440DB960C7000°] Tt 3k 16H1E= “7000" 0.2 %
AE 7] wEe] o] A4S o)z WMAsHA HW Ze9jelA 129
B o] HhAgt) 2018-04-28 10:35:58(UTC) 9] 7441 o]
A7} wrAysiet, o] AJZke 10752 E
131,693,853,580,000,000% Fdu 163425
0x01D3DEDCB1BCFBO0OZ #AHC) 319] 16H]Eodf| HlolE <
71E ¥ B “0x00007S] “defoofof sh=t] A =+="0xFB00”
of freful gt gro] B0 Utk el 2t QI grollA 129 2217k
et 2R AJEOIA|RE o] AS FAIE = gith
Hhol ojW E}IAEISE 2018-08-03 04:51:569] 29
131,777,455,167,596,554°] 3L 0x01D42AE5BAAB680A |t}
o]Z9] a}9] 16H|ES “0x0000" .5 WH7A3sH 2018-08-03
04:51:567} ¥ 3L 131,777,455,167,569,9207} B} st¢1=12]7}
131,777,455,160,000,0002 3F#1#H2] 7} “0,000,0007¢] & Z1&
Z1detl ot ARl = 1A HX ekt Eu AlRR Bkl
o] 2018-08-03 04:51:56°]t}. 7o)l 3}9] 16H]Eo] “680A"7}
So] 9l &t HIEol] 0x41('A)9} 0x42(B)E 4 ¥&
W 131,777,455,167,586,8817} il Az 2018-08-03
04:51:56 2 9A] WIZIRITE Foln|t vlole] dX|gte ofE 9=
1% migke] AJ7bAslgt 207) o]l A2 “AB™F A4S sA%
AlZRo] W7o] H|A] §F& FlojoA] Skdsittar A7ket 4= IH
o&d ek ey 2= B s &)=
Sl dolE7t 5AA ek AR EAF G A|A] GFolofsl]
wj o]l AbAadh Wslele FREA] G gof s}
|39] HPHE ElQ)Elsz o] 519 16H|EE o]
EHE 5717 95t Fas AR o) diehs A8 2AE Sldst
7] §1gh wito ' 71 do|E o] PO BRI AR
FFAA ] WS A7IA] GEE M E 1794 HIES] Flo]

o
rQ
5
>
rr
N



A Steganographic Data Hiding Method in Timestamps

by Bit Correction Technique for Anti-Forensics 77

$MFT Entry

#2003
‘ #2000 ’ #2001 ‘ #2002 ‘,Testﬁleﬂ‘ #2004 ‘ #2005 ‘ ‘

MFT Entry | $STANDARD_ | $FILE_NAME
Header | INFOMATION |  66bytes+ $Ci%1§CtT_ID ($D_ALA)
56bytes 96bytes Name(variable) ytes variable
TestFile
MFT entry #2003
$STANDARD
INFOMATION $FILE_NAME

0-7 File Creation time
8-15 File altered time
16-23 MFT altered time
24-31 File accessed time
32-35 Flags

36-39 Max No. of Ver.
40-43 Ver. No

44-47 Class ID

48-51 Owner ID

52-55 Security ID
56-63 Quota Charged

64-71 USN
Fig. 1.
7HIAAES S3te] BitCorrection 71%5-% 83k WER
18 B TR

L ofef] }Q ]EEX
ﬂ sl 735 240 Eol A 3t
o] WrAEte] 127} 301474‘% 127} 501201*1 E}OV\E’“«]
T2 TAPY oF7] E 4= Sl ZS 24WA] H|ES} 259 A H|EQ)
e 7R datsle] HERAS dlshs 3ulolE HlolH #7)7]&
93 M ERABit Correction) 7|H& H-&a7|2 i}

[Il. FILETIME Format and Timestamp
Manipulating Tools

1. FILETIME Format
1.1 MFT Entry Attribute
Fig. 12 MFTRIEZd &0 = $AET 1 &4 | £
= ERQl=wete] $AE YR Aot “TestFile” oleh=
vlelo] AH = AE] M3 #2003 2kl glal o] 4L 1KBA7]9
MFTIEZ] F3tol] #17%gw]o] otk o] toll= 561te] Eo] MFTS
EgH, 96ule]E] $STANDARD_INFORMATIONSAJ($SD),
66rtolEo] 1AE @Atk splw o] o) 7} 1~25527H4] 7hi
x%o 711_101E 7L“$FILE NAME($FN)*H o] g;l_ -1 oﬂ_‘:_
$OBJECT_ID$} stdulgo] A== $DATAR A€t
[3,8,16].

$SIEell= T ol T e o] 7]13EAQ1
o] gtk o] grll&= 4719 ARMFEE AN &,

3o

= R b

AT,

0-7  File ref of parent dir.
8-15 File creation time
16-23 File altered time
24-31 MFT altered time
32-39 File access time
40-47 Allocated size of file
48-55 Real size of file
56-59 Flags

60-63 Reparse value

64-64 Length of name
65-65 Namespace

66 + Name(variable)

MFT entry and $STANDARD_INFORMATION and $FILE_NAME structure
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1.2 FILETIME Structure
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2. Timestamp Manipulating Tools
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V. Data Hiding Method in Timestamps
by Bit Correction Technique

1. Overview
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} Method-1l (T('TM' TE' TP) :
| No  Exended T !
| Yes GBytes Hiding) @ i
! Nu||| lower 24bits . . !
I — Append 24bits to hide
| n=n+1 @ ? 3[:1 de Ti=B/BeB:BB:H:H:Hy |
1 I
1 Ne f |
S 1
Fig. 2. Procedure of File Data Hiding in an Index Record
/1A SV AIE AaAl7) AL, Aol A A '] 7] dlelEle] Z7]7) 3ufelEg) HIERA 7
B AR FAANE 5S SR AL dedo] 1 Aolh gtk @ el sale] A4 At Bkl S A 24
Zole] Gojo)7] wiel A7hel Fhsk e] Aol 7 volEoltk 3, arraySize=247 Wk Thyel HARs 73 %
7} 1zolch, ASHIE 1784 WES] gl AANE FAt 1o E3 AHD-GF FUsh Aolsh ke B A A3}

o] BitCorrection 715< 488k= Zo|t}. disparity’} +10]  ®~©@9d] thajxqt A=sl7|= 3ic)
A -1olH v 7]15E Tt
H2HE) $S19] 47) EFIARIE Ty T, Tee, Tss ot
disparity=compareTimestamp(T, Th) (13) $FENS] 47] BFI 2B T, To™, Tad®, Temnoll thslo]
correctTimestamp(Thige) (14) 51$] 24H|Eo| do|E|E 43T

12
=4 el 7 R e ot 2

RE #7)¥8E o] g8k compareTimestamp()S 3
st ¢ #F100.2 o] F3i) T = BrBsBsB4B3ByB1Bo (15)
A2H0 BE dlole w717] #4& TR 7)ol 4 FE SR fste] tghae] HE AMkS <

&ato] T3t
3. 3-byte Data Hiding Method by Extended Bit
Correction Technique T =T >> BitsZ2Hide

1719 Bl AE el Qulo|EE 4] uhAlL |G| En A} T = T << Bits2Hide (16)
3t E 230 E F{lol|A] off H|ET} AR o]l &8a} o i -
7 NG PO Jh|EE A WAL A, gupe) /|1 Bilsaides2A0lt, o] SIS v w7 T
= = = = le)
B2 e o4 oA okzre] wlole] YaaAbe] uaek 0,=0000 000]0, 0;=0000 0000, 0,=0000 0000&= &7} 0o.=
= RIS
o ole] ko volel $717] AL & Fol 1aA A T N
27} A= 797 uay o= 1
Z] 7%]’]— 15_7]‘ % Z] - OT7]‘ HE*g-q_].—E]— O] —L_ X:” = H]EEZO Tbilsoff = B7B{;B5B1B’§0 Q 0 (17)
7S E5i3te] 3uto|E HlolE #7|7]E A% & Rl ERA
(Bit Correction) 7|"H-& #lkstc}, A2KD w718w HolH= HlolE W& Hy, Hy, HoZ &

2o] 7% duET dabe AR & A9 BA gy o A uloE dlolEle) = 212 ASCIL B4} 3707 A%
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Ak RO Tosor?t 5718 30| E HHiHo S $hatshd

a3} ol & ¢ Sl

Thice = BrBeBsBaBsHoH1Hy

2K ThideE 8719] Efd2gize] Fafgt & 7|53,
saveMaceSI(Tss®, Tss™, Tss®, Tssr)
saveMaceFN(Tgns, Tern, Tern®, Tern) (19)

H2KY) 3uto| E HIERA 7]HE F9HHIE 24 HESE 25WA)
HIE9] k& 713t dilete] RIERA 7)55& Fgith vlojg 75
7] o] M3} o] %9 e} ~HM o] H] wEcompare Timestamp()©l]
oJ3te] 3 A)zExto] g disparityE 3tE o] Fholl whehA
correct24Bit() L8] 2/FE correct25Bit)E F#ste] BAYL 3
tH(Algorithm 1).

Bit Correction Method for Extended Method

©-1

Algorithm 1.

1 disparity=compare Timestamp(T, Thice)
2 if(disparity==+1)

3 correct25Bit(The); ©@-2
4 disparity=compareTimestamp(T, Thie); ©@-3
5 if(disparity==-1)

6 ‘ correct24Bit(Thige); ©-4
7 else

8 ‘ goto END;

9 end

10 else

11 if(disparity==-1)

12 ‘ correct24Bit(Thige); ©-4
13 else

14 ‘ goto END;

15 end

16 end

25WA) HEQ e 1614 0x1000000L.2 FFHEH T 10
16,777,216°]t}). o] HIE #& WA= 7T
correct25Bit) o]t} 24 A 9] B EQ] ke 1674 0x800000
o7 YW 1074 8,388,6080]t). o] HIEZS HAG}
= 7% correct24Bit()°]t}. o] AL 24 A HIES 0—1 7]
Sk Vsl 182 ® correct25Bit()9] 7153 A
ARgate] HIERAS shAlEh

A%

V. Experiments

1. Experimental Environment

o] AT AHIES v HIAE $4d0A #glo] et

OS : Windows 10 Pro(Ver. 10.0.17134.165)
Disc Format : NTFS v3.1

Storage drive: 2.5“ HDD SCSI

100GB Partition(Total 931GB)
Disc Allocation Cluster Size : 4,096 bytes
Disk Editing Tool : WinHex Ver. 18.4

Timestamp Manipulating Tools: timestomp.exe

Storage Space :

SetMace.exe

2. Case I: Method I-Basic Method
o] ARl 12 EQAaEITo]] 2nfolE HlolE 7]7] ARdelch
%7 dlo]¥ : DataHidingMethod
g - d:WSetMace.exe

7‘(1‘/] E],O]/\Eu_Lv/] %ko E]————J,} 7]_1;]_ F1g3 0]34\9/] g
© 7‘3 Aolek. vlw 2he] 91217} lofelE $7 20k0E(160] E)e)
t}, 971419 dlo|HEL gE<ivd(Little Endian) ¥4 0.2 A7
7] wjio] gulolE Fo| 2L gro] WA ALk

Offset 0 I 2 3 4 5 & 7 8 9 A B € b E B
0COODF400 46 49 4C 45 30 00 03 00 D5 41 00 34 00 00 00 00 FILEO oA 4
0COODF410 01 00 01 00 38 00 01 00 58 01 00 00 00 04 00 OO 8 X
0COODF420 00 00 00 00 00 00 00 00 05 00 00 00 7D 03 00 00 )
0CO0DF430 07 00 00 00 00 00 00 00 10 00 00 00 60 00 00 00 N
0CO0DF440 00 00 00 00 00 00 00 00 48 00 00 00 18 00 00 00 H
0COODF450 I 4 EC|54 33 17 2C D4 01 IOD 84'14 JF 83 FC CF 01 06iT3 ,6 , ful

0CO0DF460 18 91]B3 3B 17 2C D4 01 [p4 EC]54 33 17 2C D4 01 6 6it3 ,0
0CO00DF470 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0CO0DF480 00 00 00 00 09 01 00 00 00 00 00 00 00 00 00 00

0COODF490 00 00 00 00 00 00 00 00 30 00 00 00 70 00 00 00 0 p
0OCOODF4A0 00 00 00 00 00 00 04 00 58 00 00 00 18 00 01 00 X
0CO0DF4BO 05 00 00 00 00 00 05 00 D4 EC]|54 33 17 2C D4 01 6iT3 ,0

0COODF4C0 |00 84]14 7F 83 FC CF 01 |2E B4J43 35 17 2C D4 01 | , fal .~

0C00DF4DO0 [D4EC|54 33 17 2C D4 01 00 CO OA 00 00 00 00 00 0iT3 ,6 A

OCOODF4EO 31 B9 OA 00 00 00 00 00 00 00 00 00 00 00 00 00 1*

OCOODF4F0 OB 00 53 00 65 00 74 00 4D 00 61 00 63 00 65 00 SetMace
0COODF500 2E 00 65 00 78 00 65 00 80 00 00 00 48 00 00 00 . e x e € H
0COODF510 01 00 00 00 00 00 03 00 00 00 00 00 00 00 00 0O
0COODF520 AB 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 « @
0COODF530 00 CO OA 00 00 00 00 00 31 B9 OA 00 00 00 00 00 A 1%
0COODF540 31 B9 OA 00 00 00 00 00 32 AC 00 05 88 69 00 00 1* =
0COODEF550 FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00 00 ¥yy¥,yG
Fig. 3. Case I: Timestamps Before Data Hiding

Offset 0 1 2 3 4 5 6 7 8 9 A B CDE F|
0COODF400 46 49 4C 45 30 00 03 00 D5 41 00 34 00 00 00 00 FILEO on 4
0COODF410 01 00 01 00 38 00 01 00 58 01 00 00 00 04 00 00 8 X
0COODF420 00 00 00 00 00 00 00 00 05 00 00 00 7D 03 00 00 }
0COODF430 07 00 00 00 00 00 00 00 10 00 00 00 60 00 00 00 \
0COODF440 00 00 00 00 00 00 00 00 48 00 00 00 18 00 00 00 H

0c00pF4a50[42 61]54 33 17 2c pa 01 [74 e1]15]7F 83 FC CF 01 DpaT3 ,6 ta fui
ocodstsheo |68 €] 38 17 2C i 01 [c4 6554 33 17 2C Da 0L hi*; ,0 diT3 ,0
0CO0DF470 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0COODF480 00 00 00 00 09 01 00 00 00 00 00 00 00 00 00 00

0COODF490 00 00 00 00 00 00 00 00 30 00 00 00 70 00 00 00 o p
0COODF4A0 00 00 00 00 00 00 04 00 58 00 00 00 18 00 01 00 X
0COODF4BO 05 00 00 00 00 00 05 00 [6E_€7]54 33 17 2C D4 01 ngT3 ,0
ocooggﬁolw e5]iol 7F 83 Fc CF 01 |74 68043 35 17 2C D4 0L Me ful thc5 ,0
0c00 6F 64]54 33 17 2C_D4_OL 00 CO OA 00 00 00 00 00 odT3 ,0 A
0COODF4E0 31 BO OA 00 00 00 00 00 00 00 00 00 00 00 00 00 1%

0COODF4F0 OB 00 53 00 65 00 74 00 4D 00 61 00 63 00 65 00 SetMace
0COODE500 2E 00 65 00 78 00 65 00 80 00 00 00 48 00 00 00 . e x e € H
0COODF510 01 00 00 00 00 00 03 00 00 00 00 00 00 00 00 00

0COODF520 AB 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 « e
0COODF530 00 CO OA 00 00 00 00 00 31 B9 OA 00 00 00 00 00 A 11
0COODF540 31 B9 OA 00 00 00 00 00 32 AC 00 05 88 69 00 00 1% 2~ i
0COODE550 FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00 00 yy9¥,yG
0COODF560 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Fig. 4. Case I: Timestamps After Data Hiding

doly 757] 39| E}%]é%*zﬂ FElE vERd Zlolt
Fig.4& olA9 239 #
E3tol ASCIIEAFe] S=
o2 A=A
$SIE:4d €] “16 61 747 A9k $ENE/d <] “15 65 4D" o=
HERZ 7ol A&HAtE A Hol= ‘140l HA
Zo) 152 WAE Zolr} “2014d11¥€10¢ 01:13:1270] ¢
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g o] Flo|Awt wlolE| 757 $ “01:13: ] oA 1784
HIEo| A &7late] defo] Algto s Ezé Aol

Fig. 5+ tlolg 71718 33 39 “SetMace.exe“E}%l
o] &4 Kot} 7]Ee] AR Wgte] gt

Table 1. Case I: Timestamps Before/After Data Hiding
s:!?nep_s Before Data Hiding After Data Hiding CHrigres
C |01 D4 2C 17 33 54 EC D401 D4 2C 17 33 54 61 44 a D
M |01 CF FC 83 7F 14 84 0001 CFFC 83 7F 1561 74 a't
sl E [01 D4 2C 17 3B B3 91 1801 D42C173BB36968 | H
A (01 D1 73 05 31 6D DC 7901 D1 73 05 31 6D 69 64 | d
C [01 D4 2C 17 33 54 EC D401 D4 2C 17 33 54 67 6] g n
M |01 CF FC 83 7F 14 84 0001 CF FC 83 7F 1565 4D e M
SFN E |01 D4 2C 17 35 43 B4 2E01 D4 2C 17 354368 74 h t
A (01 D4 2C 17 33 54 EC D401 D4 2C 17 33 54 64 6F d o

@

e sy =t AME

o g 28 Z20(exe)

€4 Change or dump any file timestamp by using
UK D

ERA 686KB (702,769 Ht0| £)

Cla3 g 37 688KB (704,512 HO| £)

QL 2R 20184 88 5% Y2 Y, OF 21845

+Eot R 2014 118 102 €€, 2% 101312

L ES- g 20181 8% 5% YR Y, O 21845

4 Do ®gr Oszm ).

Jot

i
e
b
2

2(A)

Fig. 5. Properties of “SeMace.exe"”
After Data Hiding

3. Case lI: Method llI-Extended Method

el AbE2E P HlolH 717 Whie] A8 ol

=74 HlolH

: Steganographic data hiding in timestamps

At o d:WdataHidingWtargetFile.txt

HolEE <7171 de] EfIagize] ke %29 FH5H
s o] glar, vlole #31 %9 Blagze 959 ya
wlo] giek o] A9-= Abel19] 49 22l $FILE_NAMES] E}
Q@mr} % o veRde sk 8.3 TUe] e Aol
50 sk 255470 AR A 9l 71 shIgeltt. 8.3
Eoe] Abg ol Aelste] AT 5 ok,

o|AE A ZER A thet o] S WA + Ak

HKEY_LOCAL_MACHINEWSYSTEMWCurrentControlSet
WControlWFileSystemel| 4] NtfsDisable8dot3NameCreation

1D 92 F2”
E5 EE 61 67" W€t dlold 7|2

9B"—>“01 D4 2F 42 AA 72 67 6F”
67 6F"= wWZAHrh

e 0me

12 AASAY WHIFIEA “ciWdfsutil
behavior set Disable8dot3 0”& %

gasm A
Offset |0 1 2 3 4 5 6 7 8 9 A B C D E F|

0CO0E1800 46 49 4C 45 30 00 03 00 AE OF 00 4B 00 00 00 00 FILEO ® K
0C00E1810 01 00 02 00 38 00 01 00 A8 01 00 00 00 04 00 00 8 B

0CO0E1820 00 00 00 00 00 00 00 00 06 00 00 00 86 03 00 00 1
0CO00E1830 03 00 00 00 00 00 00 00 10 OO 00 00 60 00 00 00 N
0C00E1840 00 _00 00 00 00 00 00 00 48 00 00 18 00 00 00

H

0(:00%5@0 21 56 40]ad 42 2F D4 01 [EZ 92 TD]E6 F1 23 D4 01 !VesB/O o' =fi#d

0COOE o[9B"37 ES[AA 42 2F D4 01 [21 56 40JA4 42 2F D4 01 >74B/O !'veuB/O

0C00E1870 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0COOE1880 00 00 00 00 09 01 00 00 00 00 00 00 00 00 00 00

0CO0E1890 00 00 00 00 00 00 00 00 30 00 00 00 78 00 00 00 0 x

0COOE18A0 00 00 00 00 00 00 05 00 5A 00 00 00 18 00 01 00 z

0CO0E18B0 |10 00 00 00 00 00 01 00 [21 56 40]a4 42 2F D4 01 1venB/0

ocuor%g& [Fz 52 1D]E6 F1 23 D4 01 [FZ 92 ID|E6 FL 23 D4 OL o' «fi#d &' ai#d
B

0coo |21 56 40|A4 42 2F D4 0L 00 00 00 00 00 00 00 00 !vess/d
0CO0E18EO0 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 0O

0COOE18F0 OC 02 54 00 41 00 52 00 47 00 45 00 54 00 7E 00 TARGET ~
0COOE1900 31 00 2E 00 54 00 58 00 54 00 00 00 00 00 00 00 1 . TX T
0CO00E1910 30 00 00 00 78 00 00 00 00 0O 00 00 00 00 04 00 O x

0C00E1920 SE 00 00 00 18 00 01 00 10 00 00 00 00 00 01 00 *
DCUU%EN 21 56 40]a4 42 2F p4 01 [E2 92 1DJE6 F1 23 D4 01 1vemB/O &' xii#d
0COOE; | 92 _1D|E6 FL 23 D4 _OL |21 56 40|Ad 42 2F D4 OL o' «i#0 !veuB/0
0C00E1950 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0C00E1960 20 00 00 00 00 00 00 00 OE 01 74 00 61 00 72 00 t
0CO0E1970 67 00 65 00 74 00 46 00 69 00 6C 00 65 00 2E 00 g e t F i 1
0C00E1980 74 00 78 00 74 00 00 00 80 00 00 00 18 00 00 00 t x t €
0C00E1990 00 00 18 00 00 00 01 00 00 00 00 00 18 00 00 00

0CO0E19A0 FF FF FF FF 82 79 47 11 00 00 00 00 18 00 00 00 ¥9¥9,vG

Fig. 6. Case 2:

ar
e .

Timestamps Before Data Hiding

Offset | 0 1 2 3 4 5 6 7 8 9 A B C D E F
0COOE1800 46 49 4C 45 30 00 03 00 AE OF 00 4B 00 00 00 00 FILEO & K

0COOE1810 01 00 02 00 38 00 01 00 A8 01 00 00 00 04 00 00 8
0COOE1820 00 00 00 00 00 00 00 00O 06 00 00 00 86 03 00 00 t
0COOE1830 03 00 00 00 00 00 00 00 10 00 00 00 60 00 00 00 N
0COOE1840 00 00 00 00 00 00 00 00 48 00 00 00 18 00 00 00 H

ocoon$§gol53 74 o5]ad 42 2F D4 01 [7_61IEE]ES]FL 23 D4 01 StemB/O gaiafitd
0COO0E. 0 [6F 67JF2]AA 42 2F D4 01 [61 70 68|A4 42 2F D4 01 ogd2B/O aphuB/O
0CO0E1870 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0CO0E1880 00 00 00 00 09 01 00 00 00 00 00 00 00 00 00 00

0CO0E1890 00 00 00 00 00 00 00 00 30 00 00 00 78 00 00 00 0 x
0COOE18A0 00 00 oo 00 00 00 05 00 5A 00 00 00 18 00 01 00 zZ
0COOE18B0 10 00 00 00 00 01 00 [€9 63 €4]a4 42 2F D4 01 icdnB/O
ocoon$$§§|e1 74 bllEb F1 23 D4 01 [68 69]E4|ES] F1 23 D4 OL ata=i#0 hiadn#d
0COOE [E5 6k €7]a2 42 2F Da 01 00 00 00 00 00 00 00 00 inguB/O
0COOE18EO0 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00
0COOE18FO0 0C 02 54 00 41 00 52 00 47 00 45 00 54 00 7E 00 T A
0CO0E1900 31 00 2E 00 54 00 58 00 54 00 00 00 00 00 00 00 1 . T
0CO0E1910 30 00 00 00 78 00 00 00 00 00 00 00 00 00 04 00 0 x
0CO0E1920_5E.00..00.00.18.09 01 00 10 00 00 00 00 00 01 00 *
ocoong}ﬁg‘eg 6E J4]A4 42 2F D4 01 [60 ED]ESIES]FL 23 D4 01 intuB/0 ima&fi#0
0COOE: 73 74-61|E6 F1 23 D4 01 [6D 70 73|Ad 42 2F D4 OL sta=i#d mpsuB/O
0CO0E1950 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

BEGET~
X

0COOE1960 20 00 00 00 00 00 00 00 OE 01 74 00 61 00 72 00 tarx
0COOE1970 67 00 65 00 74 00 46 00 69 00 6C 00 65 00 2E 00 ge t File.
0COOE1980 74 00 78 00 74 00 00 00 80 00 00 00 18 00 00 00 t x t e

0CO0E1990 00 00 18 00 00 00 01 00 00 00 00 00 18 00 00 00
0COOE19A0 FF FF FF FF 82 79 47 11 00 00 00 00 18 00 00 00 ¥9¥¥,yG

Fig. 7. Case 2: Timestamps After Data Hiding

Fig.62 dloJHE +717] Mo Bp2gize] 237 iAo
ok vIE Zke] X7} dlo|EE w4 3ute]EE YER Folt)
Fig.7& HlolH & 7h+ $9 Ell2gize] 237 i o|t}. 7
el vl Zult} Table 29] “Hide Chars”9] A4S =70 A
oJt}.

HIERZ 7ol 4709] Ef]agixe] A& Q). $SI44]
of FAARE HlolHE %713 B4 “01 D4 23 F1 E6
—“01 D4 23 F1 E6 6E 61 67"—“01 D4 23 F1
L “2018/07/25
08:31:35"—“08:31:36" 2.2 W7 ojx wAo] Hasjr} 25
Wa HES 0-1% uHrH “E6"-“E5" & W€t} o]
“08:31:34" = v =l o] A7t} zpo]7h vpRE “GE"¢]
LU E(24H A W E)E 0—12 W45t “6E"—>“EE’2 ®
AEHA Yefe] “08:31:35"2 HAHL}

$S184 o] MFTRIER] =4 AIZE “01 D4 2F 42 AA E5 37
—“01 D4 2F 42 AA F2
dolHE %7]a Wi “2018/08/08
18:07:27"-“18:07:28"2 WA HELL o]AS BAF 7| 3)A
‘7279 AMIEE 12 WAste “F2"= upprH “18:07:28"

I~
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—“18:07:27"& HAHTE o] 9= 24WA HER 12 WA
Tk Zasta 25WA HE tie B Fa A gt

$EN(short)e] MFTIEZ] F4AIZH- “01 D4 23 F1 E6
1D 92 F2"—“01 D4 23 F1 E6 64 69 68"—“01 D4 23 F1
E5 E4 69 68"= A" doHE %7l i
“2018/07/25 08:31:35"—“08:31:36" = HHit}, o] A th3h
wAol Faslt}y 25WA HEES 1508 vd “E6"—>“E5”
& WAk o] w “08:31:34"% upHEd “647¢] AYHE
(249A HE)E 0—12 ¥4 “64">"E4"2 WA= HEA
Aol “08:31:35" = HA AL},

$FN(ong)9] 4 7+ “01 D4 23 F1 E6 1D 92 F2"—
“01 D4 23 F1 E6 65 6D 69"—“01 D4 23 F1 E5 E5 6D 69"
= WA deoldE +7]aL v “2018/07/25 08:31:35"—
“08:31:36" = wpHIth oA gk ®BAo] sttt 25WA
HES 15082 HHMA “E6"-“E5"® WAHT o] 1
“08:31:34" = npIt} “6579] ARMIEQ4MA HE)E 0-1
2 WA “64">"E4"= HIAEHA Qo] “08:31:35"=
RRa=

Table 2. Case 2: Timestamps Before/After Data Hiding

s:!?nep_s Before Data Hiding After Data Hiding CHrigres
C |01 D4 2F 42 A4 40 56 2101 D4 2F 42 A4 65 74 53 etS

M |01 D4 23 F1 E6 1D 92 F201 D4 23 F1 E5 EE 61 67 nag

! E |01 D4 2F 42 AA E5 37 9B01 D4 2F 42 AA F2 67 6F rgo
A |01 D4 2F 42 A4 40 56 21|01 D4 2F 42 A4 68 70 61| hpa

C |01 D4 2F 42 A4 40 56 2101 D4 2F 42 A4 64 63 69 dci

$FN| M |01 D4 23 F1 E6 1D 92 F201 D4 23 F1 E6 67 6E 69 ata
short| E |01 D4 23 F1 E6 1D 92 F201 D4 23 F1 E5 E4 69 68 dih
A (01 D4 2F 42 A4 40 56 2101 D4 2F 42 A4 67 6E 69 gni

C |01 D4 2F 42 A4 40 56 2101 D4 2F 42 A4 74 6E 69 tni

$FN| M |01 D4 23 F1 E6 1D 92 F201 D4 23 F1 E5 E5 6D 69 emi
long| E |01 D4 23 F1 E6 1D 92 F201 D4 23 F1 E6 61 74 73 ats
A |01 D4 2F 42 A4 40 56 2101 D4 2F 42 A4 73 70 6D spm

V. Conclusion

o] AFANE 7129 ERe)REA HolEl$717] el
AR BAHS AAS] A% HERR PES A,
L o] A el Agakis 309 20jel=el o
NEE $7 5 QAW 15 129 AZro] BE EAHE BA
7bgshe Hol o MERA 7He Adser, B 52
dolele] §32 F7b1717] Slal 3 whol= Held %717 ¥
Wt 3 8 i ERA 7S AT o FA e
Hg8 Aol v 48 Bl Aokn el By

2]
& AFetaL wlole7h 4K ARo] =EHA B AH7Re

g A WAl glolE 47)7] WelEls AL
o] AT Al A EL EQlaHE MEET & »
A =75 AREte] S QI o] W Alze] Wol iﬁﬂ
H
I

7] whiel] e HOlEE %717 A% PHoRE HuA g,
FEaARA Belsae] ole $717] =78 sk 1
A7} Slolok s gl Holel® 44 & gl e
U AT} Fslolo Gk ER, o] AT 2ujolEst
oI el 7118 e MERR e AL
oule] = %717] WpEol el WAl 15 vlS AT 3]
E MelAE % o AR Btk ARE AP HoR o

al
gk, Svh e 35 EE 352 o Je] AgHEA @

HE S B HEE F50 AFdAR AN
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