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A Method of Data Hiding in a File System by Modifying Directory Information

Gyu-Sang Cho*

Abstract

In this research, it is proposed that a method to hide data by modifying directory index entry information.

It consists of two methods: a directory list hiding and a file contents hiding. The directory list hiding method

is to avoid the list of files from appearing in the file explorer window or the command prompt window.

By modifying the file names of several index entries to make them duplicated, if the duplicated files are
deleted, then the only the original file is deleted, but the modified files are retained in the MFT entry

intact. So, the fact that these files are hidden is not exposed.

The file contents hiding is to allocate data to be hidden on an empty index record page that is not

used. If many files are made in the directory, several 4KB index records are allocated. NTFS leaves

the empty index records unchanged after deleting the files. By modifying the run-list of the index

record with the cluster number of the file-to—hide, the contents of the file-to—hide are hidden in the

index record.

By applying the proposed method to the case of hiding two files, the file lists are not exposed in

the file explorer and the command prompt window, and the contents of the file—to—hide are hidden in

the empty index record. It is proved that the proposed method has effectiveness and validity.
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Il. Directory Indexing of NTFS

1. B-Tree Directory Indexing
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2. Data Structure of Index Record
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Table 1. Structure of an index record [11,15]
Offset (S)i/ztg) Descriptions
0-3 4 “INDX” Signature
4-5 2 Offset to Fixup Array
6-7 2 Entry Number of Fixup Array
8-15 8 $LogFile Sequence Number(LSN)
16-23 8 VCN of This Index Record
24-27 4 Offset to Start Position of Index Entry
28-31 4 Offset to End of Used List of Index Entry
32-35 4 Offset to End of Allocated Index Entry
36-39 4 Flags
40-63 24 Fixup Arrays
64-4095 variable Index Entries

3. Data Structure of Index Entry
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Table 2. Structure of an index entry [11,15]

Offset (ts;;ztz) Descriptions

0-7 8 MFT Reference of This File Name
8-9 2 Length of Entry

10-11 2 Length of $FILE_NAME Attribute
12-15 4 Flags(1:Child Exists,2:Last Entry)
16+ variable $FILE_NAME Attribute
St‘;‘fets 8 VCN of Child Node

Table 3. Structure of $FILE_NAME attribute [11,15]

Offset (ts;;ztz) Descriptions

0-7 8 MFT Reference of Parent Node
8-15 8 File Creation Time
16-23 8 File Modification Time
24-31 8 MFT Entry Modification Time
32-39 8 File Access Time
40-47 8 File Allocation Size
48-55 8 Real File Size

56-59 4 Flag

60-63 4 Reparse

64-64 1 Length of File Name
65-65 1 Namespace

66+ variable File Name

[Il. Data Hiding Method by Modifying
Directory Information

1. Overview
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2. File Directory Hiding
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Method-I (File Directory Hiding)

Method-II (File Contents Hiding)
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Fig. 2. Procedure of File Data Hiding in an Index Record
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3. File Contents Hiding
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V. Experiments

1. Experimental Environment
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OS : Windows 10 Pro(Ver. 10.0.17134.165)
Disc Format : NTFS v3.1

Storage drive: 2.5“ HDD SCSI

100GB Partition(Total 931GB)
Disc Allocation Cluster Size : 4,096 bytes
Test File : dataHideOl.txt ~ dataHideO6.txt
Source(Working) Directory : e:WhideDataSrc
e:WhideDataTargetl,

Storage Space :

Target Directory :
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e:'WhideDataTarget2
Disk Editing Tool : WinHex Ver. 18.4

2. Experimental Case
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Fig. 10. MFT information of hideDataTarget2 Directory
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Offset 0
00278300064 61 4761 4869 64 65 46 69 6C 05 30 = 0 64 dataHideFileO2 d
00027890101 74 61 48 69 64 65 46 69 6C 65 30 32 20 64 61 ataHideFile02 da
000278902074 61 48 69 64 65 46 69 6C 65 30 32 20 64 61 74 taHideFile02 dat
000278903061 48 69 64 65 46 69 6C 65 30 32 20 64 61 74 61 aHideFile02 data
00027890408 69 64 65 46 69 6C 65 30 32 20 64 61 74 61 48 HideFile02 dataH
000278905069 64 65 46 69 6C 65 30 32 20 64 61 74 61 48 69 ideFile02 dataHi
00027890604 65 46 69 6C 65 30 32 20 64 61 74 61 48 69 64 deFile02 dataHid
00027890705 46 69 6C 65 30 32 20 64 61 74 61 48 69 64 65 eFile02 dataHide
00027890806 69 6C 65 30 32 20 64 61 74 61 48 69 64 65 46 File02 dataHideF
00027890909 6C 65 30 32 20 64 61 74 61 48 69 64 65 46 69 ile02 dataHideFi
00027890A0C 65 30 32 20 64 61 74 61 48 69 64 65 46 69 6C 1le02 dataHideFil
00027890BOES5 30 32 20 64 61 74 61 48 69 64 65 46 69 6C 65 e02 dataHideFile
00027890COBO 32 20 64 61 74 61 48 69 64 65 46 69 6C 65 30 02 dataHideFileO
00027890D0B2 20 64 61 74 61 48 69 64 65 46 69 6C 65 30 32 2 dataHideFile02
00027890E0RO 64 61 74 61 48 69 64 65 46 69 6C 65 30 32 20 dataHideFile02
00027890FO0fe4_61 74 61 48 69 64 65 46 69 6C 65 30 32 20 64 dataHideFile02 d
Fig. 11. Changed Index Record of hideDataTarget1 Dir.

Offset | 0 1 2 3 4 5 6 7 8 9 A B C D E F_

00 AQ00f64 61 74 61 48 69 64 65 46 69 6C 65 30 33 20 64 dataHideFile03 d

000278A010§61 74 61 48 69 64 65 46 69 6C 65 30 33 20 64 61 ataHideFile03 da
000278R020§74 61 48 69 64 65 46 69 6C 65 30 33 20 64 61 74 taHideFile03 dat
000278A030§61 48 69 64 65 46 69 6C 65 30 33 20 64 61 74 61 aHideFile03 data
000278A040§48 69 64 65 46 69 6C 65 30 33 20 64 61 74 61 48 HideFile03 dataH
000278A050§69 64 65 46 69 6C 65 30 33 20 64 61 74 61 48 69 ideFile03 dataHi
000278A060§64 65 46 69 6C 65 30 33 20 64 61 74 61 48 69 64 deFile03 dataHid
000278R070§65 46 69 6C 65 30 33 20 64 61 74 61 48 69 64 65 eFile03 dataHide
000278A080f46 69 6C 65 30 33 20 64 61 74 61 48 69 64 65 46 File03 dataHideF
000278A090§69 6C 65 30 33 20 64 61 74 61 48 69 64 65 46 69 ile03 dataHideFi
000278A0A0J6C 65 30 33 20 64 61 74 61 48 69 64 65 46 69 6C 1le03 dataHideFil
000278A0BO§65 30 33 20 64 61 74 61 48 69 64 65 46 69 6C 65 e03 dataHideFile
000278A0CO§30 33 20 64 61 74 61 48 69 64 65 46 69 6C 65 30 03 dataHideFileO
000278A0DO}33 20 64 61 74 61 48 69 64 65 46 69 6C 65 30 33 3 dataHideFile03
000278A0E0f20 64 61 74 61 48 69 64 65 46 69 6C 65 30 33 20 dataHideFile03

000278A0F0j64 61 74 61 48 69 64 65 46 69 6C_65 30 33 20 64 dataHideFile03 d

Fig. 12. Changed Index Record of hideDataTarget2 Dir.
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