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A Design of Client BBS System for Secure HVA
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Abstract

In this paper, we propose a new type of client server environment to improve the architecture

vulnerable to hacking in an existing client server environment. On the server side, move the existing

Web server to the client side and This is a way for clients to communicate only the data they need and

suggests a structure that completely blocks the web attack itself to the server. This can completely

prevent a server from being hacked, spreading malicious code and hacking data on a server. It also

presents a new paradigm that will not affect servers even if malware is infected with client PCs. This

paper validates the proposed environment through BBS (Big Bad Stick) hardware in the form of USB on

the client side. This study proof that secure services are provided through encryption communication

with server-side security equipment, indicating that this study is a system with new security.
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1. Client Side

1.1 BBS(Big Bad Stick)
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~§ ifconfig
Ethernet HuWaddr 00:e.

babisss@DB_SERVE!
ens33 Lin|

Decrypt start =

accept >> superroot,super
1d: superroot
pw: superrootil
not DB 3 | babisss
AES256Encrypt start
Decrypt start —-e-
accept >> superroot,super 4
1d: superroot
pw: superrooti! mysql> mysql> select * from dept;
not DB ERROR 2006 (HY0B0): MySQL server has gone away
AES256Encrypt start No connection. Trylng to reconnect.
Decrypt start Connection id:
accept >> superroot,super|Current databa
1d: superroot

B pw: superpassi

80581

root@DB_SERVER: ~/anubis_progect

2 | gomanager | gomanageri!
| fnfndico

| superroot | superpassi
| gomanager | gomanageri!
| babisss | Fnfndioe

4 | super

S6Encrypt start
ddb243e505c4037F461dc

Fig. 17. Policy Server & DB Contents
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Fig. 18. Attack Test with Dynamic Code
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Fig. 19. Dropped Log Data

[V. Conclusions

RN Ak AR 71Ee] Az o] opd 2

14

o
re
(m
o,

st=glo] tuto| 25 Fgate] A thof 71 8
2HE % 9 AHE AASIIE § A S8
4% BBSE FalAMRE Aol sbestng wg-
Feje] Mujag 5% 5 915} F3k Fefe]AE PC

B AE PCe} #2F]
o2 Qe oPFEe] 7S Sl E BBSH 340
AQ é}ﬁv}. o] 31‘8& kg

fm o

2 22 2 oy M
R
oy
(@)
f

¥,
o My

o] Aulzekar 3 5 9l

oj¢} o] 7|E
A A el g *ﬁ«l "dx*
93} MES A =40 v
Z2v% 7 A Hdth

thah, Zeho]dIE PCoF 1A% BBS AH Y| fIAHE &
F HAstelof sk g D F7h e sjasof 3 Ry
2har grekatt. BRSO A5 A9l #A4 2 B9l )7t
EAtER Aue] ARES HAFre R Qs ofee A
sfAstar m=gk Mujol] AR SIAH7E EFHE e HTTP Z
ZEFo] opd CCN 7|uke] TR EF2 BN Qs 2 A
oA zEle] P TR §AE 5 9 FHel At 2
asjtha geksk,

REFERENCES

[1] Jae-Kyung Park, Won Joo Lee, Kang-Ho Lee, "A Study
on the Isolated Cloud Security Using Next Generation
Network" Journal of The Korea Society of Computer and
Information Vol. 22 No. 11, pp. 41-48, November 2017.

[2] Sung-Jin Kim, Jae-Kyung Park, “Strengthening

Authentication Through Content Centric Networking”
Journal of The Korea Society of Computer and
Information Vol. 22 No. 4, pp. 75-82, April 2017.

[3] Hyung-Su Lee, Jae-Pyo Park, Jae-Kyung Park, “A
Network Transport System Using Next Generation CCN
Technology” Journal of The Korea Society of Computer
and Information Vol. 22 No. 10, pp. 93-100, October
2017.

[4] Jachoon Kim, et al, “Content Centric Network—based
Virtual Private Community,” IEEE ICCE, Las Vegas,
January 2011.

[5] Jae—kyung Park, “A study of Secure Total Authentication
System”, The Korea Society of Computer and Information
Vol.23 No.2, pp. 283-284, 2015.

[6] Parc, A DESCRIPTION OF CONTENT-CENTRIC

NETWORKING (CCN) based on a Special Invited Plenary



80  Journal of The Korea Society of Computer and Information

Short Course by Van Jacobson at the Future Internet
Summer School, Bremen, Germany on July 22, 2009.

[7] Van Jacobson, D. K. Smetters, James D. Thornton, Michael
Plass, Nick Briggs, and Rebecca Braynard. Networking
Named Content. In CoNext, 20009.

[8] Van Jacobson, D. K. Smetters, James D. Thornton, Michael
Plass, Nick Briggs, and Rebecca Braynard. Networking
Named Content. In CoNext, 20009.

[9] Michael Meisel, Vasileios Pappas, and Lixia Zhang. Ad
hoc networking via named data. In MobiArch’10. ACM,
2010.

[10] Van Jacobson, D. K. Smetters, Nick Briggs, Michael
Plass, Paul Stewart, James D. Thornton, and Rebecca
Braynard. VoCCN: Voice-over Content-Centric
Networks. In ReArch, 2009.

[11] Q. Deng, Y. Luo, and J. Ge, "Dual threshold based
unsupervised face image clustering," Proceedings of
the 2nd International Conference on Industrial
Mechatronics and Automation, pp. 436-439, 2010.

[12] SIMGRID Project, http://simgrid.gforge.inria.fr

[13] http://blog.kt.com/1139

[14] http://www.bikorea.net/news/articleView.html?idxno=
20827

[15] http://m.etnews.com/amp/20180726000372

[16] https://en.wikipedia.org/wiki/Raspberry_Pi_Foundation

Authors

received the BS,
p Department of Computer Engineering, from
- Dongguk University 1994, MS and Ph.D.
degrees in Department of Computer Science
from Hongik University, in 1996, 2002,
respectively.

.\ Jae-Kyung Park

Dr. Park joned the faculty of Department of Information
Security at Seoul Gangseo Campus, Korea Polytechnics, in
2015. He 1is currently a Professor in Department of
Information Security at Seoul Gangseo Campus, Korea
Polytechnics. He is interested in network security and cyber

security.

Young-Ja Kim received the BS, MS and Ph.D
degrees in Department of Computer from
Kunsan National University, in 1993, 1998,
2007, respectively.Dr. Kim joined the faculty
of Computer Science at Korea Polytechnics,
in 2000. She is currently a Professor in
'Department of Data Analysis at Seoul Gangseo Campus,
Korea Polytechnics. She is interested in network security
and cyber security.



