Journal of The Korea Society of Computer and Information
Vol. 23 No. 10, pp. 111-117, October 2018

www.ksci.re.kr
https://doi.org/10.9708/jksci.2018.23.10.111

Software Implementation of Lightweight Block Cipher CHAM for Fast Encryption

Taeung Kim®*, Deukjo Hong**

Abstract

CHAM is a lightweight block cipher, proposed in ICISC 2017. CHAM-n/k has the n-bit block and
the k-bit key, and designers recommend CHAM-64/128, CHAM-128/128, and CHAM-128/256. In this

paper, we study how to make optimal software implementation of CHAM such that it has high

encryption speed on CPUs with high computing power. The best performances of our CHAM
implementations are 1.6 cycles/byte for CHAM-64/128, 2.3 cycles/byte for CHAM-128/128, and 3.8

cycles/byte for CHAM-128/256. The comparison with existing software implementation results for

well-known block ciphers shows that our results are competitive.
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[I. Definitions and Notations
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[Il. Block Cipher CHAM

1. Brief Description of CHAM

nﬂl‘f B £S5 KU E 78 9E H‘O} nHE s 55
=Hsl= 2 9435 CHAM ¢85S CHAM-n/kE 7]
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rot m{

AN

Table 1. Parameters of CHAM
cipher n k r w k/w
CHAM-64/128 64 128 80 16 8
CHAM-128/128 128 128 80 32 4
CHAM-128/256 128 256 96 32 8
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X+ 1 = X1 [0] 11 X1 [1] 1 X1 [2] 1 X [3] 0.2 E7])EITK

o

Plaintext

[ CHAM H Key ﬁ@
X 4

‘ Ciphertext ‘

Fig. 1. Encryption Process of CHAM

CHAM=> Round &4+¢} 7} roundell €8+ Round Key
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fr o

For 0 <1 < k/w,
RKTi] < K[i]PROL{(K[i)®ROLg(KI[i])
RK[G(+k/w)®1] < K[i]OROL(K[iD®ROL (K[i])

KIil
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N N
RK[i] RK([(i+k/w)D1]

Fig. 2. Key schedule of CHAM
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For 0 <j < 2,
Xi+1[3] < ROL((X:[0]1BDHHROL(X [11)®RK[i mod 2k/w]))
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For 0<j<2 X[019 Xi[1]¢] Q14 Eal AEA AERE BE X [3]3
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void CHAM_64_128_Encryption(unsigned short

= RK[16],unsigned short X[4],unsigned short C[4]) {
X[0]=ROL(((X[0]"0)+ (ROL(X[1],D*(RK[0OD)),);
X[11=ROL(((X[ 11" D+ (ROL(X[21,8) (RK[11)),1);
\ X, [0] e X131 X[2]1=ROL(((X[2]"2)+ (ROL(X[3],1)"(RK[2]))).8);
X[31=ROL(((X[31"3)+ (ROL(X[O],8)RKI[3D),1);
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2. Encryption Process of CHAM e
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IV. Optimal FSBE Implementation of Fig. 4. Four rounds of CHAM

CHAM Encryption Algorithms 2. FSBE Implementation of CHAM-128/128

and CHAM-128/256

1. FSBE Implementation of CHAM-64/128
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3. FSBE Process of CHAM
[RK BAKe<1{0,11] vE 7], 2= 7] BA
- CHAMS| 7]& 4 %23 sdsith
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V. Optimal FMBE Implementation of
CHAM Encryption Algorithms

1. FMBE Implementation of CHAM-64/128

1.1 SIMD Operations

FMBEZ & AF23F SIMD(Single Instruction Multiple
Data) 9AHS WA Al CPUAM A dale dF2 5
o] seto.@ CPUM| w}h vk A7} 33 A ofF7} vad.
SIMD+= th9] HloElE & o] WE Aito® A o +
2 AHgEh SIMD @ikl ol Ee] A& o] &3k W
intrinsic % o|&3l= W, Vector classE ©|&3sh= ¥
5ol 3tk 15 SIMDAAES $13) o) FAo) A AMESH
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Vector classolA] ¥4 AAd Vector M55 At
o 71 AMEEE WHeE 2784 ot WA Tulbvec8 X<
24z} dzpelo] A <4(integer), unsigned, 16bit, vector, 871&
oJn| gt} & unsigned short X[8]9} 22 ou]o|t}, 72 wiet
©2 ‘Tud2vecd X'& unsigned int X[4]9} & ojujolt},
xmm #A|2=E9] 7|7} 128bite]7] wiiEol ZHzt WlE 831
16bit 870, 32bit 4702 FA¥ T} Vector classE ARHE-HHA
Vectorg shhe] WG 74]"}01 7¥Fsetthe o]3o] St ol &
QAT HAAH Vector Wl 742t A3hek W4E Wolofgt
=3

CHAM-64/128914 vX& wt== 3o v} 2}, WA
A8k M59] Vectors A4 etch. CHAM-64/1289] 7%
Mol w7t L R3dhy] Wi vX% 4715 A wel A7)}
16bito]7] wiito] 87) E52] wE 47 Vector@4AE Yol
=3

lu16vec8 vX[4];

vX[0][0] = Xo[0]; vX[2][0] = Xo[2];
vX[0][1] = X4[0]; vX[2][1] = X4[2];
vX[0][2] = Xo[0]; vX[2][2] = X.[2];
vX[0][3] = Xs[0]; vX[2][3] = Xs[2];
vX[0][4] = X,[0]; vX[2]14] = Xs[21];
vX[0][5] = Xs[0]; vx[2][5] = Xs[2];
vX[0][6] = Xs[0]; vX[2][6] = Xs[2];
vX[0][7] = X-[0]; vX[2][7] = X;[2];
vX[11[0] = Xo[1]; vX[3]10] = Xo[31];
vX[11[1] = Xi[1L; vX[31[1] = X[31];
vX[11[2] = Xo[1]; vX[31[2] = Xo[3];
vX[1113] = Xs[1]; vX[3][3] = Xs[31];
vX[1114] = X4[11; vX[3114] = X4[31];
vX[1]15] = Xs[1]; vX[3][5] = Xs[31];
vx[1]6] = Xe[1]; vX[3][6] = Xs[31];
vX[1117] = X;[1]; vX[3117] = X,[3];

CHAM-128/128, CHAM-128/256414 vX& whei= 344
2 vty gt} CHAM-64/1289] 739-9}F npxi7lA =2 4742
w7} 2237 wiol vXE 4705 AR o1 wel A7)

32hito]7] wWEo] 47) B2 w& 247} Vector 948 Hol&

.

lu32vecd vX[4];

vX[0][0] = X,[0]; vX[2][0] = Xo[2];
vX[0][1] = X4[0]; vX[2]1[1] = X4[2];
vX[0][2] = X,[0]; vX[2][2] = X,[2];
vX[0][3] = X;[0]; vX[2][3] = Xs[2];
vX[11[0] = Xo[11; vX[3]10] = Xo[31];
vX[11[1] = X4[1]; vX[3I[1] = X;[3];
vX[11[2] = Xs[1]; vX[3][2] = X.[3];
vX[11[3] = Xs[1]; vX[3][3] = Xs[31];

1.2 SIMD-based FMBE Implementation

CHAM-64/1282 91= =717} 16 B]Eo|t}. SIMD 3ol
A= 128 HIE xmm YA LEE o] g3t} 8719 f1= #E &

Aol A2 g 4= gltk

7t ZF- o ALEHE S Vector classZ FHo] oA
gtk Fig. 5ellA & 4 ol 8 £59] ehe= 34 AXKRE)
o] HE#ow Hz¥rl. CHAM-64/128¢ tidt FMBE 71
o] 4 ghe= 78 A== v gtk ok FSBESF thEA
b g AR = ghol ol sk WER wEo] Al
of it}

void CHAM_64_128_Encryption(lu16vec8
vX[4],lutevec8 vC[4]){

VvRK[16],lu16vec8

vX[0]=ROL(((vX[0]"vi[0])+(ROL(vX[1],1)"~(vRK[0]))),8)
vX[11=ROL(((vX[117vi[ 1 1)+(ROL(vX[2],8)~(VRK[11))),1);
vX[2]=ROL(((vX[2]"vi[2])+(ROL(vX[3],1)"~(vRK[2]))),8);
vX[3]=ROL(((vX[3]"vi[3])+(ROL(vX[0],8)~(VRK[3]))),1)
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10 X{1] X121 X131 10 X(1] x(21 X(3] X101 x[13 x(21 x(31, xTo)xta) xi2xiz] o) xia1 (21 31 X101 x(11 xi21 (31 | X10] {11 x(2] x(3]  X'10] (1) X{2] xi3

P

[xion xion]xionlxion xioxiofxiofxio|  xu1|xai|xiay x| xian xian xian xia1. o1 ol xiol xior xioy xior xioy|xio)| (a1 (a1 (a1 (a1 a1 a1 a1 i)

’_R.ﬂ

Ixto1/x101 101 x{o1 x(0] (01 x{0] x(0]

Fig. 5. FMBE implementation of CHAM-64/128

2. FMBE Implementation of CHAM-128/128
and CHAM-128/256

E£5 A717F 1280IEQ]l 4%, Y= A7|7} 32H|E9]
SIMD F-&o| A& 128HE xmm HA|2EHE 479 EEL
Aol A 4 ek (Fig. 6 Fa). CHAM-128/128
CHAM-128/256¢] th3l FMBE 7149 4 2= 44 =
o} 2t

|d

[o
ol = =t R

[t

void CHAM_128_128_Encryption(lu32vec4
vX[4],lu32vec4 vC[4]){

vRK[8],lu32vec4

vX[0]=ROL(((vX[0]"vi[0])+(ROL(vX[1],1)"~(vRK[0]))),8)

vX[11=ROL(((vX[117vi[ 1 1)+(ROL(vX[2],8)~(VRK[11))),1);

vX[2]=ROL(((vX[2]"vi[2])+(ROL(vX[3],1)"~(vRK[2]))),8);

vX[3]=ROL(((vX[3]"vi[3])+(ROL(vX[0],8)~(VRK[3]))),1)
}

void CHAM_128_256_Encryption(lu32vec4
vX[4],lu32vec4 vC[4]){

vRK[8],lu32vec4

vX[0]=ROL(((vX[0]"Vi[0])+(ROL(vX[1],1)~(vRK[0]))),8)

vX[11=ROL(((vX[11™Vi[1])+(ROL(vX[2],8) (VRK[11))),1);

vX[2]=ROL(((vX[2]"vi[2])+(ROL(vX[3],1)~(vRK[2]))),8);

vX[3]=ROL(((vX[3]"vi[3])+(ROL(vX[0],8)~(vRK[3]))),1)
}

‘ X[1] HXIZI H X(3] ‘ W‘ X[1] H X[2] HXB] ‘ ‘Xlﬂl Hxlll ‘ X[2] H X3] ‘ X[0] H X[1] ‘XIZJ ‘

RE |+ RF L - RF RF

X'[0] ‘X[l] H X[2] H X[3] ‘ X'[0] ‘X[l] H X[2] ‘X[S] ‘ ‘X’[O] H X[1] ‘ X[2] H X[3] X'[0] H X[1] ‘X[Z] ‘ X[31

e

‘x[o] ‘ X[0] | X[0] ‘Xlol ‘

‘Vx[l] {xu] xlllJXlll ‘

X[0] | X[0] | X[0] | X[0]

X[1] ‘ X[1] | X[1] ‘Xll] ‘

| RF |

‘X[D] ‘X[O] X[o] ‘ X[0] ‘ ‘X[l] ‘X[l] X[1] ‘ X[1] ‘ ‘X[U] X[0] | X[0] | X[0] ‘ ‘X[l] ‘X[l] X[1] ‘X[l] ‘

Fig. 6. FMBE implementation of CHAM-128/128 and
CHAM-128/256

3. FMBE Process of CHAM

[RK BA(K<1{0,11)] HIZE 7], 2= 7] A

- CHAM®] 713 78 W23} Fdait.

[¢33HRK, me1{0,1})] HFE mol g ¢=F B4

- mE wa7|Z yre] X[0]~X[31& stk

- xmm #FAEE AMHEH] $18F Vector M5 Adg)
(VRK[2k/w],vX[4],vC[4])

= o|9} FAlo 7 HE] FzolA g5 AN s Hs)
e xmm HA2H A7) S WEHE FHo] FFofof
gk}, (el vi[0][0] = vi[0][1] = -~ =vi[0][n] = 0. n
2 9E Y4 pol})

- RK% vRKzte= WE=Z Fola &gsjol gt (o
vRK[0][0] = vRK[O][1] = -+ = vRK[O][n] =
RK[0]. n& ¥ 944 Folt})

- HE moE T X B vXE o] Fojopitt (o
vX[0][0] = vX[0][1] = -+ = vX[0][n] = RK[O]. n
HE] dx groltt)

1% & 3= CHAMS| FSBE %413 F4s}tt),

|
[

VI. Performance

E AFA CHAM ¢agls 782 Intel Core i5
Skylake@2.3GHzol| A =301 2™, Dev-C++ 5.110] ¢
T2 ARE Y Table 2% CHAMe tigk $-2]9] +d 2
I 9 7)ES e A B g5l ogk ad st i 4
5 vdsta Ak

CHAM-64/1289] 79 @ &5
7} CHAM®] Al 7HA4] ¢aEls & 7 el
T dust 27 7P mE 1o HEESITh 1 o]
e v BE5 458 oA e 2 49 volHE dast
sl7] 984 CHAM-64/128% of2 F dag]sdl vls) o &
o] TZFojofel= WA, 4 B d%st T A= xmm
HA2EHZ SA AT = A EF0] dA
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$= 57h A7) HEel Ao FAH:
Table 2914¢] HRE E3), g9 WHo] CHAM

g ol
Zo 489 4 Yt An £39 48 7 /WYL FAT
& 9tk Table 29) 9 QPREAFE Do ST Holiz F=

FuelEe 72 R 54 e

Table 2. Performance of lightweight block ciphers (cpb :
Cycles Per Byte)

) size(bits) speed(cpb)

Cipher block| key | FSBE | FMBE | "
CHAM-64/128 | 64 128 43.5 1.6 Ours
CHAM-128/128 | 128 | 128 12.1 2.3 Ours
CHAM-128/256 | 128 | 256 14.2 3.8 Ours
SPECK-64/128 | 64 128 10.1 2.4 [4]
SPECK-128/128| 128 | 128 5.7 2.6 [4]
SPECK-128/256| 128 | 256 6.1 2.8 [4]
SIMON-64/128 | 64 128 28.7 5.2 [4]
SIMON-128/128 | 128 | 128 21.6 7.5 [4]
SIMON-128/256 | 128 | 256 23.0 8.0 [4]

AES-128 128 | 128 11.4 6.9 [6]
LEA-128 128 | 128 9.3 4.2 [2]
PRESENT 64 |80/128 - 5.8 [3]
Piccolo—80 64 80 - 5.7 [3]
Piccolo—128 64 128 - 6.8 [3]
VIl. Conclusion
CHAMS o)A} 7jts]o] ICISC 20174 e A
EZ o35 dugFo|th B E=RE AT 7Y 379
A9l CHAM 1 453t 7+ 7|Hol isl] A3 2785 4
Nkt 71E9] v A £5 45 dudse vsd 3
o Aol ke T el Avse) o] nhaw, £ i)
A#7} CHAMO tls) A8 & 9= A3 50 a3} &
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