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Abstract

Today, we are living in the era of data and information. With the advent of Internet of Things

(IoT), the popularity of social networking sites, and the development of mobile devices, a large

amount of data is being produced in diverse areas. The collection of such data generated in various

area is called big data. As the importance of big data grows, there has been a growing need to share

big data containing information regarding an

information about individuals,

individual
directly releasing

entity. As big data contains sensitive

it for public use may violate existing privacy

requirements. Thus, privacy-preserving data publishing (PPDP) has been actively studied to share big

data containing personal information for public use, while preserving the privacy of the individual.
K-anonymity, which is the most popular method in the area of PPDP, transforms each record in a

table such that at least k records have the same values for the given quasi-identifier attributes, and

thus each record is indistinguishable from other records in the same class. As the size of big data

continuously getting larger, there

is a growing demand for the method which can efficiently

anonymize vast amount of dta. Thus, in this paper, we develop an efficient k—anonymity method by

using Spark distributed framework. Experimental results show that, through the developed method,

significant gains in processing time can be achieved.
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[I. Background

1. K—anonymity
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Table 1. Original table and 2-Anonymized table
Original Table

RID Age Gender Disease

1 31 M(1) Diabetes

2 21 M(1) Anemia

3 26 F(0) Pneumonia

4 36 F(0) Anemia

5 34 M(1) Diabetes

6 25 F(0) Pneumonia

2-Anonymized Table

RID Age Gender Disease

1 30~39 *(0~1) Diabetes

2 20~29 *(0~1) Anemia

3 20~29 *(0~1) Pneumonia

4 30~39 *(0~1) Anemia

5 30~39 (0~1) Diabetes

6 20~29 *(0~1) Pneumonia
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Fig. 1. Example taxonomy trees of Age and Gender
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2. Apache Hadoop
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Fig. 2. HDFS Architecture
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3. Apache Spark
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//Step 1: Load Files to HDFS
1. Load_Data_to_Memory(data);

Main
Input: k-value, data, partition num, attr
Output: k-value, node, k-Anonymized table

//Step 2: Create Taxonomy Tree and
Generaliztion Lattice Tree

2. Make_Taxonomy Tree(attr);

3. Make_Generalization_Lattice(t_tree);

//Step 3: Make RDD and Partition, Cache

4. Make_RDD_From_HDFS(data);
5. RDD_Repartition(partition num);
6. Cache();

//Step 4: K-Anonymity (Map & Reduce)

7. k_check = false;

8. while('k_check)

9. node = next Generalization Lattice;
10. result = MapReduce(node);

11. k_check = Check_k_value(result);
12. end while;

13. Save_Output_to_HDFS(path),

Fig. 5. The Pseudocode for A~Anonymity in Spark Distributed
Environment
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3.2. Step 2: Create Taxonomy Tree and Generalization
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3.3. Step 3: Make RDD and Partition, Cache
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Fig. 8. Make RDD and Partition, Cache

3.4. Step4: Spark-MapReduce for K-Anonymization
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Fig. 9. K-Anonymity on Spark Map & Reduce
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Input: RDD of Original Table, node of Generalization Lattice
Output: {Generalize_Data, sq(Sensitive Information)}
1. Map_RDD(original data){

2. q_line = line’s quasi-identifiers;

3 trans_line = Generalize_Data(q_line, node);
4. write(trans_Iline,sq); //Output by JavaPairRDD
5. %

Fig. 10. The Pseudocode of Map for k—Anonymity

3.4.2 Spark-Reduce for K-Anonymization
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Input: Output of Map(javapairRDD)

Output: Map<String, Long>= {equivalence class, num}
1. Reduce_RDD(map_output){

2. Count_By_Key(javapairRDD);

Write_to_RDD(equivalence class, num);

3
4.}

Fig. 11. The Pseudocode of Reduce for k—Anonymity

3.4.3 Check termination condition
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Table. 2. Server Specs and Spark Options used in the experiments

HDD size 4 TB
Memory size 64 GB
Server Specs
CPU 4
CPU cores 8
Executor—cores 4
. Executor-memory 10 GB
Spark Options
Driver-memory 10 GB
Java heap max 55 GB

1. Experimental Results
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Fig. 12. Execution time comparison between non—distributed

k—anonymity and distributed k—anonymity for varying number
of records (k = 500)
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Fig. 13. Execution time comparison between non—distributed

k—anonymity and distributed k—anonymity for varying number
of k value (data size = 0.5 GB)
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Fig. 14. K—~Anonymity on Spark Distributed System

V. Conclusion
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