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Abstract

Social engineering attack means to get information of Social engineering attack means to get

information of opponent without technical attack or to induce opponent to provide information directly. In

particular, social engineering does not approach opponents through technical attacks, so it is difficult to

prevent all attacks with high-tech security equipment. Each company plans employee education and

social training as a countermeasure to prevent social engineering. However, it is difficult for a security

officer to obtain a practical education(training) effect, and it is also difficult to measure it visually.

Therefore, to measure the social engineering threat, we use the results of social engineering training

result to calculate the risk by system asset and propose a attack graph based probability. The security

officer uses the results of social engineering training to analyze the security threats by asset and

suggests a framework for quick security response. Through the framework presented in this paper, we

measure the qualitative social engineering threats, collect system asset information, and calculate the

asset risk to generate probability based attack graphs. As a result, the security officer can graphically

monitor the degree of vulnerability of the asset's authority system, asset information and preferences

along with social engineering training results. It aims to make it practical for companies to utilize as a

key indicator for establishing a systematic security strategy in the enterprise.

» Keyword: Attack graph, Social engineering, Risk assessment, Network security, APT attack
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Table 1. Overview of related work

Keyword Category

Contents

— Network security planning architecture [3]
Generation the graph — Logical generation the attack graph [4, 5, 6]
— Attack graph using bayesian network [7]

Attack graph

Risk evaluation

— Attack graph—based probabilistic security metric [8]

— CVSS-based security metrics [9]

— Unknown vulnerabilities based security metrics [10]

— Security assessment in dynamic(multi-layer) networks [11,12, 13]

Definition & Classification

— Social engineering attack technique classification [1,2,15,18]
— Social engineering using attack graph [19]

Social engineering

Attack research

— The penetration test using social engineering [14,16]
— Social engineering attack through SNS [17]
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[I. Preliminaries

1. Related works
1.1 Attack graph
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Table 2. Classification of social engineering attack

Keyword Attack techniques Description
. . It is a technique in which people are identified in an access controlled system or are followed by
Piggy backing .
people who have access rights.
Personal Shoulder surfin It is a technique of gathering information while stealing the work or document that the object performs
¢ through the shoulder by direct observation around the attacked object.
. It is a technigue in which an attacker accesses an object directly and masquerades as if it is someone
Direct approach . . . . ) ; . ;
else or creates a situation in which the information is obtained.
Vishin It is a combination of voice and phishing. It is a technique for taking sensitive information by setting
Ph g arbitrary situation or impersonating another person by using a fixed telephone or internet telephone.
one
Smishin It is a compound word of SMS and Phishing, and it induces the installation of mobile malicious
g code through the URL address in the text message to seize sensitive information of the victim.
Evil twin It is a technique to capture information by impersonating a legitimate network in order to gather
(fake access point) desired information and accessing the wireless AP created by the attacker.
This technique, called Trojan—Throat in the real world, is a technique of taking information by using
Baiting the curiosity of the victim and the physical medium to put the virus and file together and open
the file to the user.
. . It is a technique to steal victims 'acquaintances' information by acting like a certain person on
Online Impersonation account
the SNS, such as a doppelganger.
It is a technique to infect the user's PC with malicious code or farm the DNS server so that the
Pharming hacker can steal the domain from the middle and get the real site address to connect to the fake
site address.
Phishin It is a combination of private data and fishing. It is a technique to seize information through e—-mail
g or Internet site by assuming financial institution or public institution.
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[1l. The Proposed Scheme

1. Defiition of social engineering techniques
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2. Social engineering training
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[Table 3. &z]
Fig. 1. The communication model of social engineering
Table 3. Social engineering scenario
ASEEE 71 A R A Ade] w2573 4 Stk
— ‘_ ID Scenario Weight
Z 3N ERE YE 5 e, D) Ui, 2) ds) 3) 28] :
_ o = o _ SES-01 Attaching the malware 0.9
T-E3sltH Table 2. Fx]. B %—foﬂ/ﬂt H]—E—Hﬂ ?_]'7301]*'19] (ex, ransomware, backdoor) ’
A3 Fe A B3 34 A HRE BT ulie] Tkt SES—02 Attaching the malicious link(script) 0.7
_ . = (ex. dropper) '
4 71\ Tl LRl &3 3 (phsihing) &4 0= AT : ——
B o e ]-oﬂ o1 SES-03 Link manipulation 0.5
AA 719 M 9 WLdS B3k o] 724, 719 WiH- (ex. phishing site, watering hole) ’
AW f% 59 Alart BAE e 7P AR} 58 ALs)est SES-04 Enticing to input information 03
= - (ex. Impersonation, event) ’
37 7Ielehn @ 4 ok mebd, AslEst 71 9 W9s
3 34 Ay e gt
Prepare ( 1W ) Training ( ~ 2W ) Report ( 1W )
Admin Upload the target Check the status Monitoring & Database analysis Anarft)e/ sz,tthe
Emplo
yee I;:nv;isle Browse mail &
click link URL

Fig. 2. The procedure of social engineering attack response training
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3. Anlaysis of attack graph

719 Wl vIES A= A o, S5 AwA 34 o
ok Fokgh 3tg AEskal oi-gahs ol oglgol Stk o]
AHeE& As] g 719 W MEN A A A 7Fss &
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P
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(scoring)ste], FAA7} H3E Al2gle] =g &5
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A o] 2ol Fast, 2t vAl= vt 2U R ]
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2) AhE FHord A

3) AE e 97t

4) 54 Az A

Generating the attack graph

Generation for
network topology

Vulnerability identification
by system asset

Changing for
network topology

Generation of
expected attack path

Estimate risk
by system asset

Fig. 3. Generation of the attack graph
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4. Social Engineering Attack Graph framework
(SEAG)

A}3last 374 18 =(Social Engineering Attack Graph
framework, SEAG)E 710l A4 ggo] 7153 LY
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4.1 Vulnerability of social engineering
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Table 4. Social engineering vulnerability

ID Scenario Weight

SES-01 Attaching the malware 0.9
(ex, ransomware, backdoor)

SES-02 Attaching the malicious link(script) 0.7
(ex. dropper)

_ Link manipulation

SES-03 (ex. phishing site, watering hole) 0.5

SES-04 Enticing to |npu.t information 0.3
(ex. Impersonation, event)

UAC—01 Adm|n|strat9r 0.9
(all accessible)

UAGC-02 Manager . 0.7
(partially accessible)

UAC-03 Engineer . 0.3
(specifically accessible)

UAC—04 General user 01
(No access)

DEV—-01 Employ@es who viewed mail on their ’
enterprise computers

DEV-02 Emp!oyees who read email on their 05
mobile phone

DEV-03 An employee who did not access the mail. 0

& EW, SES-012 37 Aye]2(Social Engineering
Scenario)®] 2u|& ol FEE H¥3E Fd AU E ¢
wjgt}, £ A, &8 7k JE 2= Wdoj =
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Social Engineering Attack Graph framework(SEAG)

Social Vulnerability Estimate risk Generating of Analysis of
engineeing by asset to attack path E attack graph SE attack path
Social Engineering Social engineering Risk by social Generate pOSSthE Blocks possible
Training Vulnerability engineering SE attack paths SE attack paths
Selection of i ) 08
HEFEACSIEE 1 Impact of :
training subjects e iaine 5%: O & { A }
e =y — { \
Selection of —_—————— | [SEVscen] 0.9 |
sending scenario Permission of s Defense strategy
infected user |m| —
Sending the mail s Blocks the route
T with the highest
, Device type | [SEVue]05 | probability of
Collecting the of infected user S attack
resuit [SEV i 0.515 ] .

Authority System Risk by system Measures to
of training suject Vulnerability engineering minimize
invasion path.
Update mail filter |
(all accesible) Operating System solution rule |
ind . Unix.. = —
Manager \—/{wm o T L_lpdate th."" ar_lti- |
(partial accessible) e | | _&s_am
Application e | Adjust user |
Engineer (Apahce, Tomcat..) | [SVs] 0.521 | permissions
ispecihc il 4 S = : | Patch the system
Wl | [SVp] 0.3 ! vulnerability
Servi rt Ch th
SR [ Chametie )
O
Fig. 4. Overview of the Social Engineering Attack Graph framework(SEAG)
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s 9o & 9 wF 9Pl T Ao Bsie] 099 e o . .
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execution® 2 T8 7 gl WY Aye el A 1y
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Table 5. Example of social engineering training results and risks

name Dep Attach Auth Act Agent Vul(P)
user A IT malware adm A PC -
user B IT malware mng E PC 0.63
user C IT link eng A mobile 0.075
user D IT malware eng A PC -
user E IT malware eng R PC -
user F HR malware mng R mobile -
user G HR malware user R PC =
user H Plan malware user R PC -
user | Plan malware user R mobile -
user J CS link mng A PC 0.35
user K Cs malware user E PC 0.09
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oMY FETL T W o & &
St A3} [Table 51¢F Zrhal abd, linkoll 7€ AR}
user C, Jo|#], malwareol| 9% AF8-A}= user A, B, D, E,
F, G H I, Ko|tHTable 5. #z]. o] Fol Al 54 A1 A3
o7 A ARTM AR e
slth user Be] A5 o2 EW, user B malware Hol
A=A, 29 AS A mng) o] W 7HITh E1g,
w ol 71 malwareS 2 #(execution, E)7FA] 313t} A4}
o] Act A= AREALY] P95 HER 102 ¢)7](read, R),
3 A& (access, A), Ad(execution, B) o2 &3t A3}
ol wet user B SEV,,,, & Aatsid o 2

SEVr'isk SEVS(( n * SEVauth * SEVdev (2)
0.63 = 0.9

*0.7 *1

of71A, AREALe] gle] wEt SEV,, .ol AREA ==
d, malware AU Q. - A d(execution, E)714]2] &9
7F UEh A o A Xﬂ 34 §ER A ¥t vt
A& link?! Aol 3 Hé(access, A7FA] 3+ - vt
A NF ;qxqi SEV,ME Arard,

4.2 System vulnerability

Moon &[20]0] Aok &4 2= s
g HRHE 7 AlaEe] HAAHY A YA Al (operate
system), o=z A ©]4 (application, service), EE(port)E ©|
3t FHodS Frkdt RGAA L} o EElAo)1 9] F ek
H7} A 3%+ NVD(National Vulnerability Database)oll 4] &
gk CVSSO A& o]-&dto] w7gi.

TGAAS] BF, Al Aol A ARR-SE @A A 7}
FA(W,)e} dld &G A EAsHE F el Hif CVSS
Ar(avge,)2 FdES Hrksi, o] w], S9AAe] 7F5A]
(W)= QA &5l wet 219 CVE M7t Besrs

=2 7SAE FAY 9 9], 54 At A Mac 0OS X
10 5 W] AAA7E GAE AT, CVE vlo]Efu]o] 2ol A
Mac OS X 10.590 l@38k= CVE FA el & 127717} vl
WA €k o)A | TQAA F5el ek CVE s &

Bgspe] A

77 &

3 7FeAE Folshe Aotk 1Pl A7) HE woR
Arkete] Alzgl FAAA Y 7 Al(sv,)E Atk
SV, = W, *avgec, (3)
ofZeAl] S Al Aprtel] AR ] 9= ofEE] Aol

of FFA(W, )9 alg ohZeAo| il EAjal Hobde] Bt
CVSS A4 (avg e, 2 HoPIE B7ka, of u, cjZe) Aol 4
o ZFEA(W, ) ohZ 2701 dol e} B3R CVE A%7} 2

55 o AFAE Folgrh Tl A7) 448 Fom

& A,

EE-AMu|2} AX] ARE FEleR AAsjokatn, o

A FAANA wEd ﬂgol FOHE A|AE FE

g RS ARt XE 7 A|(sv,) 2 B71ie #HEA o

J7he SGAA, N ZTAolM, TE A5 HAge T

ato] HE Al HFA(SV,,, ) 71kl Hok

S, +5,+S,
3

IANA(Internet ASSlgned Numbers Authority)ol A HAiLs=
O

N

SVrtsk (5)

4.3 Generation social engineering attack graph

34 ag=e 19 w24 8404 ojul FEHE] dE
HEYT RS 7I¥ror Atk vEYa %S 7]
fow 34 adzg A4, §4 292 AT Heln
WE EeEH, 293 5 22 WEYD AuEL At
AR 4 2 ZelA 71 Salo] B AL AH, 1)
olg o], f]A2H ol 5o SAEE wE(node)®E 17
, 2 32E 1] dAAE AA(edge)® HERITE Ao
Ad Fed(undirected) A= AA VEY T 374
g49 d2¢ ovleln, Hgdow dzd
(directed) A= AHEAZL el Al2=8lo] F AghS 74A] 3L
Sichs Ag elmjsi). 71&e] $74 ause} vhas kgl
A2 Ado] AFTE HAokol Fod 2247 48] WE

o g

o] MESA EEEX 7 FAISoF gt [Fig. 5. FE].
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Fig. 6. Example of attack graph generation
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SEVr'isk: = SEVS’CCH * SEVauth * SEVde'U (6)
0.27 =109

*0.3 ol

A8 a8 FHopde 9] Alkklel wet malware AVt L
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{Engineer
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0.81 = 0.9

*0.9 * 1
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4.4 Analysis of social engineering attack path
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V. Conclusions
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