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In recent years, there has been an increasing number of ways to distribute document-based

malicious code using vulnerabilities in document files. Because document type malware is not an

executable file itself,

it is easy to bypass existing security programs, so research on a model to

detect it is necessary. In this study, we extract main features from the document structure and the

JavaScript contained in the stream object In addition, when JavaScript is inserted, keywords with high

occurrence frequency in malicious code such as function name, reserved word and the readable string

in the script are extracted. Then, we generate a machine learning model that can distinguish between

normal and malicious. In order to make it difficult to bypass, we try to achieve good performance in

a black box type algorithm. For an experiment, a large amount of documents compared to previous

studies i1s analyzed. Experimental results show 98.9% detection rate from three different type

algorithms. SVM, which is a black box type algorithm and makes obfuscation difficult, shows much

higher performance than in previous studies.

» Keyword: malware, PDF, machine learning, java script, detection
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 Cross—reference (xref) table
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Fig. 5. benign (above) vs. malicious (below) file
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/OpenAction, /AcroForm, /JBIG2Decode, /RichMedia,
/Launch, /EmbeddedFlle, /XFA, /Colors > 2724, /Type,
/Catalog, /Version, /Pages, /OpenAction, /rovers,
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/Length, /ASCIIHexDecode, /ASCII85Decode,
/LZWDecode, /RunLengthDecode, /CCITTFaxDecode,
/JBIGZ2Decode, /DCTDecode, /JPXDecode, /Crypt

AR (27H)

* PDF 3def Q19 s]o] Ae ~3HE ] §AE AR (777))

- WAZH: charCodeAt, fromCharCode, charAt, IndexOf,
replace, substring, split, join, push, unescape

- J0AY, 47 Array, String, Date, Number, Object,
Number, Object, length

- AXR}L 44, BRY, 2Rl var, if, this, function, return,
for, null, false, new, true, while, try, catch

- 715 2E#: app, fnc, pluglns, buf, sum, arr, num, doc,
nPage, getAnnots, subject, syncAnnotScan, proc, out,
func, info, Function, viewerVersion, array, STARTSCR
IPT, mail,

viewerType, creationdate, moddate, numPages

author, pageNum, getPageNumWords,

rl

PDE7} A3k 139 W4 5 ASClHexDecode ZE =
ASCIL 16714 Aoz <zygd dHolgE yxysic)
FlateDecode LEE ZIP due]&S 7|Hko 2 3lo] <layy
Hlo|E1E tjmg et} ASCII86Decode ZE&= ASCI 7]¥ 85
e g HolHE vadsta veldz] Holes

A8l
otfjol PDF o4 ol EAlste A4 w49 oM 419
o] e Fask 719 =9 ovE AEasich
* obj, endobj: QLEAES] AJZ7} 28 A= HL
e stream, endstream: 2EH| AF3} 28 Ak Bl
o /Page: PDF Wol &A18k= #o]x] 4= AH
e /IS, /JavaScript: AFFAAHE A|2HS A= H2

* /AA, /OpenAction: A& A&
¢ /Type: SEHAES] EIQ] AH

HoATeA= 99 22 PDF #4949 7
size$} version AH, PDF Y ¢l 2 X}H}ii%
45 471, PDF 94 o] FQ 719= 43719 24 A
AR ARSIk =g, Ak aHETL AYgE Aeddls 2
HE Ul Wasd, AW, 49, A, A
2 b 2EY F oIS oA o] B MRt He
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IV. Experiment Results

2 Ao A= 20129 2€FF 2017 3¥€7HA] F-secure,
Kaseperskey, FireEye, Bitdefender, Crysys ¢ & X<t
gAbel A =3 gk 20,093709) EAE EAEISITE 7S ATl
A A AES ol rlE] ATl e dERe] BAE
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1.1 Feature statistics
54 a5 A o BAY BEE AR d oy 2t

Table 1. PDF Version
malware clean
%PDF-0.9 2 0
%PDF-1. 1,770 1,147
%PDF-1.0 576 3
%PDF-1.1 65 144
%PDF-1.2 71 536
%PDF-1.3 5,971 1,142
%PDF-1.4 921 2,610
%PDF-1.5 68 322
%PDF-1.6 945 1,001
%PDF-1.7 31 2,095
etc. (%PDF-, —aaa, lI*) 673 0
total 11,093 9,000
Table 2. PDF Feature Statistics
malware clean
ASClIHexDecode, # 303 0
FlateDecode # 3769 0
ASClI85Decode # 128 0
JavaScript # 5362 0
size, mean 23,310 95,080
/Page, mean of # 0.75 2
/Type,mean of # 3 5.6
obj,mean of # 11 90
stream, mean of # 3.4 30
/FlateDecode, mean of # 1.4 4.6
/Length, mean of # 3 13

1.2 Training algorithm

o] gk 7]74] 5 OL—’E]Z«]
aFgleh. ARggE Gargls W
9] random forest, support vector machines ©]-88}3ith
Naive Bayesh B9 y4s 7HAsta, g5 HlolE =
HH F el B SES SR A, 28 o]
Elo] 5o dlsf &AM et A FEe| §& T EHshe
e8] &olt} Support vector machine(SVM)2 F H-7F&5 1}
Y7 linear hyper plane 2t=d|, 7 F/F2] tlo|gdllA 71
W AN HHE Fe OL—TLE]*Z“O]E} SVME 7 o=
A TAl AR 4= 9lom dFe] HFEETL ) Edh
W2 49 feature”} ol 2 tHE Qe o] e AL
2 49A sk 248 71l e #AR A=rt dairh 1
Yy By 3% Agte] o8 Age d@He] 9tk Random
forest ¢ FL o] 7o 2A Egs %]QHP—E Eisy
ol WA ] e Wolth CART w4
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