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Abstract
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In this paper, we propose schemes of blockchain utilization in tactical communication environment.

The military tactical communication environment has similar characteristics with blockchain network

such as distributed architecture, decentralization, and the need for data integrity. A communication

node constituting a tactical communication network is constituted by a system capable of configuring

and connecting a network for each node. When a communication node, having such capabilities, is

configured as a node of blockchain network, various functions could be performed. In this paper, we

propose utilization schemes of authentication,
based blockchain technology. Functions for

authentication,

integrity  verification,

integrity, record management, and privilege control

and record

management need to ensure the stored data and could track history. The requirement of function's
characteristics are matched to blockchain which is storing data sequentially and difficult to hack data,
so that it could perform functionally and sufficiently well. Functions for authority control should be

able to assign different privileges according to the state of the requestor. Smart contract will function

when certain conditions are satisfied and it will be able to perform its functions by using it.

In this paper, we will look over functions and utilization schemes of blockchain technology which

could reliably share and synchronize data in a tactical communication environment composed of

distributed network environment.

» Keyword: Blockchain, Blockchain technology, Tactical communication, Tactical communication network,

NCW(Network Centric Warfare)
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[I. Preliminaries

1. Blockchain
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Fig. 1. Blockchain structure

Table 1. Comparison of Permissionless and Permissioned
blockchain

Permissionless Permissioned
(Public) (Private)
Block Access Every user Permitted user
Validate and
approve Every user Permitted user
transactions
Transaction Every user Permitted user
request
consensus | 5oy o pos PBFT Algorithm
algorithm
Structure Dgcgntralized, h(lilficentralized,
Distributed Distributed
Platforms Bitcoin, Ethereum HyperLedger Fabric,
Corda

1.1 DLT(Distributed Ledger Technology)

A2 97K Distributed Ledger), 3 9°H(Shared Ledger)
2= BgE 4P 9% 71=(LT, Distributed Ledger
Technology) §o] dug]E5S S8 4o EAleh= w28
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1.1.1 Merkle Tree
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Fig. 2. Merkle tree structure

1.1.2 Hash
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1.2 P2P Network
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1.3 PKI(Public Key Infrastructure)
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Fig. 4. Encryption and decryption mechanism
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1.4 Consensus algorithm
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Table 2. Comparison of consensus algorithms

Algorithm

Details

PoW

Competitive agreement by computing power
Using SHA-256 hash function

Hashing values to find specific patterned value
Offers incentives

— incentive for block creation

— transaction fee

PoS

* Using stake ratio rather than computing power

* Determined by the participant's stake and the
date on which the stake was created

¢ Assuming that participants with large stakes will
not engage in malicious behavior

« Offers incentives like PoW

PBFT

¢ Using in permissioned blockchain

* No incentive is required

¢ Permitted users are allowed in network
* Primary node starts consensus algorithm

1.5 Smart contract
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