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A CRL Distribution Scheme Minimizing the Time for CRL Processing

of Vehicles on Vehicular Communications
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Abstract

Certification revocation list(CRL) is needed for excluding compromised, faulty, illegitimate vehicle

nodes and preventing the use of compromised cryptographic materials in vehicular communications. It

should be distributed to vehicles resource—efficiently and CRL computational load of vehicles should not

impact on life—critical applications with delay sensitive nature such as the pre—crash sensing that affords

under 50msec latency. However, in the existing scheme, when a vehicle receives CRL, the vehicle

calculates linkage values from linkage seeds, which results in heavy computational load. This paper

proposes, a new CRL distribution scheme is proposed, which minimizes the time for CRL processing of

vehicles. In the proposed scheme, the linkage value calculation procedure is performed by road—side

unit(RSU) instead of the vehicle, and then the extracted linkage values are relayed to the vehicle

transparently. The simulation results show that the proposed scheme reduces the CRL computational load

dramatically, which would minimize impact on life—critical applications’ operations with low latency.

» Keyword: Certificate Revocation List, linkage seed, linkage value, Linkage Authority, road side unit

[. Introduction

NI
R0
ot

ol
2
Ho
2
_>|i
2
2
=
=

o
o,
tlo
=i’y
o

=
El
oft
>,

o,
fol =
12
o rlo
kll-r oﬂ’,
=2
R}
b 1Y 1o
>
fetl
B

e rl o

offt
o

i
o

et b
M oft
= o

(2

=

=

o,

offt ol

ol ok

12
12

=
oo >

S off ¢y
o,
o,

m o rf
g ox
S o

Ir

ol
£
a
)
N,
rﬂ‘.r
=
L g

=

<.
(A A e
9

isc)

L)

I lo
N
ol Kl

AN
)

_,d
off
N
)
offt %
>,

[
)

¢

A D> H - i}
(g Lo

=
1
ol
2L
£

o —
B
3

0 =

to o

)
oo
e
_);1_"
of“é
offt

2
o|o

5 o

o,

kel

Iy

o,

2,

H-T Yo

i

ol e
i)
ol o

i
=
& o T

ol-$-t], BMW 13,
7)o}, sHgo] So] Folstar Qi

SHE, AFEAl2 VESAE s AF =
2 o|F3lng YA A4 AlZte] ga, HF EAHEo
VEYT A4 7t Ay oz Eelsly] wigo
2 FA4o] wold & i) Ao S8E2 A
w2} &8 7F53k Ho A A(latency) A3t
o SEES Al w¢ mgs(1].

o o], N2 FE 7 I(intersection collision warnin
g1 &2 WAR YT uj, I = UEER U3}
SRR Alofo]l Holx] ¢ AR FH FE e S B

[y

o _]},}
o

NP e g
P

- -
= 2

ol
%o, o
o 2

-z
i Mr oo

olo i

slo] LA A LT L4072, FE 71 Hu KAz
2 100mseco|t}, & T o= A

= (pre—crash
sensing) | '6"9‘8 SAR oA Al |3t 4
el

>
=
T $= s Ve AHst

I YYE S , 818 7Fs st H o) A AAIZR 50msece] o
HAd A ]JO]% %% %= 7ol & o] YHend-to—end) #|%1A]
H& ofu)gitt, wEhA Het V)5S AAIsHE wAld A H )
AAAZE WEA] a1 sto]of gith

sk, AFERlol A= 2] oBAS BAs] flste] E 0
7] WA o] @7] )15 (pseudonyms)E AHESHCE 21U

o= F=9lo] Het RE(HSM; hardware security module)<

3l A 719] kA S AT} o ASA & AFESte] AAAE

I} HSE sl 12uh HSM CPUol ]3] W S5 9]

o} W dylo], thre] §8E50] BA] £ 49 59 aaw

2 AR EdFe] A x| do] HASY,

2] v1gad 9, A e WA, gl 1, 917 %
A &2Hcompromised) 52O ¢l EH Q=AM E HAdor T

QA5
5o = 2A05A FHA2E=(CRL; Certificate Revocation List)&

* First Author: Hyun-Gon Kim, Corresponding Author:

Hyun-Gon Kim

*Hyun-Gon Kim (hyungon@mokpo.ac.kr), Dept. of Information Security, Mokpo National University
* Received: 2018. 09. 18, Revised: 2018. 11. 10, Accepted: 2018. 11. 19.



74 Journal of The Korea Society of Computer and Information

Al ’\] }°ﬂ RL& HHJ_OHO]E ‘5”;}

=7} A7 CRL A Axp7h J3dsiekd

}7] —‘H’EH 2% OBU(OBU; On-Board Unit)¢]

O & FolAA Hr} o] & <lal, A Ao
ol A dEs A = ol

SENA SHA A5 Ao A

A= 2% OBUS CRL A2 F-at=

o,
.
NI

o W o
ol

o
o =
oo
iy g

e
20

ul
jgrd‘ fo

> o
o
Mo e
e S 2
By r
Y
30

S iuf o, olo o_>|:

o,
1
i
i
ol
9
re
¢

LY EGO| R P} %

& 713} Aokt 719 é%«% WA Egin), 2 =Rl v
¥} o] AT Ao o]o] 2 =7
= CRL Wi/ S} F50l A Aolet met
208kaL[4], o) Al2Eo|A CRLE Wi ¥ale dxks AHA8] 4
HE} 3o A= 2 =t A A9k CRL #e] 7
Ak 47 4= 71| CRL 8l 73} AlQkek 7
8 v A s, 5ol ARS di=t)

EE

[I. Related Works

1. CRL Distribution Schemes

CRL w3 e} Azt 2pFe] F9H 34, H]E"Ji a4, A
F ozl o 8AES agfste] CRL MXE &40 v
s}7] HOH e % 7S ARESte] CRL /\}Olﬁa =
Ak, A CRLE HERE vhso] wixair v, gl Ad
EE ]Ei" s 22 T2 QS ol&dl CRLE wixsh=
71 Tl A7E L ek

P. Rapadimitrators[5]&= CRLS &4 202 H|
& AlRreIsith AFFEA A AHE vl 4
Ao9¥E & CA(Certificate Authority)E & U2, ZF X998 CA
7} CRLE wjaEa}te Wh2olth ajgfo] o
Foo] CARNE 95 QISAE Wito
A 49 CAx 1 abgo] AR 949
o sF3te] wjxEste] SAS Apdgith =
st E&4S 718

K. Laberteaux[6]17} #12
e the, 271905 714 =
11 o] S HE| = g Algke] Bl o 24ES
wj3Z 3t} Lin X[7]7F Akt 71 M= RSUZF CRLE

.ﬁ_,
ﬂl{0—|—'r—>‘4—4
>~
=

o

bt 7oA CRLE the] 2702
(RSU; Road Side Unit)< 53l w3t
A7)

A

=
=
o

re
Ach
ol
_E
?2
!

1
>
r,
1o,

o2
_IR
2
X
op
i
Y
A0
rir
5l
r(r
A,
>,
~
1o,
rO
o|\

Al %EHE XﬂELOPT “J } fzé ] M E FadoblttaL
st 2l o] goo] &3l BE AR AL ARE
E‘}‘:} Z, RSU7} CRLE #g|s} &
Noureddine Lasla[8]& 2&5Al0l

ato] 2=k OBU7ZE 418 w|A %] o]

|abg3) CRL Ao Zagh At
Jetsloieh. RSUEZ ] A5+
E9 Tl Ffet) RSUE ASH
FEol A Wiz} A= OBUE ©
of disl A AF tialdd Agw
S Q15 st CRLE Agsh=dl dAXE A
ok RSUEA A48 g70718 RSUER 7489 &

E9Fd F&3la, ZF RSUE 4% /7] ARE A2 o

o] akgFEelA vzttt 2k OBUE o& A5k, CRL
S s Z“W“Ur AT dlell A€ HAarE 7)E
gttt wkef $A18 F70717) vlojefulo] o AgH FHA
w3719 T o}”q 3 Aol FAls abdeith

of ¥ A=, Faned 9] 715€] CRL ¥ 71
] E}%}, S, oAl A9l of ¥, dare]Fe] Abdeu &
.‘JO_:_

2F ol 7]e EAES IS vl #A45Hlch

ol g o M
m o

nﬁ%m

OH
=
Al
i
)
>,
lo

o

e}

il

F

et

k

2. Security Credential Management System (SCMS)
for V2X Communications

2 =29 7zt He B d53E A&E(SCMS)
IEEE 1609.29} CAMP VSC3ol|A Ae|gt &8 377] 7|9t
TZ(PKDoItH4]. Fig 12 ¢JHlE et CRL &3 Ak
Aval] flallA SCMS AA F2E UehlA i, A <l
HEEWS FE35k0] Uehigith o] A9
A3 Aakel y-oF CRL Aot #adsd 7

[ OBU : kgl gAjle] Al7lss & Ef‘?}
3 F9 719 By} HeE ZEWEEE Al
& ARSI e wAK o] FARA *1‘33@
A TS OHE} CRL —% Aleke] A QITA &

A QJASAHE 7R WAAE

2heksie},

O RSU ]-F/‘I:E/\ q]_e_%_:y_g]r 2] ool &3t x}eF
OBUEHS] FAIYES s 741 7147 o|th

[0 RA(Registration Authority): OBU7} 43 ¢
Her g o} 7 QM oe SFEAS A
I JAZA WS 84 o] o slute] ¢
ol disll MElEete] 71 4 Faf o] oW A
828 THEo] PCAoA Adsit) 1g]a th42] OBUZS-E
olRISA W 23S 4lo1A PCA7} 54 OBURY-E 9

el FA] Wit 8HIAT AHT F P e,

O LA(Linkage Authority) : AP #H3 Zk(pre-linkage
e LAE WEA 7 79 A=E (AL,

o)

7]t

—E i) tlo
2L

%

=

o

offl

il

Ag

value, plv)&



A CRL Distribution Scheme Minimizing the Time for CRL Processing

of Vehicles on Vehicular Communications 75

LA2)E £t} F LAE plve 44
£ AA PCAANA destt}. dsstd
o] 3 Flinkage value, lv = plv, B plvy)S AAFs=H
AREEEE S 7RO LAE A% o) shvbe] LAV A s
plv7t =Z2H YR e [vE AL F JESF k= Ao

L%, % lel LARYE A48 F lel ploE XORsF I
g A 5 ik

[J PCA(Pseudonym Certificate Authority): OBU7} 2.3+
/AT ES AL RAS Fa Aol Al wjxe), oy
154 g 84 HWAIA ] A gt s B AIA ARl
to]EfH] o]0 A7)t

0 MA(Misbehavior Authority): H]73% 4]

et d3sAA RA
plve PCAZ} B353}8}

o

]
ol
ol
rlr
N
2
oft

& elss QAEElol, 54 Aol w4 PNF Hria n
nA WA, g B9 BA S ES APshel LY x
o) JYASA} 1Y WIS shex W vk vy
Holeh TSI, IS 255 TN, MAE 27
Ao Had ABAEE ATl CRLE L g

MA
Misbehavior
Detection
>
CRL Generator

CRL Store

Yo7 N S — >]

Fig. 1. SCMS architecture with related to the
pseudonyms and CRL

3. Misbehavior Detection and CRL assembling
o] Hoflx= }ﬁi* HELIZA v1Ad 9] AFA
7F MAS Al Bas= eAISE L 15A7F CRLO 3 o
HHiﬂh 145 At
frel X.509v3ell= 15 A7 FAAE Yehlle
2182k (subject name)7F E3E O] ek 1 uf 2FEFEAl A

= Ao EAE Alwshr] A @] oISl FA
5 XFA7IA e FA diil HEIFAE AEE 5 e
WwEEFAh =, ASA 234 v #& F48H4 3D
e AHE 5T 4 Ak v AEATA tid AEx)
2 AR ST JISAE FHashe g Hesk AEat
2% AHHE CRLY= g A3 XA 7]= dialdd vs
AXE = dE F 719 B3 Al =(linkage seed, Is), B3 gt

& Adshs e la_id, 122 1l
igkol Zgeh M CRLE 44lshs A OBU 1% 5

Mol HolEE 8oz 3l [pE Aol s}
plvg ARksle B34S AHBAt Fig, 20 vepd nkef 2
o], LA1¥ LA2E HA A=E 7%= 3] plvE 242 A

s, AYE F plos PCAZ Ags|n], PCAIA 2§50
w7t ARty = plvl & plv2). 7A@ G2 plvg A
ek AkelH = 2l TF Jax W0 A Aol XA 5}
= A2E2 Hf frolm, o] 7 AFe] oy AlS A5}
Sl i Aol e ogRISA e A JiE ongeth v
oF j7} & Folx j_ . 7} 400l 3 Fol 40749] plu7t A
gt webA plviTEi 7k AREER 40719] YAF
AM(lw)7h A= Aol

/\Pj/\o

]
]

[ 50 +—={ 1)
week = =0 | i=1 | |
|
seq.#j phv(0,0) _|_ plv(1,0)
phv(0,1) _|_ phv(l, 1)
I
jmax:4(i Is = linkage seed

plv = pre-linkage value

Fig. 2. Calculation of pre-linkage values
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Fig. 3. Misbehavior detection and pseudonym
certificate revocation

[1l. The Proposed Scheme

1. Design Principle
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o [vE B2E FE 2 CRLY XA 7H = =

HAdo] RAEA] gorg o5 WXslr] 8| RSUS A=
OBUZH| ot38lo} AAA WS Agsi)

2. RSU Functionalities
o] AollA= Aket 7S &l RSUZF ﬂﬂﬁﬁok e A3

£ AAEH 7129 RSUE CRLS 418 Hxe] Ae
HAL AAA 1 YR 2219 oo &5l= OBUS A
Agsht, Aok 7ol ME Fig. 4, Fig. 5, Fig. 70 vehd

F7HQ1 HAs Adsof gt —é, RSU7} lvE l%}“i
RSU 9ol &3 & z}ak RSUEL lv A%t AAE 2
gk = vk dApo] ARgE &olE Table 19 »}EM?M.

Table 1. Algorithm Notation
r,S components of a signature
T,y coordinates of a public key
n the multiplicative order of the point G
G elliptic curve base point
ls linkage seed
I linkage value
iCert an indi@{ition of the time period that applies to
the certificate
msg_ hash_of the message to be verified using
hash SHA-256

1) CRL yL],}\l =il /qni 745
RSUZ} CRLE 74181 1609.2 HIAA| 298 #3lj8le] CRLS
%3 T}, ECIES_NISTp256 &aglEo s Has) shuh(4
I ZA3E  ECDSANISTp224 with SHA-224 I
ECDSA_NISTp256 with SHA-256 4are]5 o2 M-S 33
o A Aol AEehd AeA Ha A=l 3 Is), la_

=24 Fig. 4] eI

r;'L =

idy, Isy, la_id,, iE FZ%0)

1) CRL parsing and verify
Decrypt CRL using ECIES_NISTp256
Split signature into its two components r and s
Compute ((s")mod n), store the result in z
Convert message_hash into an integer, store the
result in uz
Compute ((z * ur)mod n), store the result in u1
Compute ((z * r)mod n), store the result in u2
Compute ((G + public key), store the result in sum
Compute ((11 * G) + (u1 * public_key), store the
result in (x& + yr)
Compute((xr mod n) and store the result in xr
if r is equal to x
For 0 to imex-1 do
Extract Is1, la_id1, Is2, la_id2, I, store them
end for
return true
else return false
endif

Fig. 4. Procedure of CRL parsing and verify
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2) ¥4 gk AL B CRL F7F

Aol A3} 5% Is, la_id,, Is,, la_id,, iS 4o
ato] 4 HE iy, 7HA BAL "W AR S FE v wE
& FEU FET v FES CRL F7hdch
59 Fig. 6 YepAIch

bt

2) Linkage value calculation and add to CRL
While i value < iCert
Set Is1 = LSB of 16 octets of [SHA256(la_id1) | | Is:
|1 012)], where 012 is 112 0 bits
Set Isz = LBS of 16 octets of [SHA256(la_idz) | | Is2
I 0112)]
For j=0 to jmax-1
Set data = la_id: || Unit32(j) | | 030, where Unit32(j)
indicates j represented as a 4-octet integer
Set plvi(j) = AES(key=lsi1, data=data) XOR(data)
Set plv2(j) = AES(key=ls2, data=[0" | | la_id: | |
Uint32(;)]) XOR [0 | | la_id> || Uint32(j)]
Set Iv(j) = LSB of 9 bytes of plvi XOR plvz
Add lv(j) to the CRL

Fig. 5. Procedure of linkage value calculation

H(la_id:f[Ls:(8))

E[(le(e), (ta_id; [3)
®(la_id; 1/3)].

Lsi(1) =] Lsi(2) |~

H(la_idif[Ls:(1))

Ptvse,0)] [PLvs(e, 1)) {PLva(e, dmn) |

H(la_id.[[ls:(@))

Ls:(1) | tsi(2) |

H(la_idsf [Ls,(1))

=]

E[(’-Sz(@) (La "-dz HJ)
La_id; 1/7)]

Ve L
{PLvace, )] {PLVa(8,2)] [PLVA(8, Guec) |

Y Y ) 4

b —$ —

Y A\ \
e ] {wen) | (v, g |

Extract Set of Linkage Values

Fig. 6. Linkage value calculation

3) CRL Az¥ 2 A4~

AME v FES CRLWY 9= linkage value entries©l
21t} CRLS ECDSA_NISTp224 with SHA-224 &&=
ECDSA_NISTp256 with SHA-256 Zng]&o 2 A 3t
t} 2 A3= ECIES NISTp256 fugl&ow ¢33} 3},
RSUE $H3%l CRLE A1) ool 4k 24k OBUEI Al wl
3t} 528 Fig. 79 YeERIATh

E3)

3) CRL reassemble and re-sign

Insert Ius to linkage value entries in CRL

For 0 to 64 do
Generate two random numbers k, tmp
Compute (k * G) and store the result in p
Compute ((k * tmp)mod n), store the result in k
Compute ((k7)mod n), store the result in k
Compute ((k * tmp)mod n), store the result in k
Set the first 32bytes of signature equal to p
Compute((private_key*p)mod n), store the result in s
Convert message_hash into an integer and

store the result in tmp

Compute((k * (s + tmp))mod n), store the result in s
if s has more than 256bits then break and try again
endif
Set bytes 33 to 64 of signature to s
Return true

end for

Encrypt CRL using ECIES_NISTp256

Fig. 7. Procedure of CRL reassemble and re—sign

3. OBU Functionalities

M43l uhel o], 71EdlE [s ZHE wE AXEE 7%
S A OBUZF AHelglo Abet 7o A= RSUZF 43¢t
t}h RSUZF At v 32 #4F OBUOA Al AS3tnz A&
OBUE &9 ALl §lo] v FES A1l Ho|EHo] 2
Xi sto] &8st} 2= OBUZF RSUY 9 24 OBUS &

Mg T, ARl diolgo] 28 F4late] Al Q1A 7}
zé*o”i“d JASAAA o HAE JASAHAAE dRlgith
Ankslz dialel dlolefmo] 2ol A7g¥ P
= ket FeEtn R AR FolEal wWEA|
4 B3 #g FohrRE AYATHE Y T Stk

V. Experimental Comparison

Aokt 71e] 5-S AES B Slaple. AFE 71E SO

AN Axehe ARsh Ak 7Yl AAE TR A

el A OBUE Iv & ARkeHA ghomz 712 71t

ARA Wizt ofFek. /1% 7PHE A OBUZH Is 208 1o S

Ak A SRS, A A E A 0BUE Iy
biffe)

AHES A wloleulo] o] AAstaL, Ba Al Iy &S FHaA

Agelez, 71 71 wag sld Ak 0BU7L v ke Seais
A7He ST, T /e ATELolE TAstT 4SS va

4aigleh A8 8745 AHEE QueFe Bhedt 2o,
- CPU : Intel Core i5-6500 3.20GHz
- OS ! Linux Debian 4.15.11-1Kkali

Python 2.7.15

openssl 1.0.0a

- Language :
- Library :
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- Database : levelDB

- Sign and verity : ECDSA_NISTp256
- Encryption and Decryption : ECIES
- 3A] gl @ SHA-256

1. Experimental Performance of OBU

71 71l OBU7} s 25 [v gt Altsl=d 4
85 AYA7HE 5451 Fig. 8ol et 28 A, lv
MaE 00141 10,0007 744 WkA71aL, J . <= 594 807+
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Fig. 8. OBU execution time for calculating linkage values
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Fig. 9. Lookup time for searching linkage values

2. Experimental Performance of RSU
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Table 2. Time for CRL re—assembling on RSU(ms)

.CRL 8 16 32 64 128 256 512 | 1024 | 2048
size(kB)
#Of: ?RL 221 20.1 20.5| 21.7| 22.4| 43.7| 63.8| 103.8| 156.5
#Of: (;RL 38.8| 40.7| 459 | 47.7| 52.6| 77.4| 1044 | 161.7| 280.8
#Of: (;RL 58.6 | 52.0| 62.7| 78.3| 86.8| 102.7| 140.2| 201.6| 291.4
#Of: ZRL 68.1 69.2| 71.9| 85.0| 1156.2| 129.3| 162.3| 225.8| 509.4
#Of: %RL 91.7| 92.2| 85.6| 103.7| 1125| 164.2| 211.9| 334.8| 650.8
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Fig. 10. Time for CRL re—assembling on RSU(ms)

3. Performance Evaluation
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V. Conclusions
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