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The Security Architecture for Secure Cloud Computing Environment
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Abstract

Cloud computing is a computing environment in which users borrow as many IT resources as they
need to, and use them over the network at any point in time. This is the concept of leasing and using
as many IT resources as needed to lower IT resource usage costs and increase efficiency. Recently,
cloud computing is emerging to provide stable service and volume of data along with major
technological developments such as the Internet of Things, artificial intelligence and big data. However,
for a more secure cloud environment, the importance of perimeter security such as shared resources
and resulting secure data storage and access control is growing. This paper analyzes security threats

in cloud computing environments and proposes a security architecture for effective response.
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1. Related works
1.1 Cloud computing model
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Table 1. Characteristics by Cloud Service Type

Model

Characteristics

Deployment Model

Public Cloud

A form of billing to an end user or company based on usage
Infrastructure is owned by a vendor selling services

Private Cloud

Services that are managed to provide a cloud computing—enabled environment within a particular
organization and are implemented closed

Hybrid Cloud

A mix of public and private clouds ensures that critical materials are kept in private clouds and
partly operated using public clouds

Community Cloud

Services designed for common use by agencies and organizations in similar circumstances
Sharing distributed relationships (purpose, policy, security requirements, agreements, etc.)

Service Model

Services that make infrastructure such as servers, processors, networks, storage a virtualized

laa . . )
S environment, enabling you to use infrastructure resources as needed
A service that provides an integrated platform for users to develop and test applications. Users
PaaS L . .
develop new applications through PaaS and provide other SaaS services.
Saas A service to rent and use various software such as calendar, address book, programs for CRM,

and office programs via the web

Table 2. Security Threats on Cloud Computing

Threats

Contents

technical field

Traditional security
threats

Wiretapping and tampering with network traffic

Loss of data leakage due to authentication and access authority
Denial of Service (DoS, DDoS) attacks

Error in system design

New Threats

Hypervisor Infection
Intra-VM attack and this makes intrusion detection difficult
Security issues with mobility of virtual machines

untechnical
field

managerial field

Internal design/management mistakes

User Account Information Leak

Provide a variety of hackers with a source of hacking

the spread of damage

Data center Building Management

Physical damage to the data center and loss of data due to disasters such as fire and earthquake

field of legal system

Policy and resource control issues with geographically dispersed infrastructure, depending on
country—specific legal systems
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2. Commercial Cloud Services Security
2.1 Amazon Web Service

Physical Security System Security

- AWS Compliance + Service Catalog
Program + Config

« Physical access control + IAM(MFA/Role)

+ Cloud Watch Logs

Network Security

Data Security

« VPC NACL » KMS

* WPC Flow logs + CloudHSM
« Bestion Hosts/NAT » CloudTrail
« HTTPS/SSI/TLS

Fig. 1. AWS Security Function

Edl 9= AMHA=E O}U}%ﬂ‘ﬂ]’q Algsh=
AWS(Amazon Web Service)”} JtH5]. AWSE SEH-Eo

HAsle Heks Algdte RES 7}Z1L 71E9] Hot&EA
el A, QF, A7t =4 T4 Eobl%g AL qiet.
AWSE dlofe] Bt ofZe|Ao]d wel, FAAl Betd o
A= 718 ae] et WA fAlehAl A8 A
=5 g 715S Algsta o, stolute] A Bel AH]
22 Bk AEAReE YEY A Hele] tajds APIE o] &3}
of AlataL Slrk. o] RS AWSeA = “A9l o% B0
g} o). Adef Bl mE AWSe| Bely)E-S Fig. 13
o] 4744 g o R throjzitk B4 Hetd deixe &
A8k 2]
Ze

gzl

gHoz ¢ 3] AWSelA Aoz Az U
EQZ Hote] thejrd= NACL(Network ACL), Flow Logs,

NAT, HTTPS/SSL#% FoFAl, ALBA, AART 59

715E xﬂsolgl,tq, A2 "ol thejA]e= A e -
A, FEE A2 AR 59 7sE Alweh, dolE
Hete] tiaixe dastel IR IE Sl Hks AlTdth
AWS CloudWatch(7FA14d) : AWS CloudWatch™ AWSE]

228k AWS7|9E e EjAlol el tigh RUEHE AR|2=E A
5= 715°)th. AWS CloudWatche 8925 1A=
7t Qa5 Uig diolHE Hjlelal ARE AT gl
m, Tejze} FAE 23T F Qe AuAE AT
AWS Inspector(io} 572 1 AWS InspectorE &7

ol Bt FEAGS dhs AR, ORISR} 215 9
gk 7to| =5 Alggith gk o] 7|52 APLE AHg-ato] AlE3tat
o] 7838t = == gjFr}. AWS Inspectors= CVES] 424 71¢]
=39} Network security best practices, Authentication best
practices, Operation system security best practices,
Application security best practices, PCI DSS 3.2 readiness
& ThFgk ofoll tigh Het Xdo] 7hsstt

AWSOIA Agete hast 7se A% T dwstet A%
Al gtsste Wrejdth, dE T dhwske HTTPS, SSH,
SSL/TLS, VPNG 9] tiF-29] #A5ds T2 EFZS Y3,
A7 Al 9ts. 3= Database, Object, Filesystem, Disk Sl
ek A3 stE A deeh w3 gastel] ARgEE 715 AA/E
Y TFE A= AWS KMS7F gith ol dEs]E
EHsHAl A/H/ AT A AuaR Y A5
712 ot}

AWS Identity and Access Management(IAM, 2'H 2 #
ZEAD ¢ AWS IAME AH| 28} Az tigh HIEEAE A
Ak 71wtk ARgAtelE, AHEAL 2E SOl tiaf oW A
oA o gk Aol e A E AHEAFS] E3t dghel] whet

Ak ST A 2 ATSAE At

2.2 Google Cloud

Operational Security

Internet Communication

Storage Services

User Identity

Service Deployment

Hardware Infrastructure

Fig. 2. Google Security Layers

Googleiit2] HObMH|AE 9 HoE AEY B4l Bl &
ETA Heb AREAF A An s vl ¥, St=glo] 91xe)l Bk



84  Journal of The Korea Society of Computer and Information

POﬂHL 4 ]”9“
g tasl U A

,‘:AoiE"JJr 7] 74]/%1 ,
t}. Google?] Hob
HH]*Q} 4.1 AWSQH zM 12 AWSe] 5 AREAA <
Zeks ddishs SEH-= Aul2Rl ¥HE, Google Cloud® &
glo]AE A AMH|2E AFeFe SaaSelt). wpzbA HlS ul
ZHE A Z AFo]E Holar glom, P‘P A iM
= AWS7E lZEkE BEE] 99 A2EA, ¢
YA 59 &£FA 7]dke] HkA Wli%
Google Cloud AFEAF A1, Au] 2= gt A 93
2] Fol gk Bekxn| 27t FAlo)t

2.3 KT & Naver
6&%011*1 Fees AuAE AT J19e dEdem
619} Naver[717} 9lth. KT& 719404 S92
A8 ﬁa}o =g dme Aussa girh S et
SR04l ti5aol@ Au g AlFsha glom, KT Heh:
o) pobul i s, Beluck AFue 94 B,
SECEREE RPN I DR R L g PAp
A sk Hl2E B BAXH =S Al staL vk ARl Al
i Sl A AWSSF AR Auj g AlFskal glom,
122} Hete] disAE AWSSE 5 Jolgt SHe] Qi)
KTEeH9-29] 54 o]9 o] Algs e 245 Bt £54
R (e A7)l wet 2 A&k 9o
2

o Lo

} 14 24% —‘%ooF ﬂ*ﬂﬂl*Oﬂ sl =

Moz HEAE $3AA
E‘”Wﬂli% xﬂ%ﬁg QLS B3 T 5, KT sk

%F/}TEE Zﬂ%"ﬁb— ATt

dlol ZEhe-=9] HbAH| A= A2~ BE, o] KE,
HeB 5, Bt oi) HORIF 5o EfYez AlFsia 9l
o} AH] 2 B30 A = Basic Security, Security Monitoring,
Site Safer, App Safer, File Safer53 72-& Xu|A~E AF3sh
t}. Security Monitoring-2 IDS, Anti-DDoS, Anti-virus, IPS,
WAFS} 2 HRM2HS o] gato] Algals HekAH| o]
™, Site Safer= 7] LG PA|EZL &7 He= v &
A2 Q) M FEF WS =A] o5 AT AlH]| 220

P’l

t}. App Saferi= m79] qlo] muldo]x A& u) e/
& ok ol Mx] dWF WRIWE So] Hol 97 oRE
ArEo 7 FA|et= AH|2olH, File Safers iL71¢] AJH]
oA Algsh= uJr%lﬂr ok2-® A URLE o 4 o %5 3l»
ZIHko 2 whEA] AR AH] o)t

tolg HIolME KMS, Secure zone A H|27} 9lom,
KMSE= aA4dle]He] eHegste] AMEH= 718 bdstAl B

= Mujzolth Secure Zoned QA B ro] Fadh
AEE Wy s Rash] 1 Mkl E& Alwshs A

[>

2 SSLVPN, vFirewall, vWAF, ACGS} 22

staL ot o] ¥ vFirewalld}, vWAFE 71 &

7ol Eshel s ks Au| a2 ae A S &
3 F H5E F AT A Ak

Web  Security Checker, App Security

Checker, System Security Checkers 93 =l o Ze]#

old, ¥ Oﬂjﬂxﬂ 9 WASS] Hebd A- % F ks sk

AFeh Al o],

E‘”J%%ﬂ S FH$E HuAE Algshs u7o]
HeRISS %H]EW S& W, ol Sehe-= FFEl B
g QASAHE Alsste] Ho gt F-ghehs Ml Als
& BAshHs An|sot

o ofef i Fehe-1 Qlzetel] ik 7] Kk @9l
% S 22 MuAE Algdh dlow] Sk ol B
F AH|~i= Fig. 394 ok

Cloud Infra Cloud Service Customer Service

E m

5]

Fig. 3. Naver Cloud Security Service

[1l. Proposals for Cloud Security
Architecture

gehpe Aulze) PYe Fehos @
A4 ek B70) s A B4 A
E3Hee] i R-FETE, 703 PelA AHgAEE @
Gl Aglo] EAeh: WE-Ag TR0 e 5 otk 24 P



The Security Architecture for Secure Cloud Computing Environment 85

Zholl tia oJ-3ke] Afolli= ESAE & U= 9 =3kl whet AleApe} ARSAN Al A Hgjo] F-aheofof
FE& Ads] FAlsoF sfat, AATAIAE ool s 7]RA R ARlA Algahs 7] BE Gl tiE B
= A WAl el )7k A B2 A 2 ARRE HAYo] glom, MulAa AR ARE W8 kel tig B
T WA Atk Ul -ge e T S AL A, S AR} dAshs 49 AT EC], HolE
at7] flet lzZel SHell M Helrlse] Hguojof gtk o= gk wWebAglo] glval W 4= Qi) o]2]d Sl St
7V 373 o] 7P Alst ZHEH AL Abolell M wh A = St 9= Hke 9] arefEojof & nete] VoS WA Ao
7Fedk 1ol i ti& 7ol dastn, 7H 3 HAE BW Table 33 o] A7t 7hesitt. 242+ 7)eS &8s}
B3 5 glofof drh WH-HETRES AAR A & = B AAEE g o R 53 5= QA el A
B uAe] FfAdelth o] PRt T 7Y 7 UlellA i Kok opF|EIAE wjAE] Sl Skt ARl Al 3

=

A 7Fed A9s gE 7P @4 wilEe S 24 oA AEsfoRd Zlolet & g Atk FolA Aol 7R
AH|20] BRlel A Bz atefof gtk o|g e 47HA] SEh Ql Bl MHIAE AlEsly] S8 W=l e Vel gk
= gl digh wete] A2 FehE Muls AleAt B AWor “De(Essential)’= AT A A gARke] o] 3
AREAIA Aoz H7be= Zlo] opel 3kak Aulse] dAlel] BAIRle] HEToldds S E 7] A Q] Bk e

Application
Verification/Control

Log Analysis

Integrity Verification

Data leakage
prevention

WAF

al
=

=

l Integrity Verification l

Application
Verification/Control

VPN

Advanced
(include Baseline)

I Monitoring l Anti-Virus I Security Analysis l

User Access Control

DB/File Encryption

Baseline

IDS(Network) IDS(Network/Host) l

- Data leakage
Anti-Virus(Host 0S) revention

SIEM

IPS

Firewall

l Anti-Virus(Guest 0OS) l

External
(Service Provider)

Contact
(Service Provider)

Internal Exclusive
(Client)

Internal Exclusive
(Service Provider)

Internal Common
(Service Provider)

Fig. 4. Cloud Security Architecture

Table 3. Security Function for Cloud Computing

Owner Zone Security Function Condition
External Block denial-of-service attacks Essential
Network access control Essential
Intrusion detection Essential
Contact — :
Secure Communication Options
Block entry of malicious code Options
intrusion detection Essential
nt | Block entry of malicious code Essential
) ) nternal - -
Service Provider (Common) Response of APT and Log Analysis Essential
Encryption Essential
Certification Essential
Web security Essential
Backup Options
Internal - -
(exclusive) Data leakage prevention Essential
Integrity verification Options
Application Verification/Control Options
Web security Options
Data security Options
Malicious code infection prevention Essential
. . Internal - . -
Service Client . Integrity verification Options
(exclusive) - -
Log Analysis Options
Application Verification/Control Options
SSO Options
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[V. Conclusions

LU JESS R a4

14 e gk oIl o) Asiusie, e uet
ob18A A 98l WA, FeheE B3] B4 ofof uhe
Bk 7158 FASA, okE, T2, vlolwl, KT Fhs)
Fehem AN|2g AT 7199 48 Aulze] ik nel
g BT BE, Fes AFY) 54 me} ot
Sr B e Pl P Relstel Al P
27T AaWe) Bl /1S BY s, oF Jwow
sol 2EHeE AFY Hol o |HAE Akt

AR mek o uAE Fehg Al ATAG 2o
= AUz ARgAG] note] A9le A Ruslgo

B oA X obddl Fehes AFY Aulx 34 7%

L
(e}
=

v, olelg Ade mste] ofi 3 G Aol ohje v g
& w3 S AT ATAG WES ARata v
S AFWE AHEAE BE Bk B 0] drks AL
wegaticed] o 2 olelsh gieka % 4 gk, E=E, Feks

27090 5400 el 712 ek o919 1 et o}
9% Restel nARAL TEFIA e A7t HaF >

Y )R TS AFHhed ot ek
Aeksh= Kok o8 = &8 ZE9s M| AE A|F-5)t
17} sk A FE9E AqH|AS AV gslas) ek At B %

Aoz 483 s AR 7

2 AT Ao RE Agkehs Hel op|EA = AR
715, Auzst 3PS VIRt g A ol [ EA A TS A
29 7% Az S nel A%H oz sk 33
o Wlok @ Wesk Aok Fol, 9ELAE B4 Fohes
Aplzse] ghitol el nel, QEng AT Hle] ue
olgF ¥ FoFd Ty "ol 9¥ s
I PSS AUl 0 WAl W A7 A%

7] Qo] QEXAE VO R S FHSE Muls 84 T
Z5te], AR QEAA HOE ATEO)E ggslo] Aokt
op|elA o] &8 B b gk APE FAFOE S
soF & AbghS dhaslar Wik e o |9AE sk o
TE 5 7Y JAelth

REFERENCES

[1] DEMPSEY, David; KELLIHER, Felicity. Industry Trends
in Cloud Computing. 2018.

[2] JOSHI, N.; SHAH, S. A Comprehensive Survey of Services
Provided by Prevalent Cloud Computing Environments.
In: Smart Intelligent Computing and Applications.
Springer, Singapore 2019, pp. 413-424, 2018.

[3] VARGHESE, Blesson; BUYYA, Rajkumar. Next generation
cloud trends and research

computing: New

directions. Future Generation Computer Systems, pp.
849-861, 2018,

[4] https://cloud.google.com/security/security—design/

[5] https://aws.amazon.com/security/

[6] https://gov.ucloudbiz.olleh.com/portal/ktcloudportal.epc
.productintro.waf.html

[7] https://cloud.naver.com

[8] Cloud Security Alliance, “The Treacherous 12 CloudComp
uting Top Threats in 2016,” Security, no. February, pp.
1-34, 2016.

[9] M. Kazim and S. Zhu, “A Survey on Security Threats



The Security Architecture for Secure Cloud Computing Environment

87

in CloudComputing Technology,” Int. J. Res., vol. 1, no.
8, pp. 1071-1081, 2015.

[10] G. Aswini and R. Mervin, “A Survey on Cloud Security
Issuesand Techniques,” Int. J. Comput. Sci. Appl., vol.
4, no. 1, pp.125-132, 2016.

[11] https://cloudsecurityalliance.org/download/top-threats
~cloud-computing-plus—industry-insights/

[12] PARK, Jae-Kyung; LEE, Won Joo; LEE, Kang-Ho. A
Study on the Isolated Cloud Security Using Next
Generation Network. Journal of The Korea Society of
Computer and Information, Vol. 22, No. 11, pp. 9-16,
2017.

Authors

Sang-Yong Choi received his B.S. degree in
Mathematics and M.S. degree in Computer
Science, both from Hannam University in
2000 and 2003, and Ph.d degree in
Interdisciplinary of Information Security
from Chonnam National University in 2014,

Korea. Dr. Choi is a Research associate professor at the
Cyber Security Research Center in Korea Advanced
Institute of Science and Technology (KAIST). His research
interests are in web security, network security and cloud
computing security,

Kimoon Jeong received the B.S. and M.S.
degrees in Computer Science, and Ph.D.
degree in Interdisciplinary of Information
Security from Chonnam National
! University. Korea. in 1999, 2001 and 2009,
% respectively Dr. Jeong is a Senior

researcher at the HPC Cloud Center in Korea Institute of
Science and Technology Information (KISTI). His research
interests are in cloud computing security, network security
and big data security.



