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Implement Static Analysis Tool using JavaCC
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Abstract

In this paper, we implemented a static analysis tool for weakness. We implemented on JavaCC

using syntax information and control flow information among various information. We also tested the

performance of the tool using Juliet-test suite on Eclipse. We were classified using information

necessary for diagnosis and diagnostic methods were studied and implemented. By mapping the

information obtained at each compiler phase the security weakness,

we expected to link the

diagnostic method with the program analysis information to the security weakness.

In the future, we will extend to implement diagnostic tools using other analysis information.
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2.1. JavaCC
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[Il. Classification by Diagnostic Method

Table 1. Classification by Information from Compiler Phase

Syntax CWE-248 : Uncaught Exception
Info?/mation CWE-500 : Public static Field Not Marked Final
CWE-582 : Array Declared Public, Final, and Static
CWE-89 : Improper Neutralization of Special
Flow Elements used in an SQL Command ('SQL Injection')
Information CWE-609 : Double—Checked Locking
CWE-833 : Deadlock
CWE-192 : Integer Truncation Error
CWE-597 : Use of Wrong Operator in String
Type )
Information Comparison
CWE-681 : Incorrect Conversion between Numeric
Types
CWE-134 : Use of Externally—Controlled Format
String
Value . . . .
. CWE-135 : Incorrect Calculation of Multi-Byte String
Information
Length
CWE-252 : Unchecked Return Value

3.1 Diagnostic Method by Syntax Informations
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HE omtt off] Ar= AN dAllM B4 7 AR

2, 34 EFIAE offl B8 ATl B o E
31918 & Sl Anolth Table 2. T AnE olgald 2
o

g 4 9l Bk T Adt W] oAjo)tt,

TE ARE o3 AHel EES o] &3le] AAE T EY
(Syntax Tree) JollA Eg] =29 &EA] F51 A& 9Jv]
gl o2 Bol, & Eg] AoA catch dol d|Fehs ==
9] &9 === ofH FH9 exceptiono] ¥3E 0] EA] o



Implement Static Analysis Tool using JavaCC 91

Table 2. Diagnostic Method using Syntax Information

CWE List CWE-396 : Declaration of Catch for Generic Exeption | CWE-337 : Same Seed in Pseudo—Random Number Generator(PRNG)
CERT Rule ERRO7-J. Do not throw RuntimsExcaption. Exception, MSC02-J. Generate strong random numbers
or Throwable
1) Find try—catch block. 1) Find random() function.
Diagnostic 2) Check the catch clause. 2) Check the function is safe.
Method
3.) Ifcatch clagse Is RuntimeException or Exception, 3) If the function is Math class or Util class, diagnose security weakness.
diagnose security weakness.

Table 3. Diagnostic Method using Flow Information

CWE-89 : Improper Neutralization of Special Elements

class

4) If it has received external input and not checked that
input, 2" Diagnose security Weakness.

CWE List used in an SQL Command ('SQL Injection’) CWE-321 : Use of Hard—coded Cryptographic Key
CERT Rule IDS00-J. Prevent SQL injection MSCO03-J. Never hard code sensitive information
1) Find weakness function like executeQuery().
1) Find weakness function like getConnection().
2) If weakness function is used, 1st Diagnose security
Weakness. 2) Check getConnection() using String argument. then, diagnose
Diagnostic security Weakness.
Method 3) Else Check SQL statement is written as Statement

3) If variable is used not String argument, check flow information

4) That variable is not input stream. then, diagnose security Weakness.
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3.4 Diagnostic Method using Value Analysis
Informations
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V. Implementation
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4.1 Implementation List

Table 4. Implementation List(using Syntax Information)

Coding Standard

ERRO7-J. Do not throw RuntimeException, Exception, or Throwable

ERRO08-J. Do not catch NullPointerException or any of its ancestors

OBJO1-J. Limit accessibility of fields

MSC02-J. Generate strong random numbers

Table 4.+
s
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Table 5. Implementation List(using Flow Information)

Coding Standard

IDS00-J. Prevent SQL Injection

IDSO1-J. Normalize strings before validating them

FIO05-J. Do not expose buffers created using the wrap() or duplicate()
methods to untrusted code

FIO08—-J. Distinguish between characters or bytes read from a stream
and -1

SER05-J. Do not serialize instances of inner classes

MSCO03-J. Never hard code sensitive information
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4.2 Diagnosis using Syntax Information
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Fig. 1. Diagnostic Algorithm using Syntax Information

of| & £ “Do not catch NullPointerException or any of its
ancestors”®ll th3t Ak WHOZ JavaCCe S ZHA =
Bl TryStatementE 2o} catch Ao A4 == k3t
NullPointerExceptions H]alsle], s oj9]o} Zopd 39
T fuke g Hdkelar 7Y 4t 9] o] 53 AMdE = 9
A ARE €3t} o] Yo% “Do not throw RuntimeException,
Exception, or Throwable”®] 9% 22 TryStatementolA]
catch A9 A4 == ks wlaste] 19 7739] o] 53 94
HAEE &3t}

4.3 Diagnosis using Flow Information
BE AEE o83k A T T4 B A FEA
JavaCCE B3] 42 7% Are} 2leldl tizt ARE Java Hl
Y 2ER Ao Hetoko] | & ole e YiE
& A, wig B 2EE BAEHA Al g ol o] %
o] Hetekyo] H& 4 2 Zet Fig 2. 38
H

- =
HEE o]&% e wa] wojEtt

i

o t
B rr o



Implement Static Analysis Tool using JavaCC 93

4 Store syntax

information and line
information in array
list

|

Find weakness
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|
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Fig. 2. Diagnostic Algorithm using Flow Information
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V. Result of Benchmarks
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Table 6. Result using Juliet Test Suite

CWE List Juliet Test—suit

CWE-89 : SQL Injection 183 / 3660

CWE-259 : Use of Hard—coded Password 195 / 240

CWE-321 : Use of Hard—coded Cryptographic Key

CWE-338 : Use of Cryptographically Weak 34/ 34

Pseudo—Random Number Generator (PRNG)

CWE-395 : Use of NullPointerException Catch to 17 /17

Detect NULL Pointer Dereference

CWE*S?% : Declaration of Catch for Generic 34/ 34

Exception

Table 6.2 & w=oll A 7@3 44 4 =77} CWEE 7]
FOo= Juliet Eﬂi# B&o] mEE dri AEsgleTtel U

o

sto] 2 vERA Aolt) WA “Prevent SQL Injection” 2} v
t Z== 36607071 2lem 183719 =
Tgo] dxﬂ A W At o
474 B4 =57} executeQuery
< {]}HEF—H] 9] Juliet
executeQuery ﬂoﬂ U2 g5 A3t SQLE
Adsks 4971 W] wliEolth.  “Never Hard code
sensitive information“& CWE-259. CWE-321 F 7]12] CWE
o} A==t £ 240719 Z= 7k 125719 FEE HE 3}
%Ak CWE-2599F CWE-321% CWE-89¢} 2o Rt

& Aol glom, Hele] Hoket s B & A

HE o]&sle] HlkH S sl T3 =7
Bt °k°] X47] Wﬂ—r‘)ﬂ ]g]r Te Ads Btk ol&
L= THE F7HH R % 33}04 d
4ES =Y F 9}5} CWE—338% "Generate strong random
number®o] 3|FsF= HoteFH o7 SecureRandom 222~
_,——5]. uﬂ/qce /\}ﬁo};q Olouq y_o]—okxqj 74 ],Oﬂu]_ Util
3} Math E#|2=0l 43 random WA =2 AHE-S & AHE
ol-g3le] BE Juliet =0 thal]l WoteFH S HEse A
wolth, CWE-395 CWE-396¢] dldshke  Hotekd
NullPointerException¥} Exceptiont+S AH&-3}ed catch 3—;_!01]
7(]—}\-175]— OT T qu_é 01_9_—5‘].011 Z]I‘Z_l—é‘]——“—:— Ecgl—tv_}@o]_]—_r

Juliet =0 8] wetekd e At

o] o

o ﬂllm

VI. Conclusions

a3t o ARgshs oje] 7] R
2319 JavaCCE HOoFeFH S
she B8 T@sk3lom, Eclipse AollA] Juliet HAE R
olgslo] T Tl e A% AFS S T B
&S B CWE-892] Aeh&-& 5%, CWE 259, CWE-321¢]
- 500, 1 9] TE ARE o] &3] AuskE AL 10099

|

rﬁ tlo L ofy
o

o,



94  Journal of The Korea Society of Computer and Information

2B A3l Ao] £F ARG ol §
1% B3 2 e WA Q8 5
AgomA weteklel i Qe s} Z2as 24 e
710 5 ek, g 2T Qo] Sl noleko
A% WS A2FORA Qoje] B3} paH %

& o At

s
e o

re
-+ o
Lo
)
=
o o
o
=)
Moo

REFERENCES

[1] SungMoon Hong, Seungcheol Shin, Kyung-Goo Doh,
Detection of Security Vulnerability From the
Knowledge-Base Representation of Source Code,
Journal of The Korea Information Science Society
pp.1618-1620, June 2014.

[2] CWE, Common Weakness Enumeration, Attps.//cwe.mitre.
org/

[3] CERT, Computer Emergency Response Team, hftps.//wik
Lsel.crmu.edu/confluence/

[4] Kyungsook Han, Damho Lee, Changwoo Pyo, Classificati
on of Diagnostic Information and Analysis Methods for
Weaknesses in C/C++ Programs, Journal of The Korea
Society of Computer and Information Vol. 22 No. 3, pp.
81-88. March 2017.

[5] Alfred V. Aho, Ravi Sethi, Jeffrey D. Ullman, “Compilers:
Principled, Techniques, and Tools”, Addison Wesley,
1986

(6] JavaCC, htips./fjavacc.org/

[7] Juliet test-suite, https:/samate.nist.gov/SRD/testsuite.p

hp/

MICRO FOCUS Inc., https://software.microfocus.com/

Sparrow Co., https://sparrowpasso.comy

0] CODEMIND, https.//www.codemind.co.kr/

11 Minero Aoki, “Compiler structure and principle :

8
9

[

[

[

[1

[1
Language processing system learned by the compiler”,
2009

[12] C. Cadar, and K. Sen, “Symbolic execution for software
testing: three decades late,” Communications of the
ACM, 56.2 pp.82-90, July 2013.

[13] P. Cousot, and R. Cousot, “Abstract interpretation: A
unified lattice model for static analysis of programs by

fixpoints,

construction or  approximation  of

"Proceedings of the 4th ACM SIGACT- SIGPLAN
symposium on Principles of programming languages,
pp238-252, ACM, January 1977.

[14] Kuznetsov, Volodymyr, Kinder, Johannes, Bucur, Stefan,
Candea, George, “Efficient State Merging in Symbolic
Execution”, 2012

[15] LLVM, http://llvm.org/

Authors

Byeongcheol Kim will receive the B.S.
degree in Computer Engineering from

Korea Polytechnic University, in 2019. He

—
N o =

— is currently a student in the Department of

Il

Computer Engineering Korea Polytechnic

University. He is interested in software

security, static analysis.
in Computer Engineering from Korea
in 2019. He is

h Changjin Kim will receive the B.S. degree
y currently a student in the Department of
\ Computer Engineering Korea Polytechnic
g University. He is interested in software

security, program development.
Seongcheol Yun will receive the B.S. degree

Polytechnic University,

in Computer Engineering from Korea
in 2019. He is
currently a student in the Department of

Polytechnic University,

Computer Engineering Korea Polytechnic
University. He is interested in software

rogram development.
"% Kyungsook Han received the B.S., M.S. and

Ph.D. degrees in Computer Engineering
from Hongik University, Korea, in 1993,
1995 and 2002, respectively Dr. Han joined
the faculty of the Department of Computer
Engineering at Korea Polytechnic

University, Gyeonggi-Do, Korea, in 2003. She is currently
an Professor in the Department of Computer Engineering,
Korea Polytechnic University. She is interested in compiler
optimization and software security,



