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Survey on the use of security metrics on attack graph
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Abstract

As the IT industry developed, the information held by the company soon became a corporate asset.

As this information has value as an asset, the number and scale of various cyber attacks which

targeting enterprises and institutions is increasing day by day. Therefore, research are being carried

out to protect the assets from cyber attacks by using the attack graph to identify the possibility and

risk of various attacks in advance and prepare countermeasures against the attacks. In the attack

graph, security metric is used as a measure for determining the importance of each asset or the risk

of an attack. This is a key element of the attack graph used as a criterion for determining which
assets should be protected first or which attack path should be removed first. In this survey, we

research trends of various security metrics used in attack graphs and classify the research according

to application viewpoints, use of CVSS(Common Vulnerability Scoring System), and detail metrics.
Furthermore, we discussed how to graft the latest security technologies, such as MTD(Moving Target
Defense) or SDN(Software Defined Network), onto the attack graphs.
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[. Introduction

1. Background & Motivation
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2. Contribution
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[I. Preliminaries

1. Vulnerability
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2. CVSS
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CVSS(Common Vulnerability Scoring System) [6]+& o] 3k
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Base Metric Score

Temporal Metric Score Environmental Metric Score

Fig. 1.

CVSS scoring process

3. Attack graph

local
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Fig. 2. Example of attack graph
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[I. Classification According to Metric
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Table 1. Metrics classification based on application perspective

Category References Representative researches

) “Experimenting with Quantitative Evaluation Tools for Monitoring Operational Security”[9]
Topological (31, o], [10], [11] “Extending Attack Graph—Based Security Metrics and Aggregating Their Application”[11]

. [13], [14], [15], “Assessing the Risk of Using Vulnerable Components”[13]
Vulnerability w . »

[20-36] Using CVSS in Attack Graphs”[15]
“Measuring the Overall Security of Network Configurations Using Attack Graphs”[16]

Both (161, [171, [191, [37] “Quantifying Security Risk by Measuring Network Risk Conditions”[17]




98 Journal of The Korea Society of Computer and Information

Al 34 A= W] £3Hcycle)S EolddE HtE A IS
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V. Classification According to
Use of CVSS
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Table 2. Metrics classification based on CVSS usage
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Melanie Tupper &[2112 #2Fd(vulnerability), °+-& 7}
5 (exploitability), 24 7FsX(attackability) 2= Al #4
oAl nol WEZS Agtslgith FHekd Altdle CVSSY

9 Hr(impact score), AlAIE I temporal score)E

CVSS usage References

Representative researches

(31, 191, [10], [11], [13],

Without CVSS [14], [16], [19], [20], [25]

“A Weakest-Adversary Security Metric for Network Configuration Security Analysis”[19]
“Measuring Security Risk of Networks Using Attack Graphs”[20]

[15]1, [17]. [21], [22],

With CVSS [23], [24], [26-37]

“VEA-bility Security Metric: A Network Security Analysis Tool”[21]
“CVSS-based Security Metrics for Quantitative Analysis of Attack Graphs”[22]
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Marjan Keramati 5[22]& 7} #|<Fd<] $ldme} # A
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7o Oigk A Bt hesh ARl 713 &
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V. Classification According to
Detailed Metric
o= 34 =gl ARE Bl HEZS B
G ANACE BT Table 3.8 B UEE 421D

Table 3. Metrics classification based on detailed metric
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5

(bayesian network)

Uﬂ_.—., CVSS HEZ S o] &3t WEY, & 25t o
T ThFE B FE o]FolA Slth
Table 3.9] ()= &S 7|Hto2 g Hel WEL ] #Ash
ATES g Btk 34 agixe o 34 BRI 7Y
e SER MY Zi?lxl s S8 FAA AHEE A
oF o] ’“ix“’i s _ﬂ% & AXkste] AA HSle] o

21 1A% CVSS MESS o189 G5 Mo o
ush Eelg AFsigl. Cvss MEd S Hge i 3
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Class Category References Representative researches
(9], [10], [13], [14],
(@) Probabilit [20], [24], [25], [26], | - “Security Risk Analysis of Enterprise Networks Using Probabilistic Attack Graph”[24]
¥ [27], [28], [29], [31], | — “Network Security Risk Assessment Based on Attack Graph”[25]
[34], [36]
Using network - “Dynamic Security Risk Management Using Bayesian Attack Graphs”[28]
(b) ¢ [27], [28], [29], [31] | - “Network Security Risk Assessment Method Based on HMM and Attack Graph
or system model »
Model”[29]
(c) Using algorithm [3], [10], [23], [30] “|dentifying Critical Attack Assets in Dependency Attack Graphs”[30]
(151, [21], [22], [23], “An Approach of Security Risk Evaluation Based on the Bayesian Attack Graph”[31]
(d) CVSS score [31], [32], [33], [35], | . ) : o
[36]. [37] Metrics Suite for Network Attack Graph Analytics”[32]
“An Approach for Security Assessment of Network Configurations Using Attack
(31, [9], [11], [16], »
) Network [17], [19]. [22]. [34] Graph”[34]
attributes [35]’ ’ ’ | “Evaluating Security and Availability of Multiple Redundancy Designs when Applying
Security Patches”[35]
Resistance or [16]. [19], [34] “Quantifying Security Risk by Critical Network Vulnerabiliies Assessment”[36]
(f) safetiness to [36]! [37]’ ’ “Network Diversity: A Security Metric for Evaluating the Resilience of Network Against
attack of network | Zero—Day Attacks’[37]
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