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Process Improvement for Quality Increase of Weapon System Software
Based on ISO/IEC/IEEE 29119 Test Method
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Abstract

As the proportion of software in weapon systems increases, the impact of software on the overall

system is growing. As a result,

software quality management becomes important,

and related

regulations and work manuals for quality assurance activities at each stage in the R & D process are

becoming more sophisticated. However, due to the characteristics of the weapon system software that

is developed as a customized form for the purpose of a specific mission, there are limits to

specifying and definitizing the detailed requirements (upper and lower level) according to various

operational concepts during the development process. Due to this,

software modification (patch

change, shape change due to upgrade, etc.) occurs on account of many defects and performance

improvement in the mass production and operation stage after the development is completed. In this

study,

we analyze the characteristics of these weapon system softwares and propose quality

improvement methods based on ISO / IEC / IEEE 29119 test method.
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1. Weapon system software quality assurance

regulations
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Fig. 1. Number of Defence Standardization Software of

Weapon System(2008-2017)

Regulations on the Management of Regulations on the Supporting '
Defense Acquisition Program Development of Weapon System Software | |
[DAPA Regulation No.415 [DAPA Regulation No.377

\ (2017.0621 revised)] (2016.10.17 revised)]

Manuals on Development and Management i
of Weapon System Software !
Manuals !

[DAPA Manual No.2017-8
(2017.08.31 revised)]

Fig. 2. Regulation & Manual of Software Quality
Management of Weapon System
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2. The existing weapon system software
development process and test activities at
each phase
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Table 1. Weapon System Software Testing Activities of Each Software Development Phase
e SW SW integration/ intzzsr;et:gn/ test&evaluation production
Y implementation testing i (DT/OT) (initial/second)
testing
test tvpe function function/non—function function function function
yP SW reliability SW reliability SW reliability
) unit(function/
test unit CSU/CSC) CSClI System System CSCI/System
satisfying
verify satisfying requirements L. satisfying requirements requirements(based on
L . satisfying
test criteria function/performa ) KDS)
. — - requirements — - — -
nce of unit eliminate potential eliminate potential eliminate potential
defects defects defects
requirements requirements requirements
coverage type - statement/branch/ requirements statement/branch/ statement/branch/
MCDC MCDC MCDC
tgst . R&D organization R&D organization RE.&D. R&D orgar}|zat|on/test quality assurance
organization organization evaluation team agency

e Computer Software Unit : 22|50 A|l&E = U= ZACHe
* Computer Software Component : 2ZEQ0{ &Atsl

e Computer Software Configuration Item
* Korea Defense Standard : ZHEZ&E
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Table 2. Differences between Package and On—-demand Software

package software
(general)

on—-demand software
(dedicated)

— Developers identify and develop customer needs

— On development phase test level determined on its own
(optimization of test effort based limited resources and TTM)

— Defect removal is optional after release(or when it can't)

— Achieving a specific quality goal autonomously according to

market economy logic

— User requests development by providing requirements

— On development phase test level determined based contraction
(can’t various situations test by limited cost, term)

— Defect can be removed after release(may have maintenance contract)

— Forcing specific quality objectives such as contracts, laws, and

regulations
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3. Characteristics of weapon system software
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Test Design &
Implementation Process

Test Design
o Specification
eature
Sets H
Derive Test | Test Conditions
Test Case
[ Test —— | specification

Derive | Coverage
Test Items

Conditions
Coverage
Items ¥

(TD2)
(TD3)

Identify
" Feature
Sets

(TD1)

Derive
Test Cases
(TD4)

Test Cases Test

Procedure
;‘7 Specification
Test

Assemble | gote

Test Sets ﬁ
(TD5)

Derive Test

Procedures
(TD6)

Test Procedures
& Test Scripts

Inputs to activities in this process
may include;
+ Test basis;
+  Test plan;
Test strategy;
+ Test items; and
. Test design

The process is shown as purely
sequential, but in practice it may
be carried out iteratively, with
some activities being revisited.
See text for details.

Fig. 3. Test Design and Implementation Process on
ISO/IEC/IEEE 29119-2
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4. Software test of ISO/IEC/IEEE 29119
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Test Design Techniques Presented
in1S0/IEC/IEEE 29119-4

#3H %

Y af

1
Speci fication-Based Structure-Based
Technigues 'Tm‘hmqucs

use 5.2 (clause 5.3)

Experience-Based
Techniques
(clause 5.4)

)
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(clause 5.2.5.3)
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Pair-Wise Testing Data Flow Testing
(clause 5.2.5.4) (clause 5.3.7)

(clause 5.3.7.2)

All-Uses Testing
(clause 5.375)

(dause 5.37.6)

Scenario Testing
(clause 5.2.9)

Random Testing
(clause 5.2.10)

All-C-Uses Testing

Each Choice Testing All- Definitions Testing
ause 52.5.5)

All-DU-Paths Testing

Fig. 4. Test Method on ISO/IEC/IEEE 29119-4
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Fig. 5. Number of enactment, revision and abolition of

weapon system software in 2013-2017

5. Current state of software configuration change

on mass production phase
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[1l. Improvement of Software Product
Quality based on ISO/IEC/IEEE 29119
Test Method
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Identify Drive Drive
Test Post
Process target - Test - Test - Execution - rocessin
System Conditions Cases P =
- li - Sof 1 - T i
Quality management - Software development est basis - Test cases — All test documents &
Input data on pre-phase documents - Test Oracle ~ Test environments  data
(Development) - Software list & risk (test criteria)
- Software under test - Test data DB(defects,
. - Test cases - Coverage . .
(CSCI, function, . . improvements item)
Output [~ System under test . (input, expected value, = Test effectiveness, .
interface, performance, .. . - Technical change/
pre/post conditions) efficiency .
etc.) performance improvements

Fig. 6. Test process on weapon system software product
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Fig. 7. Phase of Improvement Method
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Fig. 9. Modification Case 2 of CSCI — Display unit Freezing

Table 4. Deriving Test Condition
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No.| Identifier —
Description

— should analyze PRI, frequency modulation type
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test cases(TC)
No. type - remarks
input expected value
y PRI modulation type : input in
Iv.8 stagger - PRI modulation "€ range
5 PRI modulation type : type : ‘
out—of-
analysis of Iv.9 stagger 0x020000000 an
— ; 7| PRI each Iv.(us)| 'ange
3 PRI, PRI modulation type : input
frequency Iv.16 stagger
. moctjulatlon frequency modulation | - frequency | input in
ype type : Iv.8 hopping | modulation type | the range
) © 0x020000000 | oyt—of—
5 ffteql;eﬁclz ;ﬂﬁgulai:m frequency each | range
ype - . pping |V.(MhZ) input
6 without noise AOA : 200(20 no
7 | find added noise deg.) specific
waecnon of oul 1800 requireme
; count of pulses :
| © |RF radiator 2200(220 deg.) nts
9 count of pulses : 72

3. Results applied to actual weapon system software
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Fig. 10. Test Cases(normal-exception)
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