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Security Problems and Measures for IP Cameras in the environment of [0T
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Abstract

Along with the development of IOT, the number of people using IOT devices has enormously

increased and the IOT era has come. Especially, people using the IP cameras among Internet devices

have been drastically increasing. It is because the IP cameras are well networked and comparatively

cheap compared with CCTVs, and they can also be monitored and controlled in real time through PCs

and smart phones for the purposes of general theft prevention and shop surveillance. However, due

to the user’s serious lack of security awareness and the fact that anyone can easily hack only with

simple hacking tools and hacking sites information, security crimes that exploit those have been

increasing as well. Therefore, this paper describes how easily the IP cameras can be hacked in the

era of IOT, what kind of security incidents occurred, and also suggests possible government

measures and new technical solutions to those problems.
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Fig. 1. Transition and Forecast of Global Surveillance

Camera Market Size

SR w2d vt f5 $20 [P 7
2t 5370 AZAL, 40070 AlES ddoR 3 FoF Al 7]
AAE D B HERse] HRHs AR A, S A

785 4870 A, el ARED A 7870 AlEAAM(F 31.5%)
B epdo] wAgitk At

AA FIAE 0T Bt Hokgd A1 2 23] 747} afjq}
o} S7kskaL glom, o] & <ld [P7hvEtel A
FEL HolHEC] MU FEZ AT Lol
W glo] @Al theket ARl A A 7F HAdskaL 9t
B A= 2804 1P e sl ot g]sjatel et
o] g3k ATES Auna, 3P E At AES 3
IP 7Hilgte] EAKE 7lestal, HlEis IS S3f A
she AP acls EA 8L Bt s w=olgit), iAo 7 4
oA ARs WA} gk

o
o
ols
2L
£

[I. Preliminaries

1. Case of Domestic Damages by IP Camera

Hacking
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Fig. 2. Site Listing IP Cameras that were hacked
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[1l. Related Experiments and Results

1. Scanning with shodan
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Table 2. Cracking result after setting Default Password

Password Time Result
admin 10 min 0]
root 30 min 0
1234 10 min 0]
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Table 3. Cracking Result after setting Safe Password

Password Time Result
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