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Abstract

In this paper, we propose a technique to reconstruct the iris image from the iris code by analyzing

the process of generating the

iris code and calculating it

inversely. Iris recognition is an

authentication method for authenticating an individual's identity by using iris information of an eye

having unique information of an individual. The iris recognition extracts the features of the iris from

the iris image, creates the iris code, and determines whether to authenticate using the corresponding

code. The iris recognition method using the iris code is a method proposed by Daugman for the first

time and is widely used as a representative method of iris recognition technology currently used

commercially. In this paper, we restore the iris image with only the iris code, and test whether the

reconstructed image and the original image can be recognized, and analyze restoration vulnerability of

Daugman's iris code.
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ORIGINAL RECONSTRUCTIONS
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Fig. 1. Example of iris reconstruction using genetic algorithm
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Fig. 2. Iris localization and segmentation
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Fig. 3. Example of Iris normalization
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(b)real part feature,
(d) iris code

Fig. 4. (a)normalized iris image,

(c) imaginary part feature,
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[1l. lris code reconstruction method
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Gabor real part filter
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Fig. 5. Example of image reconstruction process
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Fig. 6. Example of Calculate Restore Values
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Input : Filter value matriz A, Irs code value matriz 5.

QOutput ' Restored image X

Algaorithm

for(i=0 to H) 1 // Repeated by height & of the iris code

X =471« B, // Estimate the value of the reconstructed image

vooncat{ X, X, X) // Combine reconstructed images in the vertical direction

t

Fig. 7. Restore Process Pseudocode
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V. Experiment
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Table 1. Hamming distance threshold based on FAR
FAR 1% 0.1% 0.01%
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Fig. 10. Hamming distance graph comparing the iris of
the same person

Z 720(4%3/2 x120)9H H]aLste] U2 Ao}, ULl &
A Bl A v s AR Hdlgk2 0.36389] #keltt. o]
2 FAR 0.01%715 9A#S) 0.37519] #ich we A9E 15
o 5l ¢ “4 A% 94 AEE 100%2] 23S Bk
Aesle] B Hekgd e Arkelitl 480

E
{’?'HE’-EE Bl AdE TASEE 44

A Ak Foll A2 Q14715 A
g3e] Anels} BAGEe Lnlasle] st o

Fig. 11. Hamming distance graph comparing original
image and restored image

o] 5ol FARZ|GF0 & 3131 aL o] Table 2= 2
7he bt
Table 2. Restoration success rate based on FAR
FAR 1% 0.1% 0.01%
Restoration 100% 98.93% 94.06%
success rate

V. Conclusions
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