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Abstract

Recent trends in modern warfare are increasing in importance for air warfare, information warfare,

and warfare. The technology of the weapon system software is rapidly developing, and the silent

information war to hack it is still going on. Currently, the FA-50 aircraft has a function that can be

initialized by a simple switch operation to protect the main military information in the event of an

emergency. However, there are limitations in the existing Zeroize function, and this study was carried

out to supplement this. First, we compare and analyze the memory structure of aircraft operating in

our military, and examined the currently implemented Zeroize function. Second, we reviewed various

methods to overcome the limitation of existing Zeroize function. Third, we implement the existing

Zeroize function without additional manipulation. In this paper, we propose that the implementation of

this feature will enable us to protect our military data more securely and suggest that we should

continue to look for ways to enhance security for our technology in the future.
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[I. Preliminaries

1. Related works
1.1 FA-50 aircraft avionics system
FA-50 &7 dedwFw7]19) TA-50 3=
3 T A eE s A T w55k HEY)
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Control Radar), #lo]t] Z%=A(RALT, Radar Altimeter), 3%
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Fig. 1. Typical IMDC-2 System Overview[13]

1.2 IMDC memory structure of FA-50 aircraft
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Fig. 2. GPM Address Space Map[14]
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1.3 Zeroize function for aircraft type

A oA F8stn e 7] T A A =EE ZE)
$st= gzde 71Fe2 KF-16, F-15K, T/TA/FA-50
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Fig. 3. KF-16 Zeroize Function[15]
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switch

Fig. 4. F-15K Zeroize Function[16]
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Zeroize A&7t ALEHW tffsCleardld ALg3ls 3¢ &
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Fig. 5. FA-50 Zeroize Function[18]

[Il. Software Design

1. CSCI Function

CSCI(Computer Software Configuration Item)& #3491

e T537] 91 AZEdo] Zrage] YA EH, ot

¥ 7es FAE] AT HAFH AZEoe FAER]

CSC(Computer Software Component)Z TAH T} FA-50

&7 IMDCe| CSCI= Z47+e] OFP7} ofdll ajd-ahm, CSC
2

N

7¥7ke] OFP M2 vt 7158 7] $13 deEEe]
HgtoltH19].

FA-50 &-37] AFHFEY Zeroize Fs Al RS
T-83}7) Y38l /%% = OFPE FC OFPoW, 2EA} 7143 F
(PVI, Pilot Vehicle Interface)¥} #heds® w7 Apake §loh
5, 23/ 7M1 223 dAt glo] @A Zeroize 27 AA}
o} A FEA7NE 71E Zeroize 71%50] AEHBA FA]

of Mo HeE 75e FARES TR,

2. Software Design of FC OFP

FC OFPE Targetings 93 Sensor, Cursor HoJE ZA
9 ARk 7 F8F darg]E, HUD 2 MEDS A& 41¥ $14]
2 Algo R A, F4 &9, Smart Weapon 7% T3l 715
AlE, Datalink 715 AT 5 7IsHZ FEE £ 24719
Component® AETH20]. # 7]5& Fdsiz] S
A(Point Management), B(Data Transfer) Component”} 47
o, #HE Components C(Smart Weapon), D(Data
Management) Component®]t}.

FC OFPE Zeroize System@ 25 IMDC Zeroize discrete
2S5 418k, FC OFP Wi CSC| 93 Table 13} 2t

Table 1. Flow chart of CEl frequency operation function of FC OFP

Zeroize System

| IMDC Zeroize(discrete)

FC OFP

C Component
— Smart Weapon related logic control
— Initialize SMS Data when Zeroize signal is received

A Component

— Steerpoint related logic control

— Initialize steerpoint and various reference point data when
receiving zero signal

— Complete variable setting after initialization

B Component

— Perform discrete and analog signal input

— Zeroize signal reception and initialization Perform initialization
of OFP first sector after receiving completion signal

D Component
— Saving and recalling data stored in NVRAM
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7} Component?] 8 7]%5& A wA C Componenth
Smart Weapon@} #HH¥ Z2& Alojsls A4S ¢
Zeroize 7)'s A% A Smart Weapon¥} ##H F£9 ARE %7 ]ﬂ
AlZIek A Component= Z2EAF #2247 Hd 23]
kS b, Zeroize 715 AT Al F2A A HRE 27|38}
gt} B Componentt™ FC OFPoA] AFHE-E= In/Out HI0JHE
ol 7o) wet Aelehs 71%%S gt n/Out HiolH ==
1553B MUX Bus Data, Packet Data, Discrete/Analog Data”}
Aom, vlofEle] frads AL Y& AEE Fgith v
2to 2 D Component TR OFPZHE #4% Change Request
= A8k dekg s, IMDCY Power Cycle 24 A
S8 dlo|ElE NVRAMe #Astal 89w 75 Tt}
[21][22].

71% T3S Y8 FC OFPE Zeroize SystemQ Z4H-E
A% E FAlskt FC OFP2] B Component
o| A3= Zeroize Discrete 2135 4218}l Time Scheduling?]
2] 71 we} Zeroize 71%5& gl WA 50Hz 712
48%= C Componentol] &= SMSQ] HWzo] Holds SMS
e Datag A97] A8 2245 gt SMSe d9d 74
o] GPSE &&3}7] 98] DTRSZH-H SMS ## Datas 4241
o IMDC7} A1 A3 F7 Station©.2 SMS ## Datas A
sfofzict, ojul] SMS Memory$} Input/Output B3 ol SMS
4 Data”} FoldS = 9o, IMDC7} Zeroize A 25 441
shd SMSe] HHel = SMS #H Datad A|$-ehs HHS
Agsity, 25Hz F7]d4E A Componentold #Hejste
Steerpoint®} Z+E F2HE 27|3ehe 23S e

A%} C Componentoll X 713 Zeroize 7]%5°] WA 3¢
%, Th 50Hz F7]0lA vl 22 38 %7|3ksl7] 918t
245 Fdsty.  Component W& =& 7] CSU
(Computer Software Unit) &%= Table 29} 2t}

Zeroize Discrete

o) o}‘)z

|

Table 2. Flow chart of CSU

B_ADID_MAP
— Zeroize Discrete Signal define
v

C_ERASE_GPS_KEY
— Initialize Crypto Key
v

A_STPT_CONTROL
— Complete variable setting after initialization
v
B_ANALOG_INPUT
— Initialization of OFP first sector

D_SAVE_NOVRAM
Save the Novram Data

HPSE o2 T3S 278517 $leiA= BAEAIA AlF
3k APl 4+ FlashClear() $H<rE A&-3fo]oksln], ROMol| A
2% OFP 99< %783 4 Y}t OFP Image’} A3

ROM2 Sector ©$1Z ?’Hﬂoi glom 7} Sector: xxx
Kbytes®]aZ ROM HA] 99 xxx Mbytest xxx Sector® T
AJHr}, & Sectorg 7188k AR 12 o|ujolH, A H

2 998 2713k A9 oF 165 30271 A8 AA v
5e 998 278k B9 FAIE 2850 Zeroize 45 W
A Al gHERies BA%elH, OFP I #HE

BIFI(Boot Image for IMDC2) Sectorg %7]3}6t== +d3}
%t} OFPY] BIFI Sectors OFP Image? A WA Sectorel
F3¥ ™, OFP Zeroize % FA 1% o|WZ %7137} 7%
sttt FlashClear() & 3dsl7] fdsiAe wlxe]dd

3171 $13F FlashLockUnlock() ¥5 #Z38l9] Unlock ™%
©]¢l U_Operatione Zstolof st} w=e] Hto] 8%

% FlashClear) 3= E%3te] OFP  Image9
Start_Address®} End_Address& A%} OFP Image?] A
Sector7}  AHAlE §  WRE  HEE Al 8

FlashLockUnlock() &%
L_OperationS A3t} tho-2 W&
o) FAE eI

flashLockUnlock(Start Address, End Address, U Operation);
flashClear(Start_Address, End _Address);
flashLockUnlock(Start_Address, End _Address, 1. Operation);

=g 278 WH@e 43shd IMDCE Al AlZE Yo 4=
g =] o oF 3= Run time S }_ero}oq Time-slice Timeout°] ¢]
3} Fatal Faults ““3"]71 MDCE S9AIZ1th IMDC o]
=] A] RAMel #4174l OFP Image”} 2FA1% a1, IMDC A4
2 A] ROMol] 475 OFP Image?] BIFI Sector”} %7135 %10
g Beo] BrbssHl "otk &, & NEE Esto] ROMel A%
H OFP Image?] 9¥E-& %7]|3M)7]a1, 9%=3¢] Time Out
oY E HAAA IMDCY A F5& FAHoZ THAZL

A RAMol| A€ OFP Image’} 2HA| ¥ == F-&135}%c}

V. Experiment Result

= e /\E_E.ﬂ]‘ﬂfq A5 98] 71 Zeroize 7]

skal, F7H o2 Fd® OFP 7|8} 7]

2 Z—}%é}tﬂi AS3IA T FA-50 &-37]% IMDC2

A B Al 2FAPL sk 955 Fdsk] 918 SMFD

3 RES AFsit old gigh H45S 918 OFP %

s} Q13 IMDC A9 F5 $¢ Al SMFDE 53 9] ==
7

s A
=
ol A

o, oX
)
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u

N, N
- —

M
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E=
2
i)

5o AT 1T AR WFE ol Table 33} 2o
Jo] Q- ALkl thdk PVI(Pilot Vehicle Interface)

N o



116

Journal of The Korea Society of Computer and Information

Table 3. Test Category

Table 6. First Sector initialization result of OFP Image

Zeroize A% HAE Al = z713ks17] H8) 71 sl
wA] TE‘EQE A& g ]3}95\5}. o}2) Table 4} Zo] SMS ¥
Oﬂ SMS e Data?} EA8HA] &AL, A48 49 Erase HH

o S F/F7F B Afoll= OFPE 27188t} o}
Case 4‘ﬂ4ﬂr Zo] SF7F BASHA 9ka SMS ## Data’} &
A8 A9-ol= OFPE %7|3MA]7)%] &1 32%(Brase A W&
el 3—2.]’?1 AZHZE ti718kH, 32% Folli= Case 5} o] Q57

7b HASE et e OFPE 27|sbetes i,

Table 4. FA-50 IMDC OFP Test environment

Case |[SMS #@ Data|  Error occurred :“1” OFP initialization
1 0 (none) 0 (normal) Perform
2 0 (none) 1 (error occurred) Perform
3 1 (exist) 1 (error occurred) Perform
4 1 (exist) 0 (normal) Can not perform
5 1 (exist) 32 SeE?;)::ScsrlsrT::d after Perform

C Componentol| 4] ~838}= Steerpoint 2 2% =4 @
He dlelgrt 27)shE A @]’?lé}ﬂ $ ’EH
‘STPT. ZERO_COMPLETE’
7K 71 71wl sl $ol OFP %7 ]ﬂ% Gﬂﬁl*cxl

-2 Table 59 o] #5353tk

Hn=
T=

HyEE xHaog

Table 5. Result According to Test Case

OFP initialization
@ STPT_ZERO_CO Result
MPLETE St Result value
value
1 True Perform Perform PASS
2 True Perform Perform PASS
3 True Perform Perform PASS
4 True Can not Can not PASS
perform perform
5 True Perform Perform PASS

w3l Table 63} 7] OFP ZeroizeS $:33hd ROM ™| &
gloll A7 OFP Image?] & WA Sector’} AAA o7 %7]
SHA=AE ST

Test Category Checklist Command Result value Result
Functional Functional review required during software Start address fiff ffff fEff ffff ffff ffff ffff
development review of the first PASS
i . Sector fiff ffff ffff fff fff ffff fFff
Performance Check that the software is functioning properly
within its intended operation range Last address fff ffff ffff ffff ffff ffff ffff
of the first PASS
Stress Repeat the same procedure or check whether Sector fiFF T6F £16F FEFF SF6F FEFF FF0F
it works at the limit
¥ The address of the sector is not provided for security

purposes, and the default value is ‘f’.

upA 2o 2 Time-slice Timeout®# ¢13+ Fatal Fault’}
wAsto 24 IMDC7F s £4] 21881t o5 ASs]
A3l AA Faviet s FHeE FAHE AP A
AHB(Avionics Hot Bench)& ©o]€3}9] 7} Frame®] A|7F
ZA43513th 2 A3 Zeroize MES 2% 427t Idle Time
glol ZF Framedl] &d¥ Al7HS 2% ARSIl oH, Clock
Interrupt® YAAIZ] & Time-slice Timeout®] WA,
Timeout o2} #Aoz <l SMFD Test #Ho|A|d
IMDCO22(SW  Timeslice Timeout) FaultE Aldstglon,
IMDC #go] TEHASS S8kt

FA-50 #-&7]% IMDC®] @7 % Q3 S=ret= SMFD
£ o]&st WREE 88 4 gt} WPRE 285 $9

Avionics Power Paneld] 9]x3F AV FUNC S/WZ IMDCe]
A MFDZ WAsid wne=a xbmr;}
w3k IMDC Zeroize 3 ¥ IMDC Ae&S 93l

ORP(OFP Reprogramming) ZIZI1HE o]
OFPE

Fool Az
Azgse ggsow $gol Thsah

V. Conclusion

1A, 2 A4S St TEE H|
AL AL, 53] FA-50 @87] FUF-AFE ol ve] i
s gelgto s AxE i 7hs d9S et
itk Fe7] A iR ok vEE AR 9
sjo] Qo] o] AFsl=rl dAF lglo, wixeel i 7h
T rES Ao Es B mre B4 8 it #-&
st &84 ol

= Zeroize 7159 AHS B
o
-

Fom 37l W TAREY WIS B Faag
o A AZEGClS] J1EHo] AR GuAUoR
F2u3 gl AN 337) FUTHFE 2EE ] )
3l olel mre} 2 7]

Aae] T2 s S Qi
E

5o T axEdeld 42U 4 YES
FAGOoRH TAARY =EE PAT & A Sk
A

A, B A Al Zeroize MES Z2BIAY 4] A}
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5}@55@@+511&1@ﬂ*%:3 B 8

ot 2FA] AR B TS ARAT AL
AsHl FAREE H3E § ALEF 7|& Zeroize 7‘474-01]*1
F7HQ 24to] B st TSI AN ddo R
Zeroize 7]%5% AN 7IHEE FA-50 371 ¥
T3l HAaghe] & A &AM AT 4 Qlnk gk kg0
&7 §lo] ORP 2R 1#jH & o] &-ate] H 82 T3S A
298t FAFHFH AJAEo] 7hsaith
¥ ATE $37) FARAFHY due 7
7% Zeroize 7159 SIS Hekste] v g
nheEsigiTh ey obA7bA] §-2] Fato] Hofshal
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