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Design Of Intrusion Detection System Using Background Machine Learning
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Abstract

The existing subtract image based intrusion detection system for CCTV digital images has a

problem that it can not distinguish intruders from moving backgrounds that exist in the natural

environment. In this paper, we tried to solve the problems of existing system by designing real -

time intrusion detection system for CCTV digital image by combining subtract image based intrusion

detection method and background learning artificial neural network technology. Our proposed system

consists of three steps: subtract image based intrusion detection, background artificial neural network

learning stage, and background artificial neural network evaluation stage. The final intrusion detection

result is a combination of result of the subtract image based intrusion detection and the final

intrusion detection result of the background artificial neural network.

The step of subtract image based intrusion detection is a step of determining the occurrence of

intrusion by obtaining a difference image between the background cumulative average image and the

current frame image. In the background artificial neural network learning, the background is learned

in a situation in which no intrusion occurs, and it is learned by dividing into a detection window unit

set by the user. In the background artificial neural network evaluation, the learned background

artificial neural network is used to produce background recognition or intrusion detection in the

detection window unit. The proposed background learning intrusion detection system is able to detect

intrusion more precisely than existing subtract image based intrusion detection system and adaptively

execute machine learning on the background so that it can be operated as highly practical intrusion

detection system.

» Keyword:

Intrusion Detection, network CCTV Image, Background Differencing Technique, Artificial
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[I. Related works

2.1 Automatic Foreground Motion Detection
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1) Foreground motion detection and foreground
extraction
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Fig. 1. Overview of
foreground motion detection
and extracting algorithm
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2) Background image update and calculation of
background statistical information

7 A o8 Wl Aol dBEA

]
oX,
Lot



ol Sk
o d

(1
2)

A}

151

=

o

=

o

1+
A

o

2 U5

L

2)

X0 AL, xv=
t}, 2
g Zho

A

]

=
5

ol Qe == igt A A

o
2A fly)e &

F 7h

=
o

o

3
%

i

ol Al
b #

L
O~
T

1.

L
k1

L

]

(DA, w;
T 5T j Alele] ®ae o
BEe] &9 glo
o] =g

&

AlZIE

A)
2]

gl o] mjgolm) A

v

tef @A

Design Of Intrusion Detection System Using Background Machine Learning
[e)

3 28} ol

L

)
123

1A

L & < Slek wehA] wj ol v Aol

K3

ol o]

L, S

a1 9

S

]
of

e+

2
s

|

A

2 % gt

oo

i
;&

=)

i

TR

Y
2]

=A

gEA el

o e}

3
)

7

=

(17]‘ >

[e]

Qe

[¢]

A
il

]

o ]

>~
hn

=R
- A

3}

¥

Hi7ge o

=

=

o}or:i o]

2

del

2.2 Artificial Neural Network
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Fig. 2. Structure of artificial neural network
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3.1 Overview of Background Learning Intrusion

Detection System
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where 8 is accuracy of Artificial Neural Network
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3.2 Background Learning Intrusion Detection
System Algorithm

1) CCTV image processing and subtract image
based intrusion detection
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Fig. 4. image processing and subtract image based

intrusion detection
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# network is background learning ANN

# ANNwins is a set of detection windows

# such as ANNwins = {wing, winy, ..., wing}
# Detection Window Settings

ANNWins = getDetectWins()

def testBackANN():
For win in ANNwins:
#Background Neural Network Assessment
DetAnn = network.predict(win)
#Combine Intrusion Detection Results
# and update mask
DetResult = (1-b)*DetSubtr + b+DetAnn

# Final intrusion detection result
DetResult = DetResult / np.num(ANNwins)
# Background cumulative average
# backlmg update
backimg = UpdateAvgimg(backimg, mask)
if DetResult > DSensitive :
#Extract intrusion objects
extractDetectimg()
else:
#Background neural network learning
trainBackANN()

Fig. 5. Background neural network testing algorithm
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#network is background learning ANN

# ANNwins is a set of detection windows

# such as ANNwins = {wing, winy, ..., wing}
# Detection Window Settings

ANNWins = getDetectWins()

def trainBackANN():
For win in ANNwins:

# forward learning
out = network. forward(win)
# backward error propagation
network.backward(win, out)
# Calculation of learning accuracy
accuracy=network.accuracy()

Fig. 6. Background neural network learning algorithm
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