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Abstract

With the development of various types of military Unmanned Aircraft(UA)s,

the need for

interworking and integration between different platforms gradually increased. In order to ensure
interoperability at each military UA System(UAS) level, North Atlantic Treaty Organization(NATO) has
established STANAG-4586 "Standard Interfaces of Unmanned Aircraft(UA) Control Systems(UCS) for
NATO UA Interoperability-Interface Control Document".

This paper looks at the basic design structure of STANAG-4586 and the changes on Edition 4 to

enhance joint operational capability through reflecting and updating the interoperability design of the

military UAS. In particular, we analyze the enhanced Datalink Transition/Handover Procedure and

Autonomous functions, one of the biggest features added to the edition. Through this, we propose a

modification of UA data link exclusive control using UA Bypass structure, which was impossible in

the one-to-one communication structure between existing UA and Core UCS(CUCS). We also suggest

ways to improve UA operational reliability by applying Autonomous Functions that directly decides

how to deal with emergency situations, rather than by a remote operator over CUCS.

»Keyword: UAV, UA, UAS, CUCS, VSM, STANAG-4586,

Interoperability, Datalink, GCS, Handover,

Autonomous/Autonomy, NATO/STANAG

[. Introduction

A Age) 7
T}, gl
UAS)9] x—l:!-x-lcd N
AL Qs v

=
r;'h

A weke viE 8 EPE
21]74] Unmanned Aerial System,
ol 1
9} 0}47}‘4’\‘:4 A9 FEst A

10

M g et
o e
N

o}i

o

-

oy
e
oo

ol 555 st

Qo] BAY WAL A £UZ FAFEA BEH
SRR IR

217](Unmanned Aircraft, UA) 7]
£ Pl =alon, o A
200 29 83 39Tk ©qol A
F 10w o) F7katAl Hdet 53

el 42 9 37

20

| Al
UASel thak 1] 459
‘161d0l= 299 gel= o

A]

024~'139 Apolo] A Fel7] e 67EH°1W 11,0000]
Y2 of 65u9) ZuHel F7bk ool o (2], ‘109 71F
o #/T) AR % B F 419% zm o}ﬂl eH3],

S 71710 xdw 2 134 34 ool HPes 4

1% 5 it 0040 Seion
Bee] £ Aol o]2717H 2
2 At

750l 3

* First Author: Hack-Joon Kim, Corresponding Author:

Hack-Joon Kim

*Hack-Joon Kim (hjn.kim@hanwha.com), Hanwha Systems Co.
*Chang-Bae Yoon (changbae.yoon@hanwha.com), Hanwha Systems Co.
*Su-Woon Hong (suwoon.hong@hanwha.com), Hanwha Systems Co.
*Woo-Sin Lee (woosin.lee@hanwha.com), Hanwha Systems Co.
*In-Deok Yoo (indeok.yoo@hanwha.com), Hanwha Systems Co.
*Se-Hyeon Jo (shn.jo@hanwha.com), Hanwha Systems Co.

* Received: 2019. 05. 14, Revised: 2019. 06. 07, Accepted: 2019. 06. 07.



100

Journal of The Korea Society of Computer and Information

1000

900

800

700

500

400

300

Total DoD Unmanned Aircraft

200

Scan Eagle

Raven - RQ-11

Shadow - RQ-7*

T-Hawk — RQ-16*

KEY

Multi - Service .
ARMY @
AIR FORCE O
SOCOM .
NAVY / USMC .

. ;

Hunter — MQ-5*
Reaper — MQ-9

Expeditionary UAS
Small Tactical UAS
Fire Scout - MQ-8
* Not in Production

Global Hawk - RQ-4

Predator* / Gray Eagle

Fig. 1. ‘13 Inventory of Department of Defense UAS[4]
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Fig. 2. Current UAS Operations Example[6]

A3 vls 8L NATO 7= 55 s 744 43
A EdHew STk | dF W UASS sl &3
GCS= &&ato] &4l A4 3 o]F7] 94 277 &
A Ao olF 3 T8 EES AT
‘04359 STANAG-4586 Edition 10] #Z 7]& 5t} of
2x AEHoR Frksle 9% o UASS 2% 83
27 UASSH 35884 47 7+ 1158 Zol7] 98iA #&3]
Aol ool om, ol gt /Hge AAl g FF] A
Al wheh F A2 b ofA Fe =k

‘07d% /1€ Edition 2 2 0]% '17'd% Za)¥ Edition

4 Volume 1¢] 4%, 7§14 FA= Canada A5 A DL kol

o2
2o
ol
-
2



Application of STANAG-4586 Ed. 4 based Standardization
for Up—-to—-Dated Interoperability of Military UAV System 101

T2 AlE o)A 87 o4 STANAG-4586 AAIE HASe
NATO Industrial Advisory Group (NTAG) Study Group 73 (S/G
73)olt}. T MAEE S Fol 7led UA 2 <7
(Payload)7te] 45284 @l"¥l(Level of Interoperability, LOI)
7t ol Foixlon, &2 & S YEPE Human
Computer Interface(HCD<] 48 Datalink Interface(DLI)9]
~] Core UA Control System (CUCS)Z ¥7e] o]Foj ]t}

STANAG-4586 71749 T th& Z#= NATO9 Joint
Capability Group UAS (JCGUAS) Specialist Team(ST)dl 2]
& Ao, ‘1235 Edition 3, 2la '17d%E0]
Edition 4 Volume I[[Z o]ojA A Hc}, afd HHEY] H9-
LOI 2~5¢] Wjgo] Ankaoz AFALgon, LA 7F o
AF G284 TUE A vAA Fejrb 95 WA H gk

olgAl e FFEE 7 T A8 L A W] g
o] gto B X&HH o= Ho| o]Fold Ao HQlL}

B =EdAe 54 =71e) A el shde Ule-S wiAs |
25}e] STANAG-4586 Edition 4 Volume [1Z 7|02 Awgic),

2. STANAG-4586 UAS Basic Architecture

STANAG-4586914= 7} UASE ¢+ 74 8485 27
K-017] AAH(UAV Surface Component) 9} §-¢17] 3-%3-(UAV
Air Component) & WrH| F¢17] F35X= thA] Air Vehicle
Element$} Payload Element®, $-¢17] 24+ UA Control
System (UCS) Element®} Launch and Recovery Element &
TEskaL v e R dY A 84 BT BAlEe] T
2 A% 77k AFshe Datalink Element® 28 &}

( ™
Air Vehicle Element Mission
Propulsion Avionics Payload
Unit Unit
Payload
Deialii Recorder
Element Vehicle Data
Terminal(VDT) Payload Element
~ N A Y,
RY 21
g N <
Control Data
Terminal(CDT)
I
';{aelgfgr& ucs External
EIemen%/ Element J CAI System
|8

Fig. 3. UAS Interoperability Architecture[6]
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Fig. 4. STANAG—4586 Message Functional Group
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Table 1. STANAG-4586 Generic Message Table

Ed.4 Vol.lI Lol
Functional Group l\ésa?]gleD =5t | 2] 3| 4| 5
System ID 0~1999 210 Y|y
Flight Vehicle Command 2000~2999 | 4 | 5 | - | —-|Y]Y
Flight Vehicle Status 3000~3999 | 1 | 1 |—-|—-|Y]|Y
Flight Vehicle Payload s000-4908 | 0 | 0 |0l Y| ylYy
Relevant
IFF/SRR Command 5000~5999 | 2 | 0 vyly
IFF/SRR Status 6000~6999 | 0 | O Y'Y
ATC Interface Command | 7000~8999 | O | O Y|Y
ATC Interface Status 9000~10999 | O | O Y'Y
Vehicle Auxiliary 11000-11988| 0 | O vy
Command
Vehicle Auxiliary Status 12000~12999| O | O Y|Y
Mission Command & 13000~14999| 4 | O
Status
Vehicle Mission Message olY|Y
Payload Mission Message OolY|Y
Subsystem Status 15000~16999| O | O YIYI|Y
Miscellaneous Status 17000~18999| 3 | O [O| Y| Y| Y
Payload Command 19000~20999| O | O Y| -] -
Payload Status 21000~23999| 1 | O | = | Y| —| —
Weapons Command 24000~25999| 0 | O Y
Weapons Status 26000~27999| 0 | O Y
Datalink Discovery 28000~29999| 0 | O |O|Y|VY|Y
Datalink Command 30000~31999| 1 | O
Control Datalink(CDT) Lol not
applicable
Vehicle Datalink(VDT) ojolY]Y
Datalink Status 32000~33999] 2 | 0O
Control Datalink(CDT) Lol not
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Vehicle Datalink(VDT) Ol0OlY|Y
Datalink Transition 34000~35999| 0 | O OlY!|lY
Autonomy 36000~39999| 6 | O
Vehicle Autonomy olY|Y
Payload Autonomy olY!|Y
Gengral Pre—Connection s0000-41990| 0 | 0 |0l Y|V |y
Configuration
Gengral Pgst—ConneCtion 4200043088 0 | 0 | Ol Y| vy
Configuration
VSM Forced Command 44000~45999| O | O
Draw Interface 46000~49999| 0 | O 0l0|0
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Assigning CUCS Acquiring CUCS

Fig. 6. STANAG-4586 Ed. 4 Datalink Transition/HO Concept
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Table 2. Datalink Discovery Messages[6]

Msg No. Description Source
28000 Datalink Control Authorisation Request CUCS
28001 Datalink Configuration/ Assignment Message VSM

59 A9 A" AH WA (System [D Message)& -3l
AlHTk STANAG-4586 Edition 42] 7%, 7]&E0] Al35d
SAA AT dAREH]L, #2, #3 WAADE o] &3le] 435}
gk =y Aaks /s fsf 271 d=on )
MA(#4  Positive Handover Authorisation Request, #5

Positive Handover Authorisation Granted)E F7}3it}.

(Lo

Table 3. System ID Messages[6]

Msg No. Description Source
1 CUCS Authorisation Request CUCS
2 VSM Authorisation Response VSM
3 Vehicle ID VSM
4 Positive Handover Authorisation Request (/:\L/JSCMS
5 Positive Handover Authorisation Granted (/:\L/JSCMS

oS a9Le 7)Ee] STANAG-4586 Ed. 3904 Aojd o)
g-8-3to] F CUCS 7t vl3iA| 9] A48 HA/A=0n
A2 YERAAL Qi)
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CUCS { CUCs

| Pre-Acquiring Process (Voice Comm.) |

#28000 DL Monitoring Req

#28001 DL Monitoring Ack.

#1 UA/Payload Monitoring Req.

#2 UA/Payload Monitoring Ack.

#1 H/O Approve after #34000

#2 H/O Approve Ack.

#34000 H/O Crmd.

#35000 H/O Proc #35000 H/O Proc

#28001 DL Disconnect Ack #28001 DL Connection Ack.

#2 UA/Payload Disconnect Ack. | #2 UA/Payload Connection Ack.

Fig. 7. Current Transition/HO Procedure
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& &8st o GAE AAk 7] 28] 7Fsdth

-2 7l % STANAG-4586 Edition 4914 F7be FA

A WA= H vAAES AFESte] S CUCS 7+ UA &4
d W3S A&e A Qtoltk

Acquiring
CUCs

] - .
#4 Positive H/O Auth. Req. 4 Positive H/O Auth. Req.

#5 Positive H/O Auth. Grant .
»  #5 Positive H/O Auth. Grant.

#28001 DL Disconnect Ack. #28001 DL Connection Ack.

#2 UA/Payload Disconnect Ack. | #2 UA/Payload Connection Ack

Fig. 8. STANAG-4586 Ed. 4 Transition/HO Procedure Proposal

#4 Positive Handover Authorisation Request®} #5
Positive Handover Authorisation Granted?] 7%, B]3A|=
HAAE 2180 - vk A CUCSONAl bypass=Z g

s Aoro] glth o]F Fal, 7]Eel= UA-CUCSZE 4
Az 7hed §4l AAE Bsly] 918 AHgshd EEe
J oA ¥ AR A Hadk FAE WA
FsaA woh w3k A% 5449 85
A& AHE-FHO ZA] A

T oFE QR A A

4y 2 o do

2. Proposition Mechanism Functional Proposal

71 02 UA BAl= GCS/CUCSE w83k &84 A
ofel ofsf JEA 7Nke R o] Fo|X| A Hrh AR YAA
A HEo] UlE &3l UAE Aloate old gk AA| #A4olA+=
oprE] & FuE 8AY Afets UAY ) HHE 48
3] Q1Aete el SAZF A = itk 53] UAd 24
7 AME o] &3 e ARE gIsta old uigh wE o
Z7F Dok A A43ko] A9 UAIA 24 ddstar o W
QbS &Rl Al AAJHE Hijto] Bth &4 4 Slth

STANAG-4586 Edition 4914% o]&ldt 71%5& A%
A8 71 As Ad 7l Aot AN Proposition
Mechanism) 71%5-& F7Fth d1E WAUS oA #7449
S8AET UAZF wh2a AekshA 48 gtete] 7hs3k 574
oMEE-HYA F= 3|9 (Airborne Collision Avoidance),
717 W3} ghel 2 3]3)(Weather Avoidance), A &FA] Ao
4 3]E(Emergency Recovery)-ol ths] UAZ} #bdk &4
Ao A HA 9 Ulg AT A 7S AAlStL &84
/A o 55 it FsiA Ak

olygh 7l'e-& AlFt] $lsiA 7k wAAES T Atk

Table 4. Autonomy Messages

Msg No. Description Source
36000 Activity Constraint CUCS
36001 Constraint Response Message VSM
36002 Constraint Request Complete Message CUCS
36003 Constraint Response Complete Message VSM
36004 Activity 1D Config CuUCs
36005 Activity ID Config Response VSM
36100 Activity Complete Message VSM
36200 Activity Status Message VSM
36300 Authorisation Request Message VSM
36301 Authorisation Request Acknowledgement cucs

Message
36302 Decision Notification Message VSM
36303 Authorisation Reqguest Data Message CUCS




106

Journal of The Korea Society of Computer and Information

& AR5 A dElE 1z FoolAe] UAV Hlg A
& dA7E S A= ANl s
Systems Technology Related Airborne Evaluation &
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[12] ¥ mlA A EE STANAG-4586 Edition 49 2§50 2
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T ol gk AIQE datel] wet 54 AF8olA 3)9] 755
s Aaks Hola itk AA & A AAE F3 E
HlgA|ete] ZE 99 AEE F2le UAE d AHE CUCS
o &R Al L3t Aol wg] Aoje 2bsshe 15 39
s FEA Al AAHAL o]e] AdS 2 FH#36300).
RequestE 418 82k ke A5 A8 715 +8 A ¥
A AE7L s A A AR wE] Ak 29 7o,
B thersstes QA% 4 Avh#36303). i A AE
82k ARk A4 Ad 7eS 7bskaL#36301), UA
s 715 A & AdE CUCSAAl wash ik
(#36302).

| CUCS |

Z18H  Autonomous

O
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#36300 Auth. Req.

#36303 Auth. Req. Data
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#36302 Decision Motification

Fig. 9. Proposition Mechanism Procedure Proposal
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