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Abstract

Smart Factory is a part of and a key point of the 4th industrial revolution. It performs optimization

from the whole viewpoint, using comprehensive data of the post—process data by utilizing various

sensors, controllers, and mobile devices beyond the existing factory automation level.

In this paper, we design and implement an IoT platform that can detect the safety factors of the

workers, the environmental factors of the factory, and real time monitoring at the control center,

among the fields to implement smart factory. To accomplish this, we construct a monitoring device

that provides sensor information control, server transmission of sensor information, and visualization

of collected information.

By using this system,

working time of the worker and trace the position,

it is possible to maintain the temperature and humidity for the optimum
working environment in the factory. and also, By using the beacon,

it is possible to measure the
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3. System Architecture
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Fig. 4. System Architecture
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Table 1. Application Sensor
sensor use feature
HC-SR501 sensing motion infrared sensor, 0~7m
GP2Y1010AUOF fine dust detect the light reflected
measurement from dust
MQ-2 gas measurement LPG, hydrogen,
methane, smoke
temperature,
B humidity,intensity of | —20°~ 120°, 0~100%RH,
OSTSen-THL100 | 4 1 ination 0~5400Lux
measurement
RECO beacon bluetooth
DFR0027 vibration sensitive
measurement
HC-SR04 distance ultrasonic wave, 2m-~4m
measurement
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3.4 Database Design & Implementation
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CREATE TABLE ‘TB_LOGIN" (
"LOGIN_KEY" int(11) NOT NULL AUTO_INCREMENT,
‘LOGIN_ID" varchar(12) NOT NULL,
‘LOGIN_PASS" varchar(512) DEFAULT NULL,
‘LOGIN_ST" varchar(1) DEFAULT NULL,
‘LOGIN_AUTH" varchar(2) DEFAULT NULL,
"USE_YN' varchar(1) DEFAULT NULL,
PRIMARY KEY (‘LOGIN_KEY")

) ENGINE=InnoDB AUTO_INCREMENT=6

CHARSET=utf8

DEFAULT

CREATE TABLE ‘TB_RBOX" (
"RBOX_KEY" int(11) NOT NULL AUTO_INCREMENT,
"RBOX_SERIAL" varchar(100) NOT NULL,
"RBOX_NAME" varchar(50) DEFAULT NULL,
'RBOX_MEMO" varchar(512) DEFAULT NULL,
‘LOGIN_ID" varchar(12) NOT NULL,
'REG_ID" varchar(45) DEFAULT NULL,
'"REG_DT" date DEFAULT NULL,
‘UPT_ID" varchar(45) DEFAULT NULL,
"UPT_DT' date DEFAULT NULL,
PRIMARY KEY (‘RBOX_KEY")

) ENGINE=InnoDB AUTO_INCREMENT=23

CHARSET=utf8

DEFAULT

CREATE TABLE ‘TB_RSENSOR' (
"RSEN_SEQ" int(11) NOT NULL AUTO_INCREMENT,
"RSEN_KEY" int(11) DEFAULT NULL,
"RSEN_DATA" varchar(100) DEFAULT NULL,
"RSEN_ST" int(11) DEFAULT NULL,
"RSEN_DATE" datetime DEFAULT NULL,
"RBOX_KEY" int(11) NOT NULL,
"RBOX_SERIAL" varchar(100) NOT NULL,
PRIMARY KEY (‘RSEN_SEQ")

) ENGINE=InnoDB  AUTO_INCREMENT=205139

CHARSET=utf8

DEFAULT

CREATE TABLE ‘TB_SENSOR' (
"RSEN_NAME_KEY" int(11) NOT NULL AUTO_INCREMENT,
"RSEN_KEY" varchar(100) NOT NULL,
"RBOX_KEY" varchar(50) DEFAULT NULL,
‘RBOX_SERIAL" varchar(512) DEFAULT NULL,
"RSEN_NAME" varchar(12) NOT NULL,
'REG_ID" varchar(45) DEFAULT NULL,
'REG_DT" date DEFAULT NULL,
‘UPT_ID" varchar(45) DEFAULT NULL,
"UPT_DT' date DEFAULT NULL,
PRIMARY KEY (‘RSEN_NAME_KEY")

) ENGINE=InnoDB AUTO_INCREMENT=23

CHARSET=utf8

DEFAULT

Fig. 8. Database Schema
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3.5 R-Box Protocol design & Implementation
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Fig. 9. Packet Structure
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Fig. 10. Packet Header Structure
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Secured Packet Structure

Secure Header (12 bytes)
Encrypted Packet
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Body (Encrypted Packet)
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Fig. 12. Secured Packet Structure

V. Implementation and Testing

4.1 Development Environment
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Table 2. Platform Development Spec.
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Table 3. Testing Result

CPU Intel Xeon processor E3-1230 v3 Quad core 3.3GHz
Board ASROCK E3C222D4U Intel C222 Chipset
Memory 4GB DDR3 ECC/ Unbuffered X 2
Disk SSD 120GB
g MW FHole LinuxAlE GAAN  CentOS,

Apache Tomcat A¥, Spring Z#993, MySQLS A}-83}
gdomn N A& Javas AMESF3ATE

4.2 Testing
2mtENED 3H4A

A 21213} R-Box =
Q=9 A = j%kol R-Boxel & de¥= A&

Platform stability continuous connected for 4 hours

Error Rate receive the 9362 data for 4 hours

Sensor connectivity | connected 6 sensors and 73 beacons

R-Box Correctness | received values for 6 sensors and 73 beacons

4.3 The Last R—-Box Model
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Fig. 14. The Last R—Box Model

V. Conclusions
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