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Abstract

In the IoT(nternet of Things) environment, various devices are utilized and applied for different
sites. But attackers can access easy to IoT systems, and try to operate DDoS(Distributed
Denial-of-Service) attacks. In this paper, Sensor nodes, Cluster heads, and Gateways operates
lightweight mutual authentication each others. Since authenticated sensor nodes and cluster heads
only send transactions to Gateways, proposed techniques prevent DDoS attacks. In addition, the
blockchain system contains secure keys to decrypt data from sensor nodes. Therefore, attackers can

not decrypt the data even if the data is eavesdropped.
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Sensor Node
|SID, SPK;, SSK., CSK,)

SID,, RTx {SPK,}

H(RTx,)

Save H(RTx,)

Cluster Head
(cID, csk,, SID, SSK, GSK)

Save H(RTx,)

Gateway
|GSK sIn, CID) )
SID,. RTx{SPK,}
Generare BLOCK with SPK ;
Save H (RTx,)
H(RTx,)

Fig. 1. Registration Protocol
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2. Review of Existing Research
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[1l. Proposed Protocol
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1. Assumptions

Table 1. Notations

Notation Description
SID,; Identification of sensor node /
SPK Private key of sensor node /
SSI(,; Session key of sensor node /
SR, Sensor node's random number
CIDj Identification of cluster head j
CSKj Session key of cluster head j
CRj Cluster head's random number
GSK Session key of gateway
GR Gateway's random number
RTx,;{Data} Register transaction with data
H(RTx,) Hash function for register transaction
DTxi{Data} Data transaction with data
E,my(Data) Encrypt data by key

Aok TRESLS Sensor node, Cluster head, Gateway 7t

9] insecure area°lA A-&¥ T} Sensor nodedlE SID;,

SPK;, SSK;, CSK;7} 7%=l 32w Cluster heads
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GenerateCR,

SR GH(RTS), CR BCSK,
<

R «— (SR & H(RIv, ) H(RTx, ) fromSensorNode
if SID,'s Randomnumber=SR,
AuthenticaeCluster Head
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Authenticcte SensorNode
Generate CR;

AuthenticateGateway
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SR ¢—(SR ©CSK )®CSK, fram Cluster Head
SID, —(SID, ®SR )®SR,
5K —(55K &SR )& SR,

(R, «—lCR]. ®H(RTx, | @ H(RTx,) from Cluster Head
if CID,'s Randommmber=CR;

CR)— (R} ® H(RTx, | H(RIx,) from ClusterHead
ifcm J‘5Rnndamnm»ber:(k}

Gateway
(6K 511, 1, HiRTy)

CID, 8CK, CSK, ®CR;, CR@GSK
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D, «—(cp & CR; o CR;
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Generate GR
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if Gateway sRandomnumber=GR
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Decrypt Databy SPK;

Fig. 2. Authentication Protocol
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2. Registration Protocol
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3. Authentication Protocol
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IV. Security Analysis

1. Mutual Authentication
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2. Non—-Repudiation
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3. Man-in—-the-middle Attack
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4. Reply Attack
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5. DDoS Attack
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6. Location Tracking Attack
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Table 2. Security Comparision

Proposed [2]
Mutual Authentication SAFE UNSAFE
Man—-in—the-middle
Attack SAFE UNSAFE
Reply Attack SAFE UNSAFE
DDoS Attack SAFE UNSAFE
Location Tracking
Attack SAFE SAFE
Non—Repudiation SAFE SAFE

V. Conclusions
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