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Blockchain—-Based Mobile Cryptocurrency Wallet
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Abstract

As the monetary value of cryptocurrency increases, the security measures for cryptocurrency

becomes more important. A limitation of the existing cryptocurrency exchanges is their vulnerability

to threats of hacking due to their centralized manner of management. In order to overcome such

limitation, blockchain technology is

decentralization and Peer-to-Peer(P2P) transactions,

increasingly adopted. The blockchain technology enables

in which blocks of information are linked in

chain topology, and each node participating in the blockchain shares a distributed ledger. In this

paper, we propose and implement a mobile electronic wallet that can safely store, send and receive

cryptocurrencies. The proposed mobile cryptocurrency wallet connects to the network only when the

wallet actively is used. Wallet owner manages his or her private key offline, which is advantageous

in terms of security. JavaScript based wallet apps were implemented to respectively run on Android

and 10S mobile phones. I demonstrate the process of transferring Ethereum cryptocurrency from an

account to another account through Ropsten, a test net for Ethereum. Hardware wallets, such as

Ledger Nano S, provide a slightly higher level of security, yet have the disadvantages of added
burden of carrying additional physical devices and high costs (about 80%).
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Fig. 1. The structure of ethereum platform

1.2 Ethereum smart contracts
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1.3 Ethereum application layer: DApps
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Fig. 2. Ethereum ecosystem
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[1l. Proposed Mobile Wallet
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Fig. 3. Proposed mobile wallet architecture

2. Proposed main user interface for mobile wallet
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IV. Implementation Result

A oldEse A3t 7Iss AFshs wEkaa
(metamask) AAWHES HoJFo) wEw2~A[20]= ARAL
9 oltjglw A M 71E HEA B F UEF
ot Hebe-A & 2ol otjg]R wQlYlo|v HAE
el A& 4= e 7158 Alget), 3, Fagh Zapdd A
AA3HE olH #3377 HZEYR] Ropstens AHE-8ke] o]t

1. Installation of Metamask

HeptaE 2 Z85(Chrome)ol]l E27181 FEZ AX]
=7] ol $9AAl(windows, mac, android)el]l A#gle] &
T Ax"dohs Adol stk WA, https://metamask.iodl A4
gk ol QI o] AE R e}t Alghe] Hepe-A)7} obd =
©] A& (Chrome) BHep-A & H&sopt ok 19 59} o
GET CHROME EXTENSIONS £¥3jx] FFo| F7lgtc). =
T HopeA At QEF] of9 B olo]Fo] AR AHAH

AL AT+ ok

g-)

v

Brings Ethereum to your browser

Fig. 5. Metamask installation

2. Sending ethereum
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=0 7ag 2utd AS dEkaaE ARkl olnEe
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vk A3} 443 A Al S100] BAlE dasiE X3t 7152
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§% 5 9ok 7P 498 2EAY Sede Ade A4
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gk J R} it
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(Bitcoin)[7], 2]&(Ripple)[24] & Tt d3slH <] $7 7]
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