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Safe Web Using Scrapable Headless Browser
in Network Separation Environment
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Abstract

In this paper, we propose a "Safe Web Using Scrapable Headless Browse" Because in a network
separation environment for security, It does not allow the Internet. The reason is to physically block
malicious code. Many accidents occurred, including the 3.20 hacking incident, personal information
leakage at credit card companies, and the leakage of personal information at “Interpark’(Internet
shopping mall). As a result, the separation of the network separate the Internet network from the
internal network, that was made mandatory for public institutions, and the policy-introduction
institution for network separation was expanded to the government, local governments and the
financial sector. In terms of information security, network separation is an effective defense system.
Because building a network that is not attacked from the outside, internal information can be kept
safe. therefore, "the separation of the network" is inefficient. because it is important to use the
Internet's information to search for it and to use it as data directly inside. Using a capture method
using a Headless Web browser can solve these conflicting problems. We would like to suggest a way
to protect both safety and efficiency.

» Keyword: Separation of the network, Headless browser, network security, captured Web, safe web
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[I. Preliminaries

2. Related works

2.1 Examples of Korea Domestic Hacking
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Fig. 1. Information Leakage Through Hacking Mail
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[1l. The Proposed Scheme

3. Technical analysis constituting network
separation

3.1 Separate network from network and end node
viewpoint

Hiele UEAIE At e o Lelste] AR
Aol et YA o R EHJIE FAshks s etk ws
Telehs e A 290w SR EYAE 5k
W3 SBC(Server Based Computing), CBC(Client Based
Computing) 5 =&A o2 YEYIES TASHE Sy o= 1}y
m 7} Hhiel B2 (2E3)AE HEd AfolE 7ML Sith



80  Journal of The Korea Society of Computer and Information

BT ‘:v U A= Ho]'é} —v@t’aﬂi %—8-_‘:’—_].' ogg]:]
HESAE 74T S04 HEN A A3 S84 v
A7t Dasit. 224 Weye wol AXaH, vl A1
wol Wastvt Yruck BHelA /1Y kA R

1
oty & 93] HHE UE 75 AH8Sta BE P
= &8l el vIES AR o] gste] Bite] 1ol fle =+
A ol ek A AsEEk B
el ofs) wl8-& Agts L g
7] well B el A el @ drdolti17-211.
= s BE el slo i dA ARt
S widt ddso] Qe YEHAE e olga &
2o 0SE 7Mdsh shof AREshs CBC W43t whdo] <
shz AHE B3l BelE AREshs SBC WAl HaH ol
VDI B3k MuE F8 7Mddaagos Wies s
SBC= A 9] 2lasg ghde] ol 8shal TYHTH o= 3
27k 7kFs stk Aol thEr22-29].

(@

0

fo

g
ok
)
o,
N
12
rlo
N
i
lo,

A )

P
S
Y
Intranet PC
S ,,,,,
|
c ;’\/
Al &
L Internet PC
Active OS
-.\i.i
C DATA NIC
B
C
User PC W‘
Securlty
Virtual OS Appllance
SBC Server
s NIC AElER IR [ oara | Intranet
B Usmg Server
C % v Resource
User PC -
(ThinClient) o

Fig. 3. Network DataTransfer System scheme

3.2 NAC(Network Access Control)
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Fig. 8. Web Scraping with a headless Browser

V. Proposal for improvement of network
separation for user convenience

4. Suggestion of user convenience improvement
in network separation environment

4.1 Analysis of internet usage requirement in
business network
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V. Suggestions for Administrators

5.1 A Study on the Direction of Information Security
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5.2 Administrative Recommendations on the
proposed network separation
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