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A Digital Forensic Analysis of Timestamp Change Tools for Windows NTFS
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Abstract

Temporal analysis is very useful and important for digital forensics for reconstructing the timeline

of digital events. Forgery of a file's timestamp can lead to inconsistencies in the overall temporal

relationship, making it difficult to analyze the timeline in reconstructing actions or events and the

results of the analysis might not be reliable. The purpose of the timestamp change is to hide the

data in a steganographic way, and the other purpose is for anti-forensics. In both cases, the time

stamp change tools are requested to use. In this paper, we propose a classification method based on

the behavior of the timestamp change tools. The timestamp change tools are categorized three types

according to patterns of the changed timestamps after using the tools. By analyzing the changed
timestamps, it can be decided what kind of tool is used. And we show that the three types of the

patterns are closely related to API functions which are used to develop the tools.

» Keyword: $STANADARD_INFORMATION Attribute, $FILE_NAME Attribute, Timestamp Change Tool,

NTFS Filesystem
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[I. NTFS Timestamps

1. NTFS Timestamp Related Attributes

MFT Entry | $STANDARD_ | $FILE_NAME
Header = | INFOMATION | ~ 66bytes- ~ (SOBECT.ID SDATA
56bytes 96bytes Name(variable)
SMFT Entry

$STANDARD_INFOMATION $FILE_NAME
0-7 File Creation time 0-7  File ref of parent dir.

8-15 File altered time 8-15 File creation time

16-23 MFT altered time 16-23 File altered time
24-31 File accessed time 24-31 MFT altered time

32-35 Flags 32-39 File access time
36-39 Max No. of Ver. 40-47 Allocated size of file
40-43 Ver. No 48-55 Real size of file
44-47 Class ID 56-59 Flags

60-63 Reparse value
64-64 Length of name
65-65 Namespace

66 + Name(variable)

48-51 Owner ID
52-55 Security ID
56-63 Quota Charged
64-71 USN

Fig. 1. Structure of $SI and $FN Attributes
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2. FILETIME
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Classification

1. Type—1: BulkFileChanger etc
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Modified [Cadd
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Fig. 2. Screen Shot of BulkFileChanger
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Table 1. Timestamp Change Tools and the Characteristics
$STANDARD_INFO $FILE_NAME :
Types Tools RMATION change change Max Time Related API Remarks
Precision
C M E A C M B
1 BulkFileChanger etc Ol O x| O] x X X X second SetFileTime() Win32 API
. : FILE_BASIC_INF
2 Timestomp O] O O O X X X X second ZwSetInformat{onF{Ie()/ ORMATION
NtSetinformationFile()
sturcture
100 nano MJ_IRP_WRITE Kernel Driver
3 SetMACE o] © O o] © ol O] © second SL_FORCE_DIRECT_WRITE Function
INE 7HRL A WA 19+ BRE 239 WS Agsh= &3lojob @h[5]. SetMACEdA= Y=z =gfolHd
O ARSI 7 WA Qlpoll= WA Bl aglze] FRE A4 MIIRP_WRITE®] Ip W#S Hul7] #e SL_FORCE.
SRzt AR8sh=tl 271411l —m, ARl —a, B4R DIRECT_WRITE Ze1[17]8 A3kl o] A& ai23 A
£ e ARPh 29 A9E olth ol% s AURE ejolst BEselolns vhe
7} g

A& —c, MFTIEZ] FHAI7tel
47 e H4 B 3

/e g 0w Il ARk AT 4,5,7,15].
Zgo]Hol| A changeTest.txt 42| EFY
2EILE 20 2019-03-01 12:00:000.2 WA 8=

He ety ofgfol o] $SI19] 47HA] EYIARIE RFTL
2019-03-01 12:00:00.00000002 #H3s}A €rH[4]. $FNS 4
7HA BRl =R E e ghado] Zhar glE Ajgte] Wdgle] 1
W= FA

o d:¥W>timestomp.exe d:WchangeTest.txt —z
"Friday 03/01/2019 12:00:00 PM"

$STANDARD_INFORMATION

A3 A7k 2019-03-01 12:00:00.0000000

A A7k 2019-03-01 12:00:00.0000000
MFTEZ] $4A)7k 2019-03-01 12:00:00.0000000
A7 2019-03-01 12:00:00.0000000

3. Type—-3: SetMACE

SetMACE[ 1613 TN 281 $-3]a}0] T]2ze] 44 2
WAsH: 7152 2 gtk o]
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S 100ns7H4 AT 4 614 NTFSelA] AHaahe
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o BN B BeIA ganE 47 AR gose
zol 27 A4g Pk wF aw LR E
H APIE A3t Z2asioly NtSetInformat1onF ileOE A
Lol 22 Ry 2R o g 236 Ao thET)
nbxH] ol FREE Taa Eetolnlg AL A3 A
2% 5 Qs {0k B a3 seisia gz sheE
& siAsforeken] ol g H4ata g AT ol
H

o B PIES AT 5 g7 mEel g e A

EZ FAIEHA] Zuke EFGY] 7] S 3 5 A
HH16]. o] 7152 Windows Vista®]& B AYE 715381t}
SetMACE®] 7 Al Mjd& 201439 Ver. 1.0.0.169]

o} YYYY:MM:DD:HH:MM:SS:MSMSMS:NSNSNSN &g &

AZHE Este] delzez g9 A3 WA gl
2EIY HMRERRE §od WU w2E AAT 4 9]
t}5,6,7,16]
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b "-a"g AREETE 4FF ERQIARE R 2 AREE
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& o ARgsith Al WA Qo= WA S AlES
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o: d:'W>setmace.exe d:WchangeTest.txt -z
"2019:03:01:12:34:56:789:1234" -x

$STANDARD_INFORMATION

A7 2019-03-01 12:34:56.7891234

FAANZE 2019-03-01 12:34:56.7891234
MFTAEZ 47k 2019-03-01 12:34:56.7891234
A7 2019-03-01 12:34:56.7891234
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$FILE_NAME Offset 0 1 2 3 456 7 89 4BCDEFTF & [ =
OCO0BIG00 | 46 49 4C 45 30 00 03 00 44 CF 03 4F 00 00 00 00 FILED...Di.O....s
AN ZE 2019-03-01 12:34:56.7891234 OCOOB9E10 01 00 01 00 38 00 01 00 58 01 00 000004 0000 ....8...%.......

0CO0BS520 00 00 00 00 0D OO0 00 00 06 00 00 00 E6 02 00 00
OCOOBS830 1A 00 00 00 00 00 00 00 10 00 00 00 60 00 00 OO
OCO0B9540 00 00 00 00 00 00 00 00 48 00 00 00 18 00 00 0O
OCOOBI550 00 23 30 A8 54 28 D8 01 00 23 50 A9 34 28 08 01
OCOOBIBE0 44 4E E1 22 C7 4E D5 01 00 23 50 A9 34 28 08 01
0CO0OBSS70 20 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 OO
OCOOB9SS0 00 00 00 00 09 01 00 00 OO0 00 00 00 00 00 00 0O
OCO0OBI530 90 88 62 00 00 00 00 00 30 00 00 00 70 00 00 OO
OCOOB3GA0 00 0D 00 00 00 00 04 00 54 00 00 00 18 00 O1 00
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OCOOB9SCO D9 59 95 71 14 AE D3 01 Al CC D4 78 14 AE 05 01
OCOOBI500 20 A5 44 73 14 AE D3 01 08 00 00 00 00 00 00 00
OCOOBISED 05 00 00 00 00 00 00 00 20 00 00 00 0D 00 00 00
OCOOBSSFO 09 00 74 00 65 00 73 00 74 00 32 00 2E 00 74 0O
0COOBSS00 78 00 74 00 00 00 00 00 40 00 00 00 28 00 00 OO
0CO0BS910 00 00 00 00 00 00 05 00 10 00 00 00 18 00 00 00
OCO0B3920 29 39 3C BE DO 19 EG 11 BC 71 93 BF D3 46 33 10
0CO0B3S30 80 00 00 00 20 00 00 00 OO 00 18 00 00 00 01 00
OCOOBSS40 05 00 00 00 18 00 00 00 74 65 73 74 32 79 47 11 .. o
OCOOB9S50  FFOFF FF FF 82 79 47 11 00 00 00 00 00 00 00 00§39,

FAAZE 2019-03-01 12:34:56.7891234
MFTAEZ 47k 2019-03-01 12:34:56.7891234
HEAIZE 2019-03-01 12:34:56.7891234
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V. Experiments

1. Experimental Environments
o] oA st EBFY-1,2,3 =FEol 9ste] d Fig.

BUsET g AES Best g HAE 2004 1)

4. Screen Shot of After Using Type—1 Tool

Offset 0123458567 8894 BCTDETF By |~
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OCOOBIGE0 0D 00 0O 00 03 01 00 0O 00 00 0O 00 00 00 00 00
OCOOBS890 00 00 00 00 00 00 00 00 30 00 00 00 70 00 00 00
OCOOB9540 00 00 00 OO0 00 0D 04 00 54 00 00 OO 18 00 01 00
OCOOBSBED  E4 02 00 00 00 00 03 00 2D A5 44 73 14 AE 03 01
OCOOBSSCO DS 59 96 71 14 AE DS 01 A1 CC D4 78 14 AE TS O
OCOOBI5D0 20 A6 44 73 14 AE I3 01 05 00 00 00 00 00 00 00
OCOOBSSED 05 00 00 00 00 00 00 00 20 00 00 00 00 00 00
OCOOBSSFO 09 00 74 00 65 00 753 00 74 00 32 00 2E 00 74
OCOOBS500 78 00 74 00 00 0D 00 00 40 00 00 00 28 00 00
0CO0ESS10 00 00 00 00 00 00 05 00 10 00 00 00 18 00 00
OCOOB9920 29 39 3C 8E DO 19 ES 11 BC 71 98 EF D3 46 33
OCO0OB3930 80 00 00 00 20 00 00 00 00 00 18 00 00 00 01
OCO0BSS40 05 00 00 00 18 00 00 00 74 65 73 74 32 79 47
OCOOBS950  FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00
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Fig. 3. Screen Shot of Before Using Type—1 Tool

Table 2. Before/After Using Type-1 Tool
o] o]Fojzltt.
Attrib. Before Change After Change
OS : Windows 10 Pro(Ver. 10.0.17134.885) 2DA5447314AED301 00233DA93A28D801
. . C| 2018-02-25 2022-02-22
Windows Vista 8.1(Ver. 6.3.9600) 08:41:38.0333869 22:22:22.0000000
t]2~3 Z9 : NTFS v3.1 C48DCO7F14AED301 00233DA93A28D801
B M | 2018-02-25 2022-02-22
iR A =gto]H: 2.5° HDD SCSI s 08:41:58.9780932 22:22:22.0000000
AE3F 1 20071 7hkol = SHEVA(AA Total 931GB) _ | GeencorFTaAEDs0i AAIEE 122074EDS01
t2a g 2 2H 4K bytes 08:41:58.9780932 15:28:46.7947082
HAE 519 : test2.ixt, testd.ixt, test6.txt 2DA5447314AED301 00233DA93A28D801
. A | 2018-02-25 2022-02-22
2R A EY - d:WdirEmpty?2 08:41:38.0333869 22:22:22.0000000
g WA= Y . 2DA5447314AED301 2DA5447314AED301
t]2~a HYEF ¢ X-Ways Forensics Ver. 18.4 ol 2018-02-25 5018.-09-25
Ef] B FA] WS T TimeLord Ver. 0.1.5.6 08:41:38.0333869 08:41:38.0333869
D959967114AED301 D959967114AED301
. ) M | 2018-02-25 2018-02-25
2. Experimental Case 1: BulkFileChanger o 08:41:35.2134105 08:41:35.2134105
ERARS PARS I RSN o : = e A1CCD47814AED301 A1CCD47814AED301
A Y] Y-S test2.txto]th BulkFileChangerZ AR £ | 50180095 0180295
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V. Conclusion
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