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[Abstract]

In recent years, many organizations protect their information resources by investing in information security
technology. However, information security threats from insiders have not been reduced. This study proposes a
method for reducing information security threats within an organization by mitigating negative information security
behaviors of employees. Specifically, the study finds a relationship between information security related role stress
and negative behavior and suggests whether organizational justice mitigates role stress. That is, the purpose of the
study is to suggest a mechanism between organizational justice, information security related role stress, and negative
behavior. Negative behavior consist of avoidance behavior and deviant behavior, and security related role stress
consist of role conflict and role ambiguity. Organizational justice consist of distributional justice, procedural justice,
and informational justice.

The research model is verified through structural equation modeling. After establishing a research model and
hypothesis, we develop a survey questionnaire and collect data from 383 employees whose organizations have
already implemented security policies.

The findings appear that security related role stress increases negative behavior and that organizational justice
mitigates role stress. The results of the analysis suggest the direction of organizational strategy for minimizing
insider's security-related negative behaviors.

» Key words: Distributive Justice, Procedural Justice, Informational Justice, Security Related Role Stress, Security
Related Negative Behavior
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I. Introduction
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2. Security Related Role Stress
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3. Security Related Organizational Justice
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Table 1.

Questionnaire

Construct

Items

Source

Distribut
ive
Justice

DJ1

DJ2

DJ3

DJ4

My information security behavior is
reflected on the result of my
security related work.

My information security behavior is
appropriate for performing security
related work.

My information security behavior
contributes  to organization’s
information security.

My information security behavior is
valid, considering my information
security performance (Drop).

[34]

Procedu
ral
Justice

PJ1

PJ2

PJ3

PJa

Organization’s information security
process influences the result of my
information security behavior.
Organization’s information security
process is applied consistently.
Organization’s information security
process is applied without
prejudice.

Organization’s information security
process is ethically and morally
acceptable.

[34]

Informat
ional
Justice

8N

1J2

1J3

1J4

Organization communicates about
information security.

Organization clearly explains the
information security process.
Organization logically explains the
information security process.
Organization provides details about
information security compliance.

[34]

Role
Conflict

RC1

RC2

RC3

RC4

I am often asked to do things that
are against my better judgment.
1 often receive an assignment
without adequate resources and
materials to execute them.

I often have to bend rules or policy
in order to carry out an
assignment.

I often receive incomplete requests
from two or more people.

[22]

Role
Ambiguity

RA1

RA2

RA3

RA4

I am unsure whether I have to deal
with information security problems
or with my work activities.

I am unsure what to prioritize:
dealing with information security
problems or my work activities.

I cannot allocate time properly for
my work activities because my time
spent on information security
activities varies.

Time spent resolving information
security problems takes time away
from fulfilling my work
responsibilities.

[24]

Avoidance
Behavior

AB1

AB2

AB3

When there are environments
where security threats exist,
(AB1) I avoid information security
policies.

(AB2) 1 reduce my dependence on
information security policies.
(AB3) I reduce the frequency of
information security policy
enforcement.

[16]

Deviant
Behavior

DB1

I often use information without
permission.

(191
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DB2 | I intentionally work on information
security slowly.
DB3 | I am making less effort on the

required information security
policy.

DB4 |1 deliberately keep less of the
information security I have to
follow.

DB5 | I often discuss organizational
important information with an

unauthorized person (Drop).
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Table 2. Demographic Characteristics

Demographic Categories Frequency %
Total 383 100

Gender Male 235 614
Female 148 38.6

< 30 109 28.5

Age 31~40 125 32.6
41~50 109 28.5

> 50 40 10.4

Staff 123 32.1

Job Assistant Manager 102 26.6
Position Manager 57 14.9
General Manager 101 264

Business Support 83 21.7

Marketing & Sales 210 54.8

Job R&D 16 42
Function Production & Quality 21 5.5
Information technology 16 42

Other 37 9.7

IV. Results

1. Validation of the Measurement Model
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Table 3. Result for Construct Validity and Reliability

Factor | Cronbach’s
Construct | Item Lot Alpha CR AVE
. DJ1 736
VD'SJ”'thF'“ DJ2 | 607 0.906 0847 | 0.648
€ JUstee I py3 | 703
PJ1 .750
Procedur | PJ2 770
al Justice | PJ3 | 773 0901 0845 | 0.576
pPJ4 761
. 11 .783
Informati
1J2 795
Jsgt?le 3 780 0.925 0.875 0.635
1J4 .785
RC1 709
Role RC2 735
Conflict RC3 723 0.915 0.854 0.594
RC4 614
Role RA1 791
Ambiguity | RA2 786 0.900 0.854 0.593
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RA3 | 760

RAZ | 710

Role RC 657
Stress” | RA 666 0.816 0.875 | 0.778

Avoidance | 281|799
Benavior | AB2 | 839 0.891 0828 | 0616

ehavior | g3 | 817

DB1 | 728

Deviant DB2 786
Behavior | DB3 | .720 0.823 0819 | 0531

DBA | 759

Role Stress: Second-order construct (role conflict, role

ambiguity)
sloly QolRA g 55) 55 RHo| Hiwg sjofst
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Table 4. Result for Discriminant Validity

Construct 1 2 3 4 5 6
Dlstrlb-utlve 0.805

Justice

Procet?lural 71 | 0.759

Justice
Informa?lona 65" 58" | 0797

| Justice

Role 69" | -62" | -5 | 0.882

Stress

Avoidance - - - -

) -.53 -.55 -.49 .55 0.785

Behavior

Deviant = _ggee | _ 5y | _a7 | 537 | a2 | 0.729
Behavior

Note: Values in bold type along the diagonal indicate the
square root of the AVE

FIPR o2, FU9HEol(common method bias) 7Fs
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2. Structural Model Assessment
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Fig. 2. Results of the Structural Model
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Table 5. Summary of Hypothesis Tests

Path Coefficient | t-value | Results
H1 RS — AB 0.696 12.769™" | Support
H2 RS — DB 0.615 10.306™ | Support
H3 DJ — RS -0.375 -5.393"™ | Support
H4 PJ — RS -0.249 -3.861"" | Support
H5 IJ — RS -0.357 -6.48" | Support
* p < 005/ *x p < 0.01
DJ(Distributive Justice), PJ(Procedural Justice),

IJ(Information Justice), RS(Role Stress), AB(Avoidance

Behavior), DB(Deviant Behavior)
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