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[Abstract]

The "Risk management" and "Security monitoring" activities for cyber security are deeply correlated
in that they prepare for future security threats and minimize security incidents. In addition, it is
effective to apply a pattern model that visually demonstrates to an administrator the threat to that
information asset in both the risk management and the security system areas. Validated pattern models
have long-standing "control chart" models in the traditional quality control sector, but lack the use of
information systems in cyber risk management and security systems. In this paper, a cyber Security
Risk Monitoring (SRM) system that integrates risk management and a security system was designed.
The SRM presents a strategy for applying 'security control' using the pattern of 'control charts'. The
security measures were integrated with the existing set of standardized security measures, ISMS, NIST
SP 800-53 and CC. Using this information, we analyzed the waming trends of the cyber crisis in
Korea for four years from 2014 to 2018 and this enables us to establish more flexible security

measures in the future.
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I. Introduction
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II. Related works

2.1 Overview of Control Chart
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Table 1. Examples of control chart types and security areas supported by MINITAB
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2.2 Risk Management, Security Control and
Security Management Standard Process
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III. The Proposed Scheme

3.1 Security control chart and Design of the
integrated security risk control process

3.1.1 Security management chart
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3.1.2 The integrated Risk Control Process
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3.2 The design of integrated security risk
control system

3.2.1 SRM-system structure based on security
management chart

‘SRM-AJARY-2 37goflA] RAIGE SRM-T2A|AS A| o}
£ A2EoIEE <17 1> 2 o) ARJshe Tt
o] SRM-AJAE]'] 752 HOILh. SRM RS- §jaiielol



The Integrated Cyber SRM(Security Risk Monitoring)

System Based on the Patterns of Cyber Security Charts 103

AR WM Sl = ok R =
Tl = A4 2ol -
SRM A| AH
SRMEHCJ':'

SRM-xx 2 Af| A

f=

= oA Al EI = HekEA S
= AL EAD

=7 |= o=
o </Jr =7 ==t Nl e
T X|EX HOLHE| |
= oF A VPNT3F el =3 2= Ays
e — Al T et g=
‘mA OlCH =4 - - 3
o (%E‘Tl 42 EXTE=R]
=20

Fig. 1. Security manageme

Table 2. Stage Comparison of Risk Management and

nt chart based SRM-system

Security Control and SRM-Process Model

=

HE BEE 2% o | 233
BIHAIA|
— (A=
o e =
L30-RT : Y A7 YotAL S 3] 7t |
80]24 30-R1T & | (S = Fm 717 /A U= 2 OFM /M 3H 27 m (%177.72:13? 5)\O| - %Og%i (%34?30?1—7}-“_,
HohEEY | YEYe YREYn gy | 7T S ity ° Smo o
o 54 A= 28 A A
o) I8 T~
A%
15 LM (f i o|&{m 7 AYHS o5 7kA
o3 214 (framing) g8t (©]3 Al H; Cjorm 7t AZUAl
o5 | 800-39 (CFH: A ey (AY/HAY A | T S osge (AR
o oM E/BD) w7y Auts 9T weds A=A
800-53-R5 - . - ™It N . EEIIE
(317 %’-1%1%47;%—.:1; M2t - - 9B T A 7|1&34 %.:i teA A HSHL T} -
2271 rER = 3or 27 ~He e REVEE
800-37-R2
(RMF): | CHRE | 4% | 473 = ek
CHZH (2017 = MeE 2 ol 7} m 7t ZA (=2A))
5) Y
800-137 RE _ B R
ormay | eC | MY | 24 e HEYBH
ot . CITET 2|42
aa | SR e g uy vz ASH Wb | HEROl A4 | PR B5 | AR -
=) B8 B | A2Y 1|
B Qe o R £4 08
0) @ <
. ©) OHERE:H, ® g ® A
SRM-EZ M A oW I | KOt o h e .
! HERAT | aaa | 22 (HoHY 2 42 BN CERET) @A)
A AO|2(PDCA) Plan Do Check Action
VAT BAgH FEAIARO|Y, I UiRo] Basopd 7ix]  BAIE AAIRIE o] e, BUEAE dxoo]
= AMEE mRTeIL Qi FARHE:, YE, threat)= Bl (actuator)?] A& FH}. WAV AR 7]
ARAE] 71X12 A7) sl 54 (attack)stR2, ABAIAEC] (WO TANE St HES F935Mc) vl HEA| A
AR ZE BOFEAI(E, BOPls, HOIE)E &ofl  UlRol ol 71(Ees)ah "EAIHAD) 7150l AU
ol Wolsti itk T2, HotEAlol= ®oF Ao gk ddh= AR ALK U= YR AIAE A5 SRM-
(vulnerability) o] 9leBg FAAR= g o8 AIAHOA fACR of2] FEAIARLS Fiolo] e,
(exploit)sto] APt FACER)SIAZE AIARIUY] 1FA1 HORIA] 9 BOF R}S 3102 w5195 551l Aol
AFPERAV], AYFRNAE S FoT 342 & woMlth <0y 1> HORtE 7|9Ho] SRM A|ARIS] S =
Rloto] ZikE SRM-A|ARY 7] Wiy, SRM-A|ARL2  ofc,
Q)3 ‘MA 2R E|0] Au}E A7t} 7(4'_1'4:9‘}0}0:] FuElhii =Kl = SRM TjAFS: Target of security risk monitoring
ol ule] A ‘miRlE ARl DBE &8sl Bl (ToSRM)



104 Journal of The Korea Society of Computer and Information

Table 3. security chart patterns for information security risk control
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Table 4. Security strategy
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Fig. 2. Security chart of Korea's cyber crisis level(2004 ~ 2018)
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