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[Abstract]

Naval command and control system are very important for operation and their failures can be fatal
for warfare. To prepare for these failures, we use feature selection method which is one of the data
mining techniques. First, we analyzes failure data set of Navy from 2016 to 2018. And then We derive
attributes that are associated with failure and to predict failure using feature selection method. We
propose a method for prioritizing maintenance using the degree of association of attributes. This

improves the efficiency and economics of command and control system maintenance.
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I. Introduction

(KNCCS: Korea Naval Command Control System)Q}
A eALEA YA A(KNTDS: Korea Naval Tactical
Data System)2t= & AAIE S8 2 -85t Qlot
o] & Al sliwte] AR B AF 4800 lof K|$jH
Zrls Hafshe Ul AR AAZ, YERSE &
AT ARte] AZu e 2870l JAEl= NCOE
(Network Centric Operational Environment)ojA[1],
H& 2 98 9 Fa7d0] ZHi=l1 olon, wEbA Al
o] Aot 7ol WAgste AAVE FHE Ffole AY
ARl &= 2 & ATH23]. 2327] wizofl, o7t
st AlAl 8ol TAIE BR= Beole Al&skal
Yot ol mot 3 Bt ROl8ThE FQ5tH[4], o]
25, AAE R 5 sliete] 2F Rl 5 /4]
B A Y2 Hix|sto] tiulstal Qlot

KNCCS, KNTDS 59| A|#eAAA: 2 AAE -+
St Qle AW, dergy], YEH I & ©7] 5 Al
£ guleo] aglo] Wil B e o] 7] izl
N7 B 7Hs/do] = 20169FE] 2018E7HA] 3
| 7t AR 71202 KNCCS:E & 11,2427,
KNTDSE & 547719] 7ot gAsto], 19 B+t 1.6712
2 UERITHS.

Jofoll Bty SsAoz tixsh] ot Wros, Aol
7b BAske R (gul)eld A7l 52 dlEstel Aol
dich AP offgu|et Al AAE & ok 2 A
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A KNCCS9} KNTDSE CPgo2, 1 5o s 4t
ofel] Tt ) HlolelS g stel oot Aol Ze &

’do] RSIRIXIE ©olg| ofold 7o} sl Feature
Selections Eofl ©&okyl, H Yoprt #fofjet Aol 7]
< &4 eAdE 4 B2 Aot fAES] +9E
APdshe WALZ Aottt o] WALE Fdll XIS EAIAA
o] FRIEA BIPdE =0l HE A, A RS
aeXos AT 4 Qe 7|RH2 URRAStUA} oitt &2
A= Feature Selection 7|¥HS &85t s+ X3&
AqAAL] 17 diol8g #Ag AHHA =F{6]o] 77T
AFE RleYsto] fAES fARHE AMse W=
Aokt

2 = ML 270N RHEAAAY Hd E 7]
st SAIESof oigh ZJ2ojet 3P Feature Selectiono]]

o

st Y@ 12 AmH 7, 3”0 A= Feature Selection
= ol8st A Axt 4 Zuto] tsto] 25t X|g-EA

A FRIES S APk TS Attt 4%
oM AtflA 3 EF 71 ate] Bl s S5l 2 AHollM
ARt 71 et WHSHL, upR|toz 2 A

S et

II. Related Work

1. Command and Control System

A3 EAAA(Command and Control System)+=
Agzo] AR P42 95 HrjE A2, EAlstie] B
ARl Absshd 7IWAIAE ge7]. eh=at 7
(Fols)2 Az O 7Y AsAAAE =85
AgE 223 A deg &l J= dES A
7Vestes &SI 2 AolM = sliatollA
o2 xEARIAl & ARles 7MY S5t
7t =2 & AAIQ) KNCCSeH KNTDSE o= of%d

KNCCSE AHRIARS ot A4 |3kge] A4
NYRT U ONAYS Adslel S MEAL W
& == 7N S A9 Ak Ahset AAIZ[8], A
8 7l % Ml E A5t Lol"P(Web Meeting),
29 A A Ae Afeg GUHERET 2 e AlRA,
7F 2o 7 AARE AE 5 W AR 7RIS st
7 APA K291 Akele(COP: Common Operational
Picture), 5 282 & A= AALA, Ata F2
¥ G 5= &5t 7MY Aga 9¥gE Itk
VCP(Virtual Command Post) 59 7152 A|¥stc.
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AZ olF Qe ZF AHet AZAEH, AHoe 9 ofF
2JA0] A AH(WAS: Web Application Server), GJo]g|
to]A(Database) AH], A, AAHUZ| A H(SMS:
System Management Server), "jo]2{A BFAR|A AH
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Fig. 1. Composition of KNCCS

Table 1. Function of KNCCS Core Parts

Table 2. Function of KNTDS Core Parts

Component

Function

Component

Function

Web Application
Server (WAS)

- Middleware that executes

applications on the terminal

Date Link
Processor (DLP)

- Interlocking with datalink
- Data format conversion

Tactical Data
Processor (TDP)

- Real-time processing of tactical

- Respond to TCC information

information

requests

Relational Data Base
Processor (RDBP)

- Data storage management
- Tactical data backup

Tactical Coordination
Console (TCC)

- Display processed tactical

- Provides operator convenience

information

Time Server

- Send time information to the

system

Virus Management
Server (VMS)

- Antivirus program management

and distribution

Intrusion Prevention

Database Server,
Disk Array

- Run the database where the data

is stored

Backup Server

- Server for backing up data in case

of system failure

System Management
Server (SMS)

- Real-time server monitoring
- Software automatic distribution

Virus Management
Server (VMS)

- Antivirus program management and

distribution

Netmeeting Server

- Netmeeting execution server

Signal Convert Unit
(SCU)

- Convert signals for sharing target

information

Intrusion Prevention
System (IPS)

- Network control and block unusual

traffic
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Fig. 2. Composition of KNTDS

System (IPS)

- Network control and block unusual

traffic

o] & AAY 2AmER(7]5A)Q1 ol A &
2e gudoz ARAL T@E7(Terminal)d & AA(Y
FE AFSARAL A 5] s =5 54
7158 E, VCP)oIMS] AREAL B 043y, FA]
(Display)®] 7A] £4F 203 @Ak 50| .

2. System Maintenance

Table 3. Maintenance Type

Type Content
- Activities that improve the functionally of
the software under maintenance
Perfective |- Add new features for maintenance
software, change of function, deletion
of functions are detailed activities
- Activities for the maintenance software to
adapt to the new environment
. - Ch in dat rogram chan ue to
Adaptive C anges in data, program changes d
improved system performance and
customization improvements as package
versions increase
. - Error corrective activity for maintained
Corrective
software
. - Error proactive detection for maintenance
Preventive
software

AA GRlEsE AAL el AF&AlA QEs
SuE WY iR 9RE Y AlRe 752
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. . Analyzing the Degree of
—1~ |Attribute Settings ~"1—" Association of Attributes
Using
Calculate
Dataset Failure Density (FD)
Derive Weigh
sy Fl w) Calculate
Input Data Ie Maintenance
Data Preprocessing L Rating Factor
Algorithm (MRF)
'y Selection and
Analysis
Variable
4 Definition
Determine Putting
Maintenance |—» Resource
i Y
System Failure Data 1 Priorities by Rating
Analysis
Prioritizing
] -~ Feature Selection Tool Maintenance Method
Fig. 3. Prioritizing Maintenance Method
— - = 1O A = AME O
SoltH12]. RAIESE <& OJMAHE A Aet  ofeb JY o] 712 £7450] E%HE 1 &8s
(Perfective), A-S(Adaptive), 42](Corrective), oflg} E3df] Aoz} &A5}7| o]A

(Preventive) SA|Hp2 LESE 4~ 9171[13-15], & AL
L 22] gAu4 HE0] e 4529 HolEE olgs)
of ZapHQl o 9AuA uete AT

3. Feature Selection

glo]g] uto]id(Data Mining)-2 WTist 245t glolg
o] &5 HojlA gt FHE Fopu, 51]0]51 iy ﬂ%’ég
Ursto] oAt A7of| &-8-5h= 2doltt. Hlo]E utolid
APshs == A7 o8] S577F i 2 Hﬂiﬂ‘ﬂ
o, Bagt JHE F&E517] Yt Hlo|EAl(Dataset)o]
giuglo] 9lod ofPXx| oA JEE F2EF 4 9l

Feature Selection(4/31=H)2 Hlo]g] tfo]'d 7% &
SHUE, HlojgAlofA 57 HolH 288 7P £2 52
UER=, O] Zall 718 ato] 712 Ho]&2] £/d2 Aot
U= Zlo|c}{ 16]. Feature Selection2 X|Y5H= E=7o] of
_.g._x%o] KPE o}—yalﬁ

2 BestFirst, Greedy Stepwise,

Ranker?] 371x|7} 9JoO, 7t 7|52 <& 4>9} 7t}
Table 4. Function of Algorithm
Algorithm Function
BestFirst | Order all attributes to derive their values
estrirs through depth-first traversal
Greedy |- Perform forward/reverse search starting
Stepwise from arbitrary of lower data of attribute
- Ranking of attributes through individual
Ranker - .
evaluation by attribute

ASEARA Aol WA BT A dolEAg of
8o} £ BAsH, dolelle] 445 SN AA

a0 Aok B =EH £453 0“\1 Agt AA
AE4o] HEIHH 55
A 71~

III. Prioritizing Maintenance Method
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Table 5. Failure Data Attributes

Attribute
YEAR
MONTH
DATE
UNIT
EQUIPMENT
RESULT

Number

o~ WIN|—

<#E 6>0A UNIT &/49] A&
2 399 7

HlojEl= FOE ofof
o0 ojUMe & 85}%im, EQUIPMENT

£40] Mj¥ glo|ej zF 1A A" ©X] RESULT 4
He A Aoje] = 7h] HolE 2 BRslr

Table 6. Detailed Data by Attributes

Attribute Detailed Data
YEAR 2016, 2017, 2018
MONTH 1~12
DATE 1~ 31

HQ, JE, BU, JB, GJ, CN, MS
UNIT CH, JN, SC, SN, DC, YS,
HMS, KCH, PDJ, JBI
CRY(Encryption Device), WAS,
DBS(Database Server), SMS,
EQUIPMENT DSK(Disk Array), VMS, IPS,
BUP(Backup Server), SCU,
DPL(Display), TER(Terminal)
RESULT Normal, Failure

Table 7. Analysis Environment

CPU |Intel(R) Core(TM) i5-3550 CPU @ 3.3GHz
RAM 8GB
HW
HDD 465GB
0S Windows 7 Ultimate K
SW |Dataset Microsoft Excel 2010
Analysis Tool Weka 3.8.3

2. Algorithm Selection and Analysis

glolg] AM&2] 1 o]90jl= Feature Selectiong A

5} o] ol dudlES A&sto] HolHE A
ZAR/AAPE Bastt). 2 Aol AoH(RESULT)2t=
dut 7P dtol 712 &2 eAdE =58 Jloje

2 Ranker i) Easel
H JLofA= Feature Selection =72 WEKAS A

AT 17]). WEKA= HAlRRE Waikato Universityof

A iRt golE utold =iz, dlojEAlE =itol A

A2 "YW 1C
2lato] S4 44} 4 Aol QL LolujE £4S &

F> ru°l' e

Eole 7152 AlEeei{18-20].
2 AN e Aoliehs £/4d3 7 A e /40l
Dojolx] BAsH= 7lo] £Q35t0 2 7|& 442 6H &

X(RESULT)o] &1, LFHA] 57§9] £4(YEAR, MONTH,
DATE, UNIT, EQUIPMENT)S Rjz &Xdo] ot (13
4= Ranker ¥12]&-2 A8sfo] RESULT &/d} 7V
Aol 42 £4S AR =53 Zo|1, [ 5]17E
(23 97HK]= KNCCSE thitoz, RESULT £48 7]
Zog 71710] KHE 2710 duAS st A

ot} J2mo] XF2 RESULT £, Y& Z710] Af
2 492 Uehiga, Jeim o] 9% A g5
A, 92Ze ol MBS BAISHA
FRanked attributes:
0.00082685 4 UNIT
0.000272 5 EQUIPMENT
0.0001385 2 MONTH
0.0000391 3 DATE
0 1 YERE
Selected attributes: 4,5,2,3,1 : 5

Fig. 4. Attribute Selection Output

[23] 4] RESULT &4t 7Py dAito] 718 &4
S #AdE =&%H Zato|ty UNIT, EQUIPMENT,
MONTH, DATE, YEAR 02 ol 7lo|7p Z19ii
YEAR £/ RESULT &/dah= Ad/dol As LUehA]
AQITY. TRA] el AAI FFolet 7P Aol 22 44
< UNITe2, ol= E7 RooA AA o7t BsAe
2 st A ojojsla, UNIT &40 ddte s o}
2 474500 vlsh Y=AQl SR 2 =kt 2 YEAR
4782 RESULTE} /o] A5 gl7] diwofl, 54 A=
+ WAl Aolle siotth ARsHA TR A
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Fig. 5. Relation between RESULT and YEAR Attributes
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Fig. 6. Relation between RESULT and DATE Attributes

[J& 5= RESULT 443} YEAR €4 710 o1 Jejm
olt{, Y&?!I YEAR £/d9] glujct Aol gho] tiAlA oz o
Ao R2E0] Q= AS &RlE & ot o] S74%
YEAR %ol RESULT?} $-45A] ¢=the 22 Qlulsty,
Ado] ZIR] itk Aol 4 oot [ 6] RESULT
443} DATE 474 71e] A J=fzold), [77 5]ef upxbrt
A=, YEQI DATE &7d 3ol Atglo] %ol gfol w55
waEo] Qloog, Al Ayido] 7] ofth

1z

Normal

Fig. 7. Relation between RESULT and MONTH Attributes
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(2™ 712 RESULT 4741t MONTH &7 7t A
Jgholm, Y9! MONTHE] 57 ol ol 3ol A%
Eo} Q= 21€ Seld 4 ik MONTH 2ol 3, 4 2

kol Wyl LEALR 9o, 3, 4Y

of KR/FE #2317} 8, 999 UFG 231712t 5 A3 5AA

Al ol§ W=} o} T8HF Ao} gol Wstictn
A

a =
BeHE 23 ole 2ol 54 Y& 474 3ol ohet &
L9

2 olck. [13 8]& RESULTQ} UNIT &4 7] 1/
zo|H, AFgE 2RHQ7E YeAos W &
= UEUIIAL o]ojA E7 PJ(CN, MS)o] ZJofj7t Bt
Aoz RlEQict. ol 9 AAl F AIA HR| A =et
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T WAL 73, oA Eol el U
7Fs7dol =t & YERd) o] RESULTS} UNIT 4
d o] WA R o7 |2 B Y& 473 ol Aol o]
YRlE]o] Qloma £ &g 7ol o] Ziot 17 9=
RESULTQ} EQUIP MENT &4 7t9] #Alo|H, ¢l oj=2]
Aol AMu|(WAS)Q} TL7R(TER), MA|7|(DPL)7F 7P
SIHSHA oli7F WAst Gl o] HA] & &7 Tto] At

o Ze 7S Tl 4 azq

x]—oﬂ HHH
=

Aa3t (2 419] X9t EUsH
7 71e é’zji% MONTH, UNIT,
T2 4732 YEAR, DATE©|IHH(6].
KNTDS & EﬂOlEi*ﬂ% Z-gsto] BAsHlon], KNCCS
Zo514 YEAR, DATE 442 RESULTSIO] ¢ito]
Lol MONTH, UNIT, EQUIPMENT &4& AHj&lo 2
o] Z1ick UNIT &4 S#oj4] & of, KNTDS® A}
é¥ 22} Aol eefiEl o] RESULT ol AEA
o2 ¥u5¢ 1, EQUIPMENT EHo| A= AFRAF 249
TCCo|] RESULT gho] TAE 72 =elsiint.

3. Variable Definition

FAES A4 A flstol WA Ao = (FD:
Failure Density)2} 7F5R|(W: Weight)2t= &= $40f) Tf
&) Aojsict. 24 Ao & (FD: Failure Density)= AMA|
AP olu FE2 A WAREAE deis WA,
ZA| Elole] 4ol thigh Aol BA8 HlolE] 7iao] vl& =
APsitt Ao &= 2o Ao = (UFD: Unit Failure

Density), 78] ZJofU=(EFD: Equipment Failure
Density), 9¥ ZAojU=(MFD: Monthly Failure
Density)2 L83t} B0 Aol EX Hrjo] A&

dlole Zhaofl theh 2 Foie] Aol tlojE} 7i4-2 ¥]&0]
1, 73u] Bt e 54 gH|o A dlolE Tl o
eF 12 Julo] Aol gloly 7i4o] v, dE
=74 29 AA dlolgf 7ol tieh 2L 2o %ol HlojE
he] vlg= APl 1 Al2 ofefiet Aot

Ao e

Number of Failures
Total Number of Data (1)

FD=

Number of Failures of Applicoble Unit

FD,,—
¥ Total Number of Data Fora Specific Unit (2)

_ _ Numberof Fuilures of Applicable Equipment
E Total Numberof Data For o Specific Fquipment (3)

Number of Failuresof Applicable Month

FD,, =
M Total Number of Data For a Specific Month (4)

me
ﬁ

W: Weight)= 7o} o] 712 7 =of =}

=]

L}

015}% %IQE, oA Ranker 2112} 5-2 A5t AESH
A
2

H SIS A% oot Ato] Ze 42 SHae2

o

H7lslcks ojojolc}. 715R10] A% 2

Table 8. Weight Values

Attribute Correlation Value Weight
Unit 0.0008265 Wy =08
Equipment 0.000272 We = 0.3
Month 0.0001385 Wy = 0.1

4. Maintenance Rating Factor

AA ol Ao =(FD)t 715RI(W)E ol&std +
AL 22 X|4(MRF: Maintenance Rating Factor)S
MojstL, 1 AlE Ale ofefe} 2tk

MRF= X(FD, < W,) (k= U, B M) (5)

olF &l AtEH ol Tt 1L gko] 2 eATE =2
GRlES 29 HETh,

IV. Evaluation

1. Case Study

AS7ER] Aeet 71 Al Aol A&stitt. A8
AR oo [13 3] A7 ZeAAS Fgelgion], oA
x5 glo|EAlS o] 8staith dolEAle AMAsE 7|7t
(20161 19 ~ 20183 12€) 5 OOAFZES] KNCCS2]
Aol % 287710] WaE Y, 4 (2), (3), (4] o7 4
Z3} Ao e ke ofgf [ 10], [ 11], [2& 12]
o} 7t o] mj) Bye] ol glatol 7t A4 ol Yz
Moz 10,0008 Fsto] LERAICH

17,4

20 - 11.7 10.8
g 18 18 o o 23 08 23 4

55 31 31 31

HQ JE BU JB GJ CN MS CH JW SC SN DC YS HME KCH PDJ JBI

Fig. 10. Graph of Unit Failure Density (UFD)
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Table 9. Calculating Maintenance Rating Factor (MRF) with EQUIPMENT and UNIT

EQUIPMENT

BUP CRY DBS DSK DPL IPS SCU SMS TER VMS WAS

HQ 139.4 | 137.27 | 1421 138.32 | 143.78 | 138.32 | 138.62 | 139.25 | 151.79 | 137.57 | 145.28

JE 7.24 5.11 9.94 6.16 11.62 6.16 6.46 7.09 19.63 5.41 13.12

BU 2.28 0.15 4,98 1.2 6.66 1.2 15 213 14.67 0.45 8.16

JB 3.56 1.43 6.26 2.48 7.94 2.48 2.78 3.41 15.95 1.73 9.44

GJ 3.56 1.43 6.26 2.48 7.94 2.48 2.78 3.41 15.95 1.73 9.44

CN 11.64 9.51 14.34 10.56 16.02 10.56 10.86 11.49 24,03 9.81 17.52

MS 11 8.87 13.7 9.92 15.38 9.92 10.22 10.85 23.39 9.17 16.88

CH 2.28 0.15 4,98 1.2 6.66 1.2 1.5 213 14.67 0.45 8.16

UNIT JN 2.28 0.15 4,98 1.2 6.66 1.2 1.5 213 14.67 0.45 8.16

SC 4.12 1.99 6.82 3.04 8.5 3.04 3.34 3.97 16.51 2.29 10

SN 2.92 0.79 5.62 1.84 7.3 1.84 2.14 277 15.31 1.09 8.8

DC 4.12 1.99 6.82 3.04 8.5 3.04 3.34 3.97 16.51 2.29 10

YS 2.28 0.15 4.98 1.2 6.66 1.2 1.5 2.13 14.67 0.45 8.16

HMS 6.68 4.55 9.38 5.6 11.06 5.6 59 6.53 19.07 4.85 12.56

KCH 4,76 2.63 7.46 3.68 9.14 3.68 3.98 4.61 17.15 2.93 10.64
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Table 10. Comparison with Other Techniques

Techniques Content
- Applied by existing working units
Equivalent |- Deploy resources without considering the
Resource likelihood and importance of failures
Placement |- Waste of human and material resources
occurs
- Apply maintenance priorities, categorized by
Using Fault software function
Analysis - Since only the functional aspects of the
Method[21] software are considered, no other attributes
are applicable
- In addition to maintenance metric
Using Feature| techniques, all other attributes are
Selection considered, allowing for accurate analysis
and prediction of failures

V. Conclusions
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