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[Abstract]

In this paper, we propose a multiplexer based scheme that performs modular AB® multiplication using
redundant basis over finite field. Then we propose an efficient multiplexer based semi-systolic AB’
multiplier using proposed scheme. We derive a method that allows the multiplexers to perform the
operations in the cell of the modular AB® multiplier. The cell of the multiplier is implemented using
multiplexers to reduce cell latency. As compared to the existing related structures, the proposed AB’
multiplier saves about 80.9%, 61.8%, 61.8%, and 9.5% AT complexity of the multipliers of Liu et al.,
Lee et al., Ting et al., and Kim-Kim, respectively. Therefore, the proposed multiplier is well suited for

VLSI implementation and can be easily applied to various applications.
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I. Introduction

ots 3K cryptography)t Q&% AA
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II. The Conventional Multiplication
Algorithms Using Redundant Basis

1. Redundant basis
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oJX|H GF(2")0] GF(2™)o] mar=lct o] 720 %l&k
~1}2 o8 7||(redundant basis)z}
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2. AB multiplication using redundant basis
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2 B9 dasoleta st o2} 2ol B3 o

n—1

A=Y a2’ (1)
i=0
n—1

B= Y bx' (2)

i=0

oB7|X9] EA 2" = 10| e}, 49 B =A A}
A (3 2,

(Zax)(be)
,1'7_10,171 o (3)
Z Za</ J>bx’

i=0j5=0

o714 <{y>E ymodng Ju|sitt [22,26-27].

3. AB? multiplication using redundant basis
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III. The Proposed Multiplexer-based
AB? Multiplier

1. The Proposed AB? Multiplication Scheme
Kim-Kim [22]2] &A1719] 7] A 12+ 2-99
XOR A0|E 17§92} 2-9121 AND Ao|E 17§2 A%,
A RA AIRERZ 2-43 XOR AlolE 17], 2-4=] AND 7
olE 17}, 18]E 2fiX|(latch)& &sh= AlZtolth. URHA]

d,a, d,a, da, da dya,
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L] ] ' ¥ $¥ oMy s
0’1 [ 3 F—— F——+] > F—— —
d, -m @ [ @ [ @ [ @ [ 2
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Fig. 1. Proposed Semi-Systolic Multiplier
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Fig. 2. Detailed Circuit of W' cell
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t‘-i)% 0c]xl, (0, 1)o]H dk-+v’710] , (1, 0)o]® 1o]il,
(1, 1)ol® &'y, olch mebA] s\ e} ¢V o] Aate 7t
7} 51LJ9] 4-to-1 HEJZA 2 o] 8slo] A2]at 4 Qlrt,



An Efficient Multiplexer-based AB2 Multiplier Using Redundant Basis

over Finite Fields 17

Table 1. Comparison of bit-parallel systolic AB? multipliers over GF(2™)

Liu et al.[16] Lee et al.[17] Ting et al.[18] Kim and Kim[22] Proposed
Area complexity
AND2 m*+2m+1 m*+2m+1 m? m*+3m+2 m+1
XOR2 m*+2m+1 m*+2m+1 m’+m m*+4m+3 m+1
4-to-1 MUX 0 0 0 0 m’+m
Latch 3m*+6m+3 3m*+6m+3 3m*+4m-1 2.25m*+9.5m+8 2m*+6m+2
Total transistors| 38m?+76m+38 38m*+76m+38 38m*+40m-8 32m?*+126m+100 32m*+78m+30
Time complexity
Cell delay 32 32 32 32 29
Latency 2m+2 m+1 m+1 0.5m+2 0.5m+1
Total delay 64m+64 32m+32 32m+32 16m+64 14.5m+29
AT complexity 2432m*+7296 7 1216 m*+3648m? 1216m*+2496m? 512m>+4064m° 464m*+2059 m?
+7296m+2432 +3648m+1216 +1024m-256 +9664m+6400 +2697 m+870
2. The Proposed Semi-systolic Array tpp = 7 ns (TYP.)) 1-8]E <2jx]= M74HC279

-~

ARG o2 71412 o] 8& WEjZ2AA ]te] FA &
125S o834 GF(2')0) Alol-AAE AB® ¥
71 Fig. 13t Zo] AT, of7]A] "o 1-v]= 2
A(1-bit latchjelch.  GF(2™)4e] At FAV|E
kx (m+1) 78 WA, m+1719) 2-9121 AND o]
E. m+1709] 2-92 XOR AlolEQ} 2m* + 6m + 27}
o 1-u]E x|z FHEck 2 Wi Ade A (22)9h A
(23)& AlPsl7] sh £ 740 4-to-1 LEIFANRZ 7
=jo), A29] RS P& Fig. 29F 2tk

Fig. 19] F41719] it %ol A9 D7t Y]
o, olejZolA] AB* F4 ARl p7t L oA
DE A (80 H (dyody,dyydyody) = (b, bysby,bisby)

oct. Fig. 19] Agket BA41710] W ojzinyo] 2-ef
XOR Aolege p=ghttyplitls segsin

AB® 3Al0] AnE FHaC

IV. Performance Analysis

£ Joflae Aokt AB? 3719 7180 3A71E9
L x]?_}o} -1-1&17]4 4_7‘_} EN—E
P =3 [23,28]2 #Frustot 2-94H
XOR Ao|E, 1-H|E 2}%], 4-to-1

YE|ZAN(MUX)O] EMRAH pe 2171 6, 8, 8, 16
ola}x spgeict.

A28 (23014 AFR=E STMicroelectronics [29]9]
825 olgstel At WHES ulwlch 2-93 XOR
Ao|EX= M74HC86  (STMicroelectronics, 2-input
XOR gate, tpp = 12 ns (TYP.)), 2-Y= AND Ao|E=
M74HC08 (STMicroelectronics, 2-input AND gate,

(STMicroelectronics, SR Latch, tpp = 13 ns (TYP.)),
4-to-1 HE]ZAA= M74HC153 (STMicroelectronics,
4-to-1 Mux, ¢pp = 16 ns (TYP.))Q] 329 XA A|7HE
vl wE 9|5 ARERICH

Table 1 71&9] AB* 541712t Aotet AB* FA7|
9] d5= vlustk Zojct. &Zof] A|ehe Kim-Kim [22]9]
JA719] EMRAH FHEEE 32m® + 126m+ 1000]
o, Aol BAle)  EANAE  leEL
32m? 4+ 78m+ 30 2.2 Kim-Kim [22]9] FAl7]e} 79
H|251c} 7129] Liu £ [16], Lee = [17], Ting < [18]
o] FA7IE HluwstH, ARt SAV= oF 15.8%,
15.8%, 15.7% @t 24% 7} 7YAE|QiCt

Liu £ [16], Lee £ [17], Ting < [18], Kim-Kim [22]
o w719 2 A A2 Tynp, + Txor, T Traten

o, Aokt  FAZIY A A ARE
Tvuvy . T T O 71N Tourp  7APIE

GA TEJ Mt X|H(propagation delay) A|7Hs UERA
T} Liu & [16], Lee & [17], Ting = [18], Kim-Kim
[22] ©] ﬁ*éPIEJ Klﬂ AL 2m+2, m+1, m+1,
0.5m+22% Aol Zolc}. Aokst BA710] Kol AZke:
0.5m+ 122 Ao]Zolct. A Aj2] A7kt Aled ARKS
2ol efelol A F] Al AR st Ak
JA7|1= Liu S [16], Lee 5 [17], Ting S [18],
Kim-Kim [22] 4 A7) S} v)wshH, 2k oF 77.3%,
54.7%, 54.7%, 9.5% AT ct,

AW B RS SR 2HS 6IH, AT
product == HlWsHE, AUt A= Liu &
[16], Lee & [17]. Ting 5 [18], Kim-Kim [22]°] 5417]
=9] uloff 2Fz+ oF 80.9%, 61.8%, 61.8%, 9.5% LAE A
ot mata] AiRtst 3471 e 3A17] [16-18,22]0] H]
OH Z:SOT-X‘]i oz\o} ;5]15_; E?_]D}
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V. Conclusions
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