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[Abstract]

In this paper, we propose a method in which PingPong256 combines LFSR and variable clock to
generate an irregular PRNG and use it for image encryption. PingPong256 is guaranteed an extended
period based on the two LFSRs, and the variable clock is a structure that outputs the result of
operating a predetermined clock in one operation by referring to the state of the different LFSR. A
variable clock is characterized by the difficulty of predicting the output at any time because the choice
increases with time. PingPong256 combines the advantages of LFSR and variable clock, the convenience
of hardware and software implementation, and the benefits of sensitivity and irregular periods. Also, the
statistical safety was verified using the NIST SP800-22, the safety of the proposed method, and the
sensitivity of the image change was tested using NPCR and UACI.
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I. Introduction
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II. Proposed structure

1. PingPong 256 structure and Safety
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Fig. 1. PingPong256 Structure.
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Table 1. PingPong256 Initialization value.

Type Date

75165D49, 27D39935, DD3BC370,
A6D51456, 1D459752, 49BAE64D,
774EFODC, 14DAA29A

LFSR,;;

D5135512, 5B951D95, 36652658,

LFSR,;, | 4F744D54, B544D544, 96E54765,

4D994916, D3DD137E, 1

NIST SP800-22+= A3/dst glo]8j7} H4/dolefH s
EHIAEOA p-value?} 0.012 Fojofstttal YAl o] Q)
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Table 2. NIST SP800-22 result

Type of Test ;z}\éa(ljl:;a Result
1 Frequency(Monobit) 0.3411 Random
2 Frequency Test within a 07218 Random
Block
3 Run 0.0947 Random
4 Longest Run of Ones in 0.8769 Random
a Block
5 Binary Matrix Rank 0.0217 Random
Discrete Fourier
6 Transform (Spectral) 0.9707 Random
Non-Overlappin
/ Template Mpaptcf?ing 0.4351 Random
8 Overla.pping Template 07811 Random
Matching
g | Maurer's Universal 0.3566 Random
Statistical
10 | Linear Complexity 0.0652 Random
ial 0.7764 Random
11| Seria 0.8760 | Random
12 | Approximate Entropy 0.3385 Random
13 Cummulative Sums 03413 Random
(Forward)
14 Cummulative Sums 0.5441 Random
(Reverse)
4 0.5034 Random
3 0.4017 Random
2 0.0607 Random
15 Random 1 0.6690 Random
Excursions -1 0.8181 Random
-2 0.6566 Random
-3 0.2014 Random
-4 0.1176 Random
-9 0.3630 Random
-8 0.2642 Random
-7 0.1765 Random
-6 0.2290 Random
-5 0.3474 Random
-4 0.3910 Random
-3 0.3204 Random
-2 0.3074 Random
” Eff;rds?;‘]s = 04735 | Random
Variant +1 0.2323 Random
+2 0.1292 Random
+3 0.2951 Random
+4 0.6131 Random
+5 0.6730 Random
+6 0.70263 Random
+7 0.69584 Random
+8 0.4443 Random
+9 0.2215 Random

2. Image Encryption Decryption Method
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Fig. 2. Encrypt image using PingPong256.
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Fig. 3. Decrypt image using PingPong256.
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Fig. 4. Using image encryption of PingPong256 (a)Plain
Image of Lena, (b)Random image of PP256, (c)Encryption
image of Lena, (d)Decrypt image of Lena.
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ITII. Key space
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3.2 Key sensitivity analysis
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Fig. 5. Compare PingPong256 Image. (a)Reference to
Table 1 value, (b) LFSR255+1, (c) LFSR257-1, (d)
(a)and(b), (e) (a)and(c), (f) (b)and(c).

IV. The Proposed Scheme

4.1 Histogram analysis
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Fig. 6. Histogram of Lena. (a)Plain image, (b) Cipher image.

4.2 Image Entropy Analysis
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Table 3. The information entropy for original and
cipher image schemes.

Im Original Liu’s Propose
sl el scheme[13] Cipher
Entropy 7.270652 7.99730 7.998052

4.3 Correlation analysis
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Table 4. Compellation analysis.
Original image Encryption image
Horiz Vertical Diago | Horiz Vertical Diago
ontal nal ontal nal
Len 0.951 | 0.951 0.972 | 0.019 | -0.02 | -0.02
°Na | 897 | 897 | 564 | 790 | 3263 | 3263

(d) (e) (f)

Fig. 7. Distribution of adjacent pixel sequence pairs of

Lena image. (a)horizontal of plain image, (b) vertical of

plain image, (c) diagonal of plain image, (d) horizontal

of encrypted image, (e) vertical of encrypted image, (f)
diagonal of encrypted image.
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3.4 Sensitivity analysis
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Table 5. Test Image Size M-by-N 512-by-512 NPCR
Randomness test

Test Image Size level(%)
M-by-N 512-by-512 0.05 0.01 0.001
Color Value(%) | 99.5893| 99.5810 | 99.5717
Red 99.6208 PASS PASS PASS
Green 99.6059 PASS PASS PASS
Blue 99.6002 PASS PASS PASS

Table 6. Test Image Size M-by-N 512-by-512 UACI
Randomness test

Test Image Size level(%)
M-by-N 512-by-512 0.05 0.01 0.001
33.3730| 33.3445 | 33.3115
Color Value(%) ~ ~ ~
33.5541 | 33.5826 | 33.6156

Red 33.4467 PASS PASS PASS

Green 33.4098 PASS PASS PASS

Blue 33.5464 PASS PASS PASS

V. Conclusions
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