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[Abstract]

Various devices, which are powerful computer and low-performance sensors, is connected to IoT
network. Accordingly, applying mutual authentication for devices and data encryption method are
essential since illegal attacks are existing on the network. But cryptographic methods such as symmetric

key and public key algorithms, hash function are not appropriate to low-performance devices. Therefore,

this paper proposes blockchain-based lightweight IoT mutual authentication protocol for the
low-performance devices.
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I. Introduction
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II. Related Works
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Sensor Node
(SID;, FSK)

Generate SR;

FSK @ SR

Cluster Head
(FSK, SSK)

FSK @ CR, SR, & CR

SR, « (FSK @ SR)® Cluster Head’s FSK

Generate CR

CR < (FSK @ CR)®P Sensor Node's FSK
SR, (SR, @ CR)® CR
If it Sensor Node’s Random number == SR,

Authenticate Cluster Head

SID; @CR, SID, @ FSK GCRD SR,

SID; < (SID; @ FSK @ CR® SR;) Cluster Head's (FSK,CR SR;)
CR —(SID, ® CRY® SID,
If Cluster Head's Random number == CR

th

Authenticate i*" Sensor Node

Generate [DSET{Index, ,, SIDy ,,}

Fig. 1. "Sensor Node-Cluster Head" Authentication Process

III. Proposed Protocol
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1. Registration Phase

Table 1. Notations

Notation Description
SID, Identifier of sensor node /
SR; Sensor node's random number
S t k bet d d
FSK ecret key between sensor node an
cluster head
CR Cluster head's random number
Secret key between cluster head and
SSK Y
gateway
GR Gateway's random number
IDSET Set of all sensor node's IDs
Tx{Data} | Blockchain transaction with data
E,‘,ey(Data) Encrypted data by key

Gateway Ao 155 E24]210] Sensor nodes2]
IDE AAEH] Ysted, Cluster head= Sensor nodes
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2. "Sensor Node-Cluster Head" Authentication
Phase
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Cluster Head
(FSK, SSK)

Generate CR'

SSK @ CR

Gateway

(SSK)

SSK @ GR, GR & CR*

CR' —(SSK @ CR")& Gateway's SSK

Generate GR

GR — (5SK @ GR)® Cluster Head's SSK
CR*«(GR @® CR™)® GR
If Cluster Head's Random number == CR’

Authenticate Gateway

GR G CR, CR @ CR", Tx{Esy, (IDSET)}

CR —(CR & CR")P Gateway's CR*
GR « (GR ®CR® CR
If Gateway’s Random number == GR
Authenticate Cluster Head
If Cluster Head's Signature of Tx is correct
Decrypt E,; (IDSET)
Compare transferred [DSET and Blockchain's IDSET

Fig. 2. "Cluster Head—Gateway" Authentication Process
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3. "Cluster Head-Gateway" Authentication Phase

Cluster head’} W2 CR*S X3t E1SSK & CR <
RK551H o5 £AISH Gateway= AMle] SSK S 0]-85tod
CR < 7AXtsit}. 12]7 U GRS AASH 5 Cluster
head2 SSK @ GR, GR @& CR < A3}

Cluster head= x}X19] SSK 2 XOR ¥ARS F510] GR
2 3511 (GR @ CR ) ® GRS 2350 CR™ S &
3. 3l glol ARAle] APdet et SUsIctR GatewayS
01Z3l1 GR & CR, CR & CR’, Tx{E,, ,(IDSET)}
st

Gateway= AFAlo] CR'S o]83l0] CRE &Salu
(GR & CR) ® CR YA 238510 GRS T=&35it
o] Zo] ARAlo] AVt 40 BASIHH Cluster head
£ 55l EWMMOl NPe =lst § omold
IDSETE E35365It}. Gateway= £235315H IDSETS
==A1Ql0] AFEo] Q= IDSETY H]1Wsto] Sensor
nodes9| ID7} FUTHA] 5ot 1S5S Yasit.

woJn

mo

VS
v

op

IV. Security Analysis
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1. Eavesdropping Attack
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2. Man-in-the-middle Attack
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Table 2. Security Comparision (0: Safe, X: Unsafe)

Our [6] [8] [10] | [15]
Eavesdropping
Attack 0 X X X X
Man-in-the-middle
Attack 0 0 X X X
Reply Attack 0 0 0 X 0
Location Tracking
Attack 0 0 X X X
Mutual
Authentication 0 X X X X
Non-Repudiation 0 X X 0 0

Table 3. Performance Analysis

Our [6]
Random
Number 1 1
Generation
Sensor Node XOR Operation 9 1
(Client) LA
Authentication _ 2
Code)
Generation
Hash - 3
Random
Number 2 2
Generation
XOR Operation 19 1
MAC(Message
Cluster Head Authentication _ 2
(Server) Code)
Generation
Hash - 2
Encryption 1
Digital 1 _
Signature
Gateway Lo
- Number 1 2
(Certificate .
Authority) Generatloh
XOR Operation 8 4

3. Reply Attack
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5. Mutual Authentication
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6. Non-Repudiation
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V. Conclusions
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