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[Abstract]

In this paper, we derive a common computational part in an algorithm that can simultaneously perform
multiplication and square over finite fields, and propose a low-area bit-parallel systolic array that reduces
hardware through sequential processing. The proposed systolic array has less space and area-time (AT)
complexity than the existing related arrays. In detail, the proposed systolic array saves about 48% and 44%
of Choi-Lee and Kim-Kim’s systolic arrays in terms of area complexity, and about 74% and 44% in AT
complexity. Therefore, the proposed systolic array is suitable for VLSI implementation and can be applied

as a basic component in hardware constrained environment such as IoT.
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I. Introduction
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II. Related Works
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Table 1. LSB-first algorithm for  modular
exponentiation over GF(2™)

Input : =37"'e,2'(where € €{0,1}),

Output : C—PEmodG

Step 1. C=1

Step 2. S=P

Step 3. for i=0 to m—1 do {

Step 4. if e, =1 then C=CxSmodG

Step 5. S=5xSmodG

Step 6. }

2. Conventional Algorithm for Multiplication
and Squaring over Finite Fields
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III. The Proposed Low-Area Systolic
Array for Multiplication and Squaring
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Fig. 2. The proposed bit—parallel systolic array for multiplication and squaring over GF(2*)
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Table 2. Comparison of architectures for multiplication and squaring over GF(2™)

Choi-Lee [17] Kim-Kim[20] Fig. 2
Area complexity
AND, 3m? 3m*+2m 1.5m*+m
XOR; 3m? 3m*+4m 1.5m*+2m
Latch 10m? 9m*+3m 5.25m*+1.5m
Total transistors 216.04m? 200.04m?+109.36m 112.02m*+54.68m
Time complexity
Cell delay 0.418 0.418 0.418
Latency 3m 1.5m+1 1.5m+1
Total delay 1.254m 0.627m+0.418 0.627m+0.418
AT complexity 270.91m’ 125.43m’+152.19m*+45.72m 70.24m*+81.11m*+22.86m
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IV. Complexity Analysis
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N
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okt A|AEZ ofgfo]= FPGA(Field Programmable
Gate Array) X+  ASIC(Application Specific
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