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[Abstract]

With the development of information technology and the growth of the scale of system and network,
cyber threats and crimes continue to increase. To cope with these threats, cybersecurity training based
on actual attacks and defenses is required. However, cybersecurity training requires expert analysis and
attack performance, which is inefficient in terms of cost and time. In this paper, we propose a cyber
attack simulator that automatically executes attack techniques. This simulator generates attack scenarios
by combining attack techniques modeled to be implemented and executes the attack by sequentially
executing the derived scenarios. In order to verify the effectiveness of the proposed attack simulator,
we experimented by setting an example attack goal and scenarios in a real environment. The attack

simulator successfully performed five attack techniques to gain administrator privileges.
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I. Introduction
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II. Preliminaries
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III. The Proposed Scheme
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1. Attack Techniques Modeling
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Table 1. Key list and description of state model
Key Description
address Address of the target

protocol Protocol for access to the target

0s 0S of the target

ports Ports for access to the target

shell State of shell to the target
privilege Acquired privilege for the target
binaries Available program list on target

cwd Current working directory of shell

misudo Exploitable points on sudo config

1.2 Precondition
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2. Simulator Design
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Fig. 1. Components of Attack Simulator
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Algorithm 1: The overall process

initialization();
scenarios <— generate_scenarios(...);
foreach scenario € scenarios do
result < perform_scenario(scenario);
if result is true then
print(”Attack Succeeded”);

return;
end

end
print(”Attack Failed”);

Fig. 2. Algorithm of the overall process

3.2 Generate Scenarios
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Algorithm 2: generate_scenarios

Input: state

Input: attacks (all available attack techniques)

Input: sequence (cumulative attack technique sequence)

Output: scenarios (available attack scenarios)

scenarios + {}:

if is_goal_achieved(state) then

new_scenario <— make_scenario(sequence);

SCENATI0S 4— SCenarios + new_scenario;

return scenarios;

end

nexl_attacks < get_available_attacks(state, attacks);

foreach next_attack € next_attacks do

copied_state < stale;

copied_attacks < attacks;

copied_sequence < sequence;

copied_state +— update_postcondition(copied_state,
next_attack);

copied_attacks < copied_attacks - next_attack:;

copied_sequence <— copied_sequence + next_attack;

result_scenario < generate_scenarios(copied_state,
copied_attacks, copied_sequence),

scenarios < scenarios + result_scenario;

end

Fig. 3. Algorithm of the scenario generation
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3.3 Perform Scenarios
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Algorithm 3: perform_scenario

Input: scenario (attack sequence that can satisfy the goal)
state <+ {};
foreach attack € scenario do
if is_goal_achieved(stale) then
| return true;
end
if not is_precondition_satisfied(state, attack) then
| return false;
end
state < perform_attack(state, attack);
end
return false;

Fig. 4. Algorithm of scenario execution

IV. Implementation

2 AolM= Agkshs AtolH 574 Alg2o]El7t A
A=s] Y5t Virtual
Box(6.0.14) 2} Ubuntu(18.04.3) E3oj|A] AA|2 L3ist
of HAESIAT HIAES 98] B4 37 SRS A
. 35 SES DYeb] 9 ) B2 JlusY B

= oAl Alu] o= Ad7stint

YHo2  SAstEA

1. Attack Goal

& dpol 529 20l 3
759 W2 Wit RO 2 HSoh
WRsteick. ol Aleleo] wEet SAR2 Sl 34 o
A saE0] $70] & 37} 2tk 7Aalo] APo) As
o} %, B4 o) SAEO: [P Z2E2L Sof Aol
7Fsst, IP Fae 3o 2o, FYAIAl= Linuxo]il
OrX]eto 2 wget, cronit 22 T2 J5io] EX|SH.

Table 2. Attack goal for a sample scenario

Key Value
address 163.152.127.210
privilege 0 (root)

shell PERMANENT

Table 3. Environment of target host

Key Value
protocol ip
address 163.152.127.210

0s linux
binaries wget, cron, etc.

2. Attack Techniques
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Table 4. Attack techniques for the sample scenario

1D Technique Name
AT1

Nmap for searching open ports

AT2 | CVE-2016-3714 for RCE (unix)
AT3 System Investigation (unix)
AT4 Download (wget)

ATS Install (cron)
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[@] nmap for searching open ports
[1] CVE-2015-5958 for RCE(unix)
[2] System Investigation(unix)
[3]1 Download(wget)

[4] Install(cron)

Result INIT

Last Technique : @

Plan #2

nmap for searching open ports
CVE-2015-5958 for RCE(unix)
System Investigation(unix)
Download(wget)
Misconfiguration_Investigation(sudo)
Install(cron)

Result INIT

Last Technique :

Fig. 5. Example of generated scenarios
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P
address : 163.152.127.210
= CHOOSEN TECHNIQUES
: nmap for searching open ports
command : attacks/nfsop/cmd.json
preconditions
Condition = =
protocol EQ ip
address EXIST
ports NOT EXIST
postconditions :
os UNKNOWN
ports UNKNOWN

ttacks/nfsop/run.py
pri + ip
address : 163.152.127.210

os : linux
[['tcp', '22'1,

ports : ['tcp', '80']1, ['tcp', '1234'],

Fig. 6. Result of performing attack technique AT1
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[@] nmap for searching open ports
[1] CVE-2016-3714 for RCE(unix)
[2] System Investigation(unix)

[3]1 Download(wget)
[4] Install(cron)

Result : SUCCEED
Last Technique : 5

Fig. 7. Final result of performing attack simulator
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Fig. 8. Shell connection after the attack
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V. Discussion
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