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[Abstract]

In this paper, we propose a robust execution scheme for Ethereum blockchain application services which
provide continuous services and support recovery even in the case of failures of those services. As of now,
blockchain services are rapidly expanding to all industries and being combined with various infrastructure
services of public institutions. But if these services fail in disastrous situations such as earthquakes, floods
and terrors or various hacking attacks, the aftermath is very serious and its side effects are difficult to assess.
To resolve this issue, we develop the service registry as a smart contract of the Ethereum blockchain, which
provides useful information on the services to users even in disasters. With the help of the service registry,
we also present a method of replicating services on the basis of the ETCD distributed storage system. The

proposed scheme is confirmed by the test service developed by the proposed techniques.

» Key words: Blockchain Service, Service Robustness, Service Replication, Service Recovery,
Service Registry
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I. Introduction
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II. Background knowledge

1. Ethereum blockchain and Smart contract
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2. Raft
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III. Robust execution scheme
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1. Method of replicating services
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Fig. 1. Replication of Blockchain application
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2. Service registry
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Fig. 2. Structure of service registry
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IV. Sample service for testing
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Fig. 4. Ul of developed Service Registry Dashboard
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Table 1. Source code for replicating service

Main Thread:

1: etcdC.watchStateChange(srClient)

2: app.isSync = false

3! app.stateMachine = new stateMachine()
4: .

Store request Thread:

5: storeRequest = new Thread(()=>{

6:  receiver(function(request, response){

7: request.set('LeaderID’, NODE_ID)
8: connectPool.set(nodelD, response)
9: reglLog = etcdC.reqTolLog(request)
10: index = etcdC.get("LogSize")+1

11: etcdC.put('Log/'+index , reglLog)
12: etcdC.update('LogSize", index)

13 B

14: })

Sync Thread:

15: sync = new Thread(()=>{

16: Ipi = etcdC.get('LPI/'+ NODE_ID)

171 curLogSize = etcdC.get('LogSize')
18:  app.stateMachine.sync(lpi,curLogSize)

19: etcdC.watchEvent('LogSize', function(event){
20: app.curlLogSize = event.value

21: app.stateMachine.sync(Ipi,curLogSize)

22: )]

23: 1
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2. Test

2 oAM= 54 7180] 88 S5AQ 3-8 AH|AQd
Service Registry DashBoard”} UEY 3 &Aoot 72 &)
oM = BA1E 3-8 MY AT} el SATSHEA]

of thall ZAksHt 19 5= HIAE 342 UEhdch

Event:
NewLocation

5

6

EE EE EL
EINERIE

( Service )
@ Registry @
\%/

Ethereum
[Private Blockchain]

Attacker

&) |(8) ||&

Fig. 5. Test environment
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Table 2. Test result

test1: Random Test

test2: Leader Test
Frequency | Failed requests Leader synchroni-
of network (Out of 1200 .

) changes zation
failure requests)

0 test1: 8 test1: 1 success
60sec test2: 441 test2: 10 success
30 test1: 79 test1: 3 success

sec test2: 564 test2: 20 success
25sec test1: 137 test1: 6 success

test2: 976 test2: 25 success
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V. Conclusions
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